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Copnep:xanue.

1.1. AKTYyallbHOCTH KOMIIETCHIHH.

Kommnerenius «CeTeBoe U CUCTEMHOE aMUHUCTpUpoBaHue» BxoauT B «TOII-
50 Hambonee BOCTpeOOBaHHBIX U MEPCIEKTUBHBIX MNpodeccHily» B COOTBETCTBUU
Ny4YIIMMU 3apyOeXHBIMH CTaHIApTaMU U NepeJOBBIMH TEXHONOTUSMU. Y TBEPKIECHO
npukazoM MunncrepctBoM oOpa3oBaHusi U Hayku Poccuiickoit ¢enepamuu ot 09
nekabps 2016 roma N1548 B Bume ®PenepanbHoro o0pa3oBaTENbHOrO CTaHIApPTa
cpennero mnpogeccuoHansHoro obpazoBanus 09.02.06 «CereBoe H CHCTEMHOE
aIMUHUCTPUPOBAHHEY. :

JOIDKHOCTD ~ CACTEMHBI AaIMHHHCTPAaTOpP HMEET peLIalIlyld pOojlb B
MOBCEHEBHOM  (QYHKIMOHMPOBAaHWUM B OpraHU3alUsX pa3MYHBIX MacinTaboB
KOMMEpPYECKOI0 U TOCyJapcTBEHHOro cexropa. Jlrobas HeWcIpaBHOCTh OPrTEXHHUKH,
KaOeIbHOM CHCTEMBI WM DJIEMEHTOB JIOKAJIbHOH CeTH MOXKET BBI3BATh OYEHb
JIOPOTOCTOAINMI I OpraHK3alMd NpocToi B  (QYHKIMOHUPOBAHUH, IIOITOMY
CHCTEMHBIH aJIMHHUCTPATOpP HECeT OTBETCTBEHHOCTh 3a IIOMOIIb ITOJIB30BATENSIM B
obecreueHNH MX MOTpeOHOCTeM B HENPEPHIBHOM paboTe KOMIIBIOTEPHBIX CHCTEM M
cayx0. CuCTeMHBI agMUHHCTPAaTOp TaKXKe MOXET TMPEIIOKHUTh COBETHI U
PEKOMEHalMK I10 YJIy4YINEHHIO (YHKLIHUOHUPOBAHUS CHCTEM M CIyXO0, TeM CaMbIM
IIPOJBUHYTH OpraHU3aLHIO BIIEpe.

CereBoe ¥ CHCTEMHOE aJMHUHUCTPHPOBaHHE TpeOyeT IIMPOKUX CIEKTP
MO3HAHUH U HABLIKOB B 061acTH MH(OPMALMOHHbIX TEXHONOTHH. B CBsI3U ¢ GBICTPHIM
pasBUTHEM 3TOH 0061acTH, TpeOOBaHUS K CHCTEMHBIM W CETEBBIM aIMHHHCTPATOpam
TIOCTOSIHHO BO3PAacCTaloT.

1.2. Ceplaxa Ha ofpasoBaTeJbHBIN 1/1aH npodeccHoHATbHbIH
CTAHIAPT. (KOHKPETHbIE CTAHJAPTHI)

Il xonbHNKH CrynenTnl Cnenuaancrol
@I'0C CIIO = RECOC IO [ IpodeccnonansHelil cTanzapt
09.02.06 Ceresoe n Cucremuoe [09.02.06 CeteBoe u Cucremuoe [06.026 "CMCTEMHBIN
AIMVHHCTPUPOBAHUE AIMUHHCTPUPOBAHUE AIIMUHHUCTPATOP
MHOOPMALIMOHHO-
KOMMYHUKAILIMOHH
bIX CUCTEM"
baxanaspuar
02.03.03
aremMaTrHieckoe obecneyeHue
aJIMUHUCTPHPOBAHUE
(hopMAaIMOHHBIX CHCTEM
9.03.01 UndopmaTuka n
BIYHCIMTENbHAS TeXHUKA
9.03.02 MudopmalmoHHbIe
MCTeMBbI i TEXHOIIOTHHI




1.3. TpeOoBanus kK KBaIH(GHKANHH.

HxonbLHUKH CTyneHTsl CnennajanucTsl
AIMHHHCTPHPOBATH MK mo ®I'OC CIIO TpyaoBbie yMEHHS 110
JIOKaJIbHbIE 09.02.06 npodeccHOHATBLHOMY
BBIYHCJIHTEIbHbBIE 2.1.AnpmuaucTpupos | crasaapry 06.026:

CeTH. Y CTAHABIHBATH
'H HACTpauBaTh
onepamuoHHbIC
CHCTEMbI

aTh JIOKAJIbHBIE
BbIYHC/IHTE/bHbIC CeTH U
HPHHUMATH MEpBI MO
yCTPaHEHHI0 BO3MOKHBIX
cOoes.
2.2.AIMHHHCTPHPOBATH
ceTeBbIe Pecypchl B
MH(pOopMaHOHHBIX
CHCTEMaX.
3.1.YceTanaB/IuBaTh,
HACTPAHBATh,
IKCIVIYaTHPOBAThH H
00cTy’KHBATh TEXHHYECKHE
¥ NPOrpaMMHO-
annapaTHble cpeJcTBa
KOMINbIOTEPHBIX ceTeii.

3.2.1IpoBoauTh
npopuIakTHYECKHe
paboThl HA 00BbeKTaX
ceTeBOl HHPPACTPYKTYPhI
H pabo4HX cTAaHIMAX.
3.3.¥YcTanaBaHBaTh,
HACTPAUBATh,
IKCILIYATHPOBATD H
00cJIy;KMBATh CeTeBbIe
KOH(HUTYpanum.
3.4.YuacTBOBaTH B
pa3paboTkKe cXxeMbl
nmocjieaBapHuHHOro
BOCCTAHOBJICHUSI
pabdoTocnocoOHOCTH
KOMIILIOTEPHOM CeTH,
BBLINOJHATH pe3epBHOE
KONHPpOBaHHe
HHpOpMaNHH.

* CoOuaroaaTs npoueaypy
YCTAHOBKH NPHKJIAJTHOTO
NPOrpaMMHOI0
obecneyeHus B
COOTBETCTBHH C
TpebOBaAHHAMHU
OpraHHu3anuu-
MPOHU3BOAHTEA

e IIpumeHATH METOABI
0a30BbIX MapaMeTPOB H
NapaMeTpPOoB 3alIHThI 0T
HECAHKUMOHHPOBAHHOIO
AOCTyHNA K
onepanHOHHBIM
cHCTEMaM

* Ucnonb30BaTh METOAbI
CTATHYECKOH H
JUHAMHYECKOH
KOH(pHUTypanuu
napamMeTpoB
ONepanMOHHBIX CHCTEM

* [IlapameTpu3npoBaTh
NPOTOKOJIbI KAHAJBLHOIO,
H TPAHCIIOPTHOTO YPOBHS
MO/eJIH B3aHMOAeHCTBHHA
OTKPBITHIX CHCTEM

* BeInoJIHATH HACTPOHKY
NPHKJIATHOTO
NMPOrpaMMHOro
ob0ecnmeyeHus B
COOTBETCTBHH C
NPHHATHIMH KPHTEPHSIMM

*BbINOIHATE HACTPOHKY
NPHKJIATHOI0
NPOrpaMMHOTr0
obecrieyeHHs
IIpon3BoanTH
ABTOPH3ALHI0
10JIb30BaTe /e H




IIK mo ®I'OC
faxanaspuar 02.03.03

Ncnmonb30BaHHe OCHOBHBIX
Mojaeaen
HHpOpMaIMOHHBIX
TEeXHOJOrHi M cmocodoB
HX NMpHMeHeHHu s JJI
pelleHns 3a5a4 B
NpeAMETHBIX 001acTaX
BoiGop apxuTeKkTYpHI H
KOMIIJIEKCHPOBAHHSA
COBPEeMEHHBIX
KOMILIOTEPOB, CUCTEM,
KOMIIJIEKCOB M ceTei
CHCTEMHOIO
aIMHUHHCTPHPOBAHHS
Hcnonn3oBanue
COBpPEMEHHBIX CHCTEMHBIX
NMPOrpaMMHBIX CPeACTB:
onepanuoHHBIX CHCTEM,
ONepaNMOHHBIX H CeTEBBIX

NPHKJIAAHOTO
NpPOrpaMMHOro
obecneueHus
*IIpumeHATH
MPOrpaMMHO-
anmapaTHbie cpeacTBa
3aIHTHI HHpOpPMALHH
*Kondurypuposartb
onepanHoOHHbIE CHCTEMbI
*BbINOMHATH HACTPOHKY
NPHUKJIATHOTO
NpOrpaMMHOI0
obecneyeHmsl
*[IponsBoauTs
ABTOPH3ALUIO
MoJIb30BaTe/ el
NPHUKJIATHOTO
MPOrpaMMHOTr0
obecneyeHns
*[IpuMeHsTH
NporpaMMHO-
annapaTtHble cpecTBa
3amuThl HHGOpMATHH

000/109€K, cepBHCHBIX *Kondurypuposats
nporpamMmm onepanyoHHbIE CHCTEMBI
*Konjpurypuposarts
ceTeBble yCTpOiCTBA
2 Konkypcroe 3aganue.

2.1. KpaTkoe onucanue 3ajanus (0AMHAKOBOE /ISl BCeX KATErOpPHil YYaCTHHKOB).

YYacTHHKaM HEOOXOAMMO CIPOEKTHPOBATh U PEalu30BaTh CXEMY IMOIKIFOUEHUSI
ceTeBOro 00opynoBaHusA HEOONBIIOro oduca KPYITHOM KOPIIOPAIUH; TOAKIIOYNTE CETh
oprca K KOPIOpaTHBHOW ceTH; o0ecleunTh HAlEeXHYIO Iepenady MaHHBIX MEXIY
BCEMM YCTPOMCTBAaMM; HACTPOUTH CEPBHUCHI B JIOKAILHOW CeTH O(uca, BKIIOYAIOIIUE B
cebs1 eHTpaIu30BaHHOE YIIPaBIIeHHe CEThIO (Guuana, BeO u (aiiioBEIif cepBepa u Jp.




KOHEYHEIM UTOrOM BBITTOJIHEHNS KOHKYPCHOTO 3aJaHusl ABIISETCS IIOTHOCTRIO
paborocrocoOHast aBTOHOMHas ceTh HeGoNbIIoro ohrca KOpIopamum.

2.2. CTpykTypa 1 nogpodHoe onUcaHNe KOHKYPCHOIO 3aJaHH.

HanmenoBanue | lenn Bpems PesyabTar
W ONHCaHue
MOIYJIst
IxoabHAK Mopnyas 1. 1 29 CeteBoe obopynoBanue
[MoaxiroueHue U MOJIKITFOYEHO COTJIACHO CXeME
HacTpoiKa noKroueHns. KoMMyTaTops!
CETEBOTO W MapIIpyTHU3aTOPhI
obopyoBaHus HACTPOEHHI COrIACHO
samaanro. Obecmeuena
nepeaaya JaHHbIX MEeX]y
BCEMH YCTPOMCTBAMU B CETH.
Monyas 2 1 24 Co3naHbl 1 HACTPOCHEI
YcraHoBKa H COTJIACHO 3aIaHHIO
Hactpoiika OC BHUPTYAIbHBIC MALTHHEL:
Windows 10, Debian, CentOS.
CrynxenT Moayas 1. 1 24 Cereroe obopynoBanue
INoaxmoueHue U TIOJKJIIOYEHO COITIaCHO CXeMe
HAacTpoika noaxmodeHus. KommyTtaTops!
CEeTeBOro U MapIIpyTH3aTOPBI
obopyznoBaHus HAacTPOEHBI COIacCHO
3amannio. OGecnedena
nepesiaya JaHHbIX MEXIY
BCEMH YCTPOUCTBAMHY B CETH.
Moayab 2 1 24 Co3paHsl 1 HaCTPOCHBI
YcranoBka u COIJIACHO 33JIaHMIO
HacTpoitka OC BUPTYaJIbHbIE MAIIMHBI:
: Windows 10, Debian, CentOS.
Crnenmasmer Moays 1. 1 24 CereBoe obopyHoBaHHE
[Togxmrogenue n HNOJK/ITIOYEHO COrJIaCHO CXEMe
HacTpoiika nojxmoueHus. KommyraTopsl
CETEBOTO ¥ MapIIpyTU3aTOPEI
o0opynoBaHUS HACTPOEHBI COrNIaCHO
samanuro. Obecrieuena
nepeniada JaHHBIX MEXIY
BCEMH YCTPOHCTBAMH B CETH.
Moayas 2 1 24 Co3zaHel ¥ HACTPOEHBI
| Veranoska u COTJIACHO 3a/[aHUIO
HacTpoitka OC BUPTYyaJIbHBIC MAITUHEL:
Windows 10, Debian, CentOS.




2.3. TlocnenoBaTebHOCTH BLINOJIHEHHS 3aaHNS.
3agayga:

Ilo3BonbTe mpencTaBUTBHCS, MOM HOBBIM Kojutera: S HaganmpHMK WT-
- nemaprameHTa ycremHod ¢uHaHcoBoi kopropauuu «IIAC u Ko ®unancy, Kyna Bbl
TOJIBKO YTO YCTPOWIWCH Ha JAOUKHOCTH TIVIABHOTO CHCTEMHOTO aIMHHHCTpaTopa.
bnarogapst coOmoieHHUI0 MTpaBU PETYIIATOPOB U COOCTBEHHBIM CTPOI'MM BHYTPEHHUM
[paBujiaM, B KPHU3HCHOE BpeMs Halla KOMIIaHUS COXpaHseT CTaOMIBHOCTB, O 4YeM
CBUJIETEIBCTBYET Ballla HeMasias 3apruiara. K coxxaleHuro, Balll KOJUIera, co3aBaBIIni
WT-uadpacTpyKTypy, HAXOAUTCA B [UINTENHEHONH KOMaHIMPOBKE U ellle He yCIel BBECTH
Bac B kypc Bcex gen. Onnako Gnarofaps Bamield BRICOKOH KBaMUGbHUKAIMKE BaM J0JDKHO
XBaTUTh U TeX 0OPBIBKOB UH(POpMAILINM, YTO OH YCIIeN MepeiaTh.

B Bam nepsbiii paGouuii 1eHb HEOOXOOUMO MPOBECTH IOAKIIOYEHHE HOBOTO
otuca, OTKPBITHE KOTOPOr0 Ha3HAYeHO Ha HAYalo CleNyIomiedl Helenw, K Hamen
KoprioparuBHoi cetd. Ilocme 3Toro HamaguTh CBS3E C OCTANBHBIMU OQHCaMH
Komranuu. B BameMm pacnopsbkeHny B JaHHBIN MOMEHT UMEETCS:

2 xommyTtaropa Cisco Catalyst 2960 Plus;

2 mapmpytu3zaropa Cisco 2911;

*OJIUH CEpPBEP IO HYKJIbI BUPTYaTH3AIHH.

OcransHoe 060opynoBaHue 00€IaHo IOCTaBUTE B OiMKaillive IHH,

Ceituac kaxplif yac Ha cUeTy, a IOTOMY Halle pyKOBOACTBO TpeOyeT, 4To6kI
BCE 3a/1a4 ObLIM BBITIOJIHEHBI CETOIHA B TeYeHUE 4 4acoB.

Mopayas 1 Iloak/iiouenne 1 HACTPOHKA CETEBOI0

oGopynosanus [Ipexne, 4eM npucTynuTh K paboTe BaxKHO:

- O03HaKOMHTLCS CO cxeMoH noaxmouerus Cxema 1;

- BHMUMATEJIbHO u LIEJIMKOM npouuTats 3a5aHue;

- He 0053aTeIbHO BBINONHATH ITyHKTHI 3a/IaHUS 110 OUEPEIH, 4 TAKKE 3a7aHue
LeJKoM, BaM MoXeT He XBaTHTh Ha 3T0 BpeMeHH. Mcxost u3 3TOr0, Nogymaiite, Kak
ONTUMH3HPOBATE CBOIO paboTy.

!!! BHUMAHME !!!

ITo oxonvanuu paGorsl Bam Heo6X0AHMO NPEIOCTABUTEL HA MPOBEPKY
ceTeBoe 000pyJOBaHHE B BHIKJIIOYEHHOM COCTOSIHMH.

B mo6Gom ciyuae Bce npegocraBiienHoe Bamu oGopynoBanue Gyaer
nepe3arpy:KeHo 3KclepTaMH epea HA4YaJI0M NPOBEPKH.

B CIyJae HeBO3IMOKHOCTH BX0Ja B CHCTEMY, BbLINOJIHEHHE paﬁo*rm
SKCIIepTaMHu 1Mo JAAHHOH 9acTH KOHKYPCHOrIo 3a/IlaHU{ He OLIEHUBaeTCH.

]]pll BbINNOJTHEHHH 3aJaHUA YITHTE BO3MOKHBIE BHEIITATHBIE
KPaTKOBPEMEHHLIC HJIH JJINTE/IbHbIE OTK/IYEHHS 3JIEKTPO3HEPIHH.




1.  IIpomsBenute MOOKIIOYEHUS ceTeBOro obopynoBanus cornacHo Cxeme 1;

2. JIns HaCTPOMKHM YCTPOMCTB HCIIONB3yHTE ClIeTyIOL|e IapaMeTphl CeTel
(rme N - HOMep yYacCTHHKA):

Cers LlenTpansnoro oduca LANI1: 192.168.N.128/26;

Cetp Oduca Cesepnniit LAN2: 192.168.N.0/27;

Cetb Oduca Ta&xusiii LAN3: 192.168.N.216/29;

Cets ISP: 10.0.N.248/30;

Cetp ynpasnenus MNG: 176.18.N.32/28;

Hacrpoiite cetessle agantepsl [IK SERVER cornacro Cxeme 1;
H3BecTHO, yTO MappyTusaTop R1 nepeexan us craporo opuca KOMnaHuu
u ero IP-ampec 10.0.5.254, a norma/mapons KOHCONBHOTO ITOAKIIOYEHHS CiSco.
CornacHo TmpaBUNaM ONpeneNleHHs WMEH YCTPOHCTB B KOMIIAHHM HA30BUTE
mapupytusarop CO-Router.

5. - YcraHoBHTe Napoiiu ¢ PyHKIHeH TpeOoBaHus X BBOJA (IIpH
HEO0OXOIUMOCTH):

- Ha IIPUBUIIETUPOBAHHBIN pexuM adminin;

- Ha nepBble 3 (TpU) TepMUHANBHBIE JIMHAUH:;

- Ha KOHCOJIbHOE IOJKIIoueHue: letmeincon;

He 320y npTe BKIIOYUTS MU(YPOBAHKE MAPOIEH HA yCTPOKCTBAX ¢ IOMOIIIBIO
CTIEUANBHOTO CepBHCa;

6. Poyrep R2 6Bl KymneH crenuansHO AJS MOJKIIOYEHHs] HOBOro oguca.
Ero xongurypanus He TPOHYTa M HaXOLUTCS B COCTOSHHUM IO ymoirdaHuio. Hazosure
maprpytusatop TGO-Router. VcranoBure Takue ke mapoiu ;Ioc:TyIIa KaKk ¥ Ha
poytepe CO-Router;

7. HsBectHO, uyTo KoMmyTaTopsl SW1 1 SW2 Taroke mepeexanu u3 CTaporo
o(uca KOMIIaHMHU, HO UX KoHbwurypamuu cOpomensl. Hazosute ux CO- SW1 u CO-
SW2 cooTBeTcTBEHHO. Y CTaHOBHTE TaKHe Xe NApONU JOCTYIIa, KaK U Ha POyTepE;

! 8.  Jlnsa mentpanmu3oBaHHOTO KoHpurypuposauus VLAN B KoMMyTHpyeMmoi

CeTH TPEeNNpHUATHSA HCIOIB3yHTe nporokon VTP Bepcum 3; B KavyecTBe OCHOBHOIO
cepsepa VTP nacrpoiite CO-SW1; B kauecTBe nomeHa ucrnonssyiite VIPFin.ru;
ucnonesyure naponb VIPPass mns 3amuter VTP.

Tabmna VLAN nomxHa cofepxars ClIeayroIie CETH:

- ceTb nokanpHoM cetu LAN1 - VLAN 11, ¢ umenem LANI;

- cetb ynpasnenuss MNG - VLAN 77, ¢ umenem MANAGEMENT;

- CETh HEeHCHoJb3yeMbIX opToB - VLAN 99, ¢ umenem DEPO;

9. Hactpoiite IP-anpeca xommytatopoB CO-SW1 u CO-SW2 cooTBeTCTBEHHO
Cxeme 1. Hcmomesyiite BJIBC 77 B KkadecTBE CETH YIPABIEHHS CETEBBHIM
obopynoBaHHeM; B KagecTBe HeTarupyemoit BJIBC ucnonssyiite BJIBC
11. Bce Hencnone3yeMsle MHTEPQENHCH OTKIIIOYMTE, U ITepeBeaute B VLAN 99;

10. Bxmouure nporokon 6e3omacHocTH port security Ha unHTepdeiice fa0/11;
HasHa4bTe MOpT koMMyTaTtopa B VLAN 11; makcumansraoe KonudectBo MAC anpecos
Ha HOPTY NOKHO ObITe paBHO 60; MAC ajpeca JOMKHBI OCTaBaThCsA B HACTPOMKax
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TI0CIIe IIepe3arpy3ky; cnocod oTpaboTKy HapymeHus: 6e30macHOCTH - OJIOKUpOBKa Oe3
yBEIOMIICHUS,

1. Ha xomMyraropax W poyTepax Ha BCEX BHUPTYaIbHBIX JIMHHSIX
ucnons3yercs nporokosn SSHv2 ¢ 1024 RSA ximrouom, goctyn mo telnet oTkirouen st
_ MIPEJOTBPALIECHHs YTEYKH MHGOpMAIMU, Ui aBTOPHU3ALMU HCIIONB3YETCS JIOKAIbHASL
0a3a pmaHHBIX monb3oBaTeneidl. [lomp3oBarens s aBTOpH3anuu 4depes SSH Ha
yerpoiictBa cisco / SanFranCisco . On fgomkeH o001agaTe MakCUMAalbHLIMU
IPUBHIIETUSMY; BCE KOMMYTAaTOpbl M MapIIpyTH3aTOPhl JOJDKHBI OBITH B JOMEHE
fincorp.ru;

12. Mexay koMMyTaTopamMu HeoOX0IUMO 00ECIIEYUTh OTKA30yYCTOMIMBOCTE C
TIOMOIIIBIO MTPOIIPHETAPHOTo NpoToKona komnanuu Cisco, OpraHU30BaTh arperamnuio
mex gy nopramu f0/4-5 Ha xommyTaropax SW1-SW2 ¢ HoMepoM arperupoBaHHOro
unrepdetica 3;

13. . Hactpoiite wunHTepdelicsl MapmpytusatopoB coriacHo Cxeme 1. Ha
untepdetice GO/1 poyrepa CO-Router peammsyercss Texuonorus RoS (poyrep-Ha-
nanouke). Mcnons3yiite momuntepdeiicer g0/1.11 u g0/1.77 nna cereir Lanl u MNG
COOTBETCTBEHHO;

14, Wcnome3ys cnucku KoHTpons goctyma (ACL) obecneusre, 4YTOOBI
ylalleHHOE MOAKIIOYEHHE K MapIIpyTH3aTopy OBITIO BO3MOXKHO TOJIBKO ¢ KOMITBIOTEPA
Y4aCTHHKa, HO TIPU 3TOM HUKaK He OrpaHU4YMBaNo TpaduK Yepe3 MapIpyTH3aTop;

15. Hacrpoiite nuramudeckyro Mapipytusamuo Ha CO-Router u TGO-Router
c wucnosnp3oBanueM I1porokosna OSPFv2 cormacho Cxeme 1, o0bsBUTE ceTH ¢
ucronb3oBanneM md5  kmowa  cisco32]  mms  mepemaun  OSPF-maxetos.
MapmipyTu3aTOps! ZOJDKHBI IIOTy9aTh HHPOPMALKIO 000 BCEX CETIX;

16. Ha oboux mapmpytuszaTopax oTkmouute npotoxon CDP Toneko Ha
Ioprax B cTOpoHy cetu ISP;

17. Ha BceX CeTeBBIX YCTPOMCTBAaX MODKHEI OBITH HACTPOEHBI: BBHIBOJ,
KOHCOJIBHBIX COOOILIEHHH B CHHXPOHHOM peXHMe, 4TOOBI BHIBOJAUMEIE COOOIIEHHS He
" paspeIBaId BBOJ KOMaHA B KoHcony; 6annep «Coobmenne nus» (message-of- the-day)
cienyromiero couepxxanus: «Authorized access only!y;

18. B cereBoit HHOPACTPYKTYpE CEPBEPOM CHHXPOHHU3ALMU BPEMEHH SBISETCS
CO-Router. Bce ocranbHble ceTeBble YCTpOMCTBA MOKHBI HCIOIB30BaTh €ro B
KadecTBe cepBepa BpeMeHnu. HacTpolite BpeMeHHYI0 30HY ¢ HazBanueM MSK, ykaxure
pasuuny ¢ UTC +5 vacos. Mcnons3yiite crpatym 2. Mcnions3yiite 1Uis CHHXpOHM3AIMH
KITMeHTOB ayTeHTH(uKamuo MDS5 ¢ kimodom timestamp;

19. Ha CO-Router HacTpoiiTe NIPOTOKON [IWHAMHYECKOH KOH(GHUIypaIMy
xoctoB jmst ceth LAN2. VcTpoiicTBa NOMKHBI [OTy49aTh KOPpPeKTHbIE ip/netmask u
gateway. Kommerorep CENTOS-N nomxen monyuarts anpec 192.168.N.16;

20. CIIK Server momxkeH ob6ecrneunBaThCs JOCTYII KO BCEM CETEBBIM
yCTpoOiCTBaM. '

Monayas 2. YceranoBka u HacTpoiika OC
IIpexxne, 4eM NPUCTYNHUTE K paboTe BaXKHO:
- 03HaKOMHTLCS CO cxeMo# moakmovenus Cxema 1;



- BHUMATEJIbHO u LIEJIMKOM npounTaTh 3aaHUE;

- He 00s3aTeNbHO BBITONHATH ITYHKTHI 33aHUs 110 OYEpeaH, a TAKKE 3alaHue
enrKoM, Bam MoXeT He XBaTHTh Ha 3TO BpeMeHH. Mcxons u3 3Toro, nogyMaire, Kak
ONTHMH3HPOBATE CBOIO paboTy.

!'! BHUMAHUE !!!

‘Bce HeoOxogumblie qucTpHOYTHBBI pacnojokeHbl Ha padodem crode IIK Ilo
OKOHYaHHH paboTel Bam Heo0X0AMMO NMpeJoCTABHTL HA NMPOBEPKY BHPTYyaJbHbIE
MAalIHHBI B BHIKJIIOYEHHOM COCTOSIHHH.

B nr06om ciyqae Bce BM OyayT nepesarpyskeHbl IKCIIEPTAMH nepej
Ha4aJIOM NPOBEpPKH.

B caydae HeBO3MOMKHOCTH BX0a B CHCTEMY BbINOJIHEHHE PA0OTHI
3KCINEPTaMH 10 JaHHOH YaCTH KOHKYPCHOrO 3aAaHHA He OLEeHHBAeTCsl.

Ilpu BEINOTHEHHH 3aJaHHA YYTHTE BO3MOKHbIE BHEIITATHDIE
KPaTKOBPEMEHHbIEe HJIH JJIHTeIbHbIe OTKIIYeHHS 3JIeKTPOIHEePrHH.

1.  Hactpoiire napametpsl BIOS xommerorepa st pabotst ¢ I10
BUPTyalH3alliy;

2.  Ycranosurte I10 Oracle VirtualBox;

3.  Coszpaiite BM co cnen. napamerpamu: uMs - DebDes; o6bem OIT - 1 I'6;
JMHAMUYHBIN BUPTyanbHBIM kecTKu#M auck VDI o0vemom 10 I'6G; BriroueH
PAE/NX; TUI TOAKITIOYEHHUS CETEBOTO aarTepa - CETEBOM MOCT;

4. Ha VM DebDes ycranoButh OC Debian. Bbl MoXeTe HCHOIB30BaTh
pycckyro wim  aHramiickylo Bepcun OC; maponbk  CyIeproiab30BaTes:
IAmAdmin!; nonHoe uMs nonb30BaTeNs: userl; aposk A IOIL30BATENS user]:
LetMeln;

3apmaiite ums kommneroTepa: DEBIAN-N;

Hzmennre DNS-cyhduke s faHHOH MaIlIuHEL Ha russia.ru;

YcranoBuTe Mapoik Ha cyneprons3oBarens root; 111111A!

Hactpoiite ceteBoii untepdetic cormacuao Cxeme 1.

Ho6aBbTe Amst Tekymiero cereBoro naTEpdeiica alias ¢ IP cormacuo Cxeme

2 90 i A

1;

10. 3asenure monezoBarenei user-1N, user-2N, user-3N (rae N - Homep
y4acTHYKA) ITApOJIU COOTBETCTBEHHO: 123456A! 234567A! 345678A!;

11. Cospnaiire rpynmy ablmpx u no6aseTe B Hee monb3oBarens user-2N (rae N -
HOMEp yYacTHHKA);

12. Ilponumure B CHHUCOK pPEMO3UTOPHEB I CKaYMBaHWsA, CBOOOIHO
pacnpoctpansemoro - ITO cepsep  http://mirror.ablmpx.moscow.ru/deb/ ¢
HanOONBIINM IPUOPUTETOM, IICEBIOHMMOM peli3a wheezy W KOMIIOHEHTOM
main. Ilpomummure 3anwch, Kak Ha OWHApHBIE MAKETHI, TAK M HA IAKETHl C
VICXOJIHBIM KOJIOM. ;

13.  VYcranosure web-cepBep Apache. 3ameHuTe CTapTOBYIO CTpaHHMITY
(cTaproBas cTpaHuna gomwkHa copepxats TOJIBKO cooGmenne «Abx2019»);



14. 3arpysurte B BUPTYalbHYIO cpeay roToBeiit 06pa3z OC CentOS 7. [lna Bxoxa
B CHCTEMY MCIOJIB3YHTe JIOIMH/IIapob root/toortoor;

15. 3apaiite ums xkommstorepa: CENTOS-N;

16. VYcranoBuTe napois Ha cynepnonb3oBarens root: 111111A;

17. Hactpoiite cereBoil unTepdeiic cornacHo Cxeme 1;

18. HMsmenure DNS-cydhduke ans naHHON MaIIHHEI Ha russia.ru;

19. Paspemure yaaieHHOe IOAKIOUYEeHKE 10 ipoTokory SSH s
CYIIEPIIOJIb30BaTENS root.
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2.4. Kputepuu oneHKH BLINOJHEHUS 3aaHUS

HanmenoBaHue H onHcaHue MOTYJIS MaxkcnmanbHoe
KOJINYeCTBO
O0asioB
Mxonsankn / Moayas 1. IToaknouenne u HacTpoiika 50
CTyAeHTbl / |ceTeBOro o0opyAoBaHUS
cenuaanceThbl [[loaxiroueHne ceTeBoro o00pyaoBaHus 3
bazoBast HacTpoiika MapmpyTuzaTopa R1 2
ba3zoBas HacTpoiika MaplupyTtuszatopa R2 2
basoBast HacTpotika komMmyTatopa SW1 1
baszoBast HacTpolika kommyTaTopa SW2 1
Hactpotiika VTP 4
Hactpoiika yranensoro goctyna CO-Router 3
HacTpoiika ynanennoro goctyna TGO- 3
Router
HacTpotiika ynanessoro noctyna CO-SW1 4
acTpoiika ypainesHoro gocrymna CO-SW2 <
Hactpolika npoTokona 6ezonacHoctu port )
security
HacTpolika criickoB KOHTPOIS JOCTyIa 3
HacTpolika arperaiuy KaHajioB 3
Hactpoiixa mapmpyruzanuu Vian (RoS) 4
Hactpoiika quHaMU4ecKOi MapIpyTH3aI[iH 3
OSPF
Hactpoiika NTP 3
Hactpoiika DHCP 3
OO6mast paboToCIOCOOHOCTE CETH 2
Monyas 2. Yeranoska u nactpoiika OC 50
Hactpoiika Bios as yCTaHOBKY CHCTEMBI
BUPTYIN3AIUN 2
Y cTaHOBKa M HACTPOWKA CUCTEMBI
BUPTYaIU3alUU 18
YcranoBska u Hactpoiika OC Debian 15
YcranoBka u HacTpoiika OC CentOS 13
MTOI'O 100




2.5. Cnucok 30% gonmycTuMbIX M3MeHeHHH B 3aJaHHH

1. UV3MeHeHHUs B cXeMe IOAKIIOYEHNs: HOMepa MOPTOB MOAKIIIOUEHNS,
uHTEpdEHCHI;
[P-agpecanyst TOKaJIBHBIX CETEH;
CeteBble mapaMeTpbl OKOHEYHBIX YCTPONCTB B JTOKAIBHBIX CETSX;
Jlorunsl/mapony;

ITapamerps!r VTIP;
Haumenoanus u Homepa VLAN;
[TapameTps port security;

2

3

4.

5. Hostname ycTpo¥cTs;
6

7

8

9

. Ilapamerpsr SSH;
10. TlapameTpsl arperaiuu;
11. Howmepa nogunrepdeiicoB Ro S;
12. TIlapametps: OSPF;
13. Tlapamerpsr NTP;
14. ITapametpsr DHCP B cetu LAN2;
15. Tlapamerpsr BM;
16. HaumeHnoBaHus OpraHM3alMOHHBIX €OUHULL, IPYII U [10JIB30BaTeNIeH
B IOMEHE; HaMEHOBaHUE U pacipeeeHre IPyIIT;
17. ITapamerpsr DHCP B cetn LANI,;
* 18. Anppeca cepBepoB nepecsuiku DNS;
19. Haumenosanue nporpamm RemoteApp;
20. TIlapamerpsl raid;
21. IlapameTpbl CeTeBBIX IAIOK;
22. PacnonoxeHue IpynnoBeIX NOJUTHK B CTpyKType GPO;
23. Haumenosanue DNS-cyddukcos;
24. HaumenoBanus nons3oBareneii u rpymnn B OC Linux;
25. IlapameTpsl cO3aBaeMOT0 PETMIO3UTOPHS;
26. TekcT coepxaHus CTapTOBOM CTPaHHULEI Web-cepBepa.

3.Ilepeyenn ncnonb3yemoro 06opyroBaHus, HHCTPYMEHTOB M
pacxoJHbIX MaTepuanoB. [l1s Bcex KaTeropuii y4acTHHKOB.

OBOPYJOBAHME HA 1-I'O YYACTHHUKA

ObopynoBanue, uHcTpyMeHThl, I10, Mebennb

Ne | HaumeHOBaHMe Texauueckue XxapakTepucTUKH 060pyI0BaHHUS, En.usm Kon-so
MHCTPYMEHTOB U CChUIKA HA CaliT MPOM3BOAMTEI,
NOCTaBLIMKA

1 IK Intel Core i5 unu Geictpee, 16GB RAM u Gonee, 256GH wr 1

SDD u 6onee, COM (RS-232) , 3 Ethernet NIC, OC

WINDOWS 10
2 Monutop 22 moiiMa u bonee [T 1
3 KommneioTepHas USB mT 1

MBILB :

4 KommyTaTop Kommyrarop TP-LINK TL-SG1008D IIT 5
S Mapmipyruzatop | Mapupyrusarop TP-LINK TL- WE841N LIT 5
6 Y AnTHHHTETE 220B, 3 metpa, 5 po3eToK T 1
7 IMatu-kKopa UTP 5e, 10 meTpos T 1
8 ITaTu-kopn UTP 5e, 2 metpa LIT 5
9 | OC Windows 10 | ISO o6pas, Ha pabouem crone [IK yuacTHuKa T 1




10 | OC Debian (en) ISO o6pa3s, na pabouem croje ITK yuactHuka T 1
11 | Cisco Packet ®aiin ycraHoBKH Ha paGouem ctone 1K yuacTHuKa T 1
Tracer 7.3.1
12 | Oracle VirtualBox | @aiin yctaHOBKH Ha pabodeM cTofie LT 1
13 | OC Centos 7 Daiin ycTaHOBKYM Ha pabodeM cTojie T 1
14 | Cron 1400x700 MM mT 1
15 | Cryn OducHerit T 1
PACXOJHBIE MATEPHAJIBI HA OJHOI'O YHACTHHKA
PacxoHble MaTepHaisb!

Ne | Haumenosanue TexHUUECKHE XapaKTEPUCTUKHU En.msm Kou-Bo
1 Brnoknor A5 A5 (32 nucra) LT 1
2 Pyuka 1IapHKOBbIE HJIH I'e/IHEBbIE LT 2
3 Kapaugam ITpocroit TM T 2
4 Jlucter A4 T 10

PACXOJHBIE MATEPHUAJIBI, OBOPYJIOBAHHUE H MHCTPYMEHTEI, KOTOPBIE
YYACTHHEHU JOJCKHBI UMETD IMPU CEBE (npu Heo6xoauaMoCcTH)

| B iaHmO# KOMTIETEHIMH He MPeIyCMOTPEeHO

PACXOJHBIE MATEPHUAJIBI 1 OGOPYAOBAHUE, SATIPEIEHHBIE HA ILJIOINAXKE

MoGuinbHbIi TenehoH WK Apyroe aHaI0rHYHOe
YCTPOUCTBO

AOHNOJHHUTEJBHOE OBOPYJIOBAHUE, THCTPYMEHTBI KOTOPBIE MOKET
INPUHECTHU C COB0OU YYACTHHK (npu HeoOX0IHMOCTH)

| B aHHO# KOMIETEHIMY He NPEeIyCMOTPEHO

|

OBOPYAOBAHME HA 1-I'O OKCIIEPTA (upun neoGXxoqumMocTH)

‘ Ob6opynosanue, meGeib
Ne | HaummeHoBaHue TexHH4ecKHe XapaKTepPUCTHKY U CCEIJTKA Ha CaiT En.u3m Kon-Bo
NPOM3BO/IMTENISA, TOCTABIINAKA
1 Cryn OducHbli LT 1
PACXOIHBIE MATEPHUAJIBI HA 1 9kcnepra (npu Heo0X0AHMOCTH)
PacxonHble MaTepuasl :
Ne | HanmenoBanme TexHuueckne XxapakKTepUCTHKH
1 Pyuka [ITapuKOBas WK reJueBas CHHIAS T 1
2 brnokHoT A5 (32 nucra) 1T 1
OBIIASI UHOPACTPYKTYPA KOHKYPCHOM IJIOIIAIKY (npu neoGxoanmocTH)
HononauTensHoe 060pyIOBaHHe, CPe/ICTBA HHIMBH/IYATBHOM 3alHTEI
Ne | HaumeHoBaHue TeX. XapaKTePUCTHUKH JOTIOIHUTEIEHOr0 000pyI0BaHuUS
¥ CPE/ICTB MHAWBHIYAJIBHOM 3alUThl ¥ CCHUIKA HA CAMNT
MPOH3BOJNTENS, TOCTABIIMKA
1 ‘Oreerymurens Ha ycmotpenue opranusaropa T 2
VYITIEKUCTOTHBIHA
2 bak noa o6peskn | 120 - 180 uTpos T 2
(Mycop)
3 Meluku nox 120 - 180 nuTpos T 10
Mycop
4 | Kommyratop Kommyrarop TP-LINK TL-SG1008D T 1
5 Mapmipyrusarop | Mapmpyruzarop TP-LINK TL- WE84 1N T 1
6 IK T1K nim HOYTOYK, BEICTYAIOLIMMA B Ka4YeCTBE cepBepa | T 1
7 XoMyTsl https://leroymerlin.ru/product/homuty-kabelnye-2- T 50
KaGennhele 5h200-mm-cvet-belyy-100-sht-81927654/
2.5x200 )
8 YnakoBo4Has Hlupuna 48 mm qmuna 50 meTpos T 1
KJIeiikas eHTa
9 HoxHuLib! Hmanra 100 mm T 2
10 | Kanuenspexuit mT 1
HOXK
11 | IlleTka 1 coBOK iigy 1




12 | Yonuaurens 220B, 5 meTpoB, 6 PO3eTOK [T 3
13 | Knewn mns Telecom HT-500R T 1
obxumvku UTP (https://www.mediamarkt.ru/item/1340498/telecom-
Kabejs ht-500r-kleshhi-dlya-obzhima)
14 | Konnekroper J45 | Konnexkropsl RJ45 T 20
15 | Bemanka mT 1
rapaepobHas MunnmyM Ha 10 eTHHUI] Ofe3KIbI
16 | Cron 1400x700 mm LT e
17 | Cryn OducHbIi T 5
18 | Cron T 2
- | meperoBopHBIH 880x880x760
19 | TIK IK miu HoyTOyK T 1
20 | Ilpunrep JlazepHerit iigy 1
21 | Bymara A4, 500 nucros yn 2
22 | Habop upetHbIx T 2
pYUeK [ITapykoBbie WK refieBsle, MUHUMYM 4 11BeTa
23 | Ouaunuapr Ha ycmoTtpenue opranusaropa mT 1
24 | Bymara nns T 20
thmunuapra Ha ycMoTpeHue opranusaropa
25 | Mapxkepsl yis T 4
Gaurmaapra
LIBETHBIE Ha ycmoTpenue opranusaropa
26 | Tecrep cereroii gy 2
8P8C RJ-45 Tectuposanue kabens Tuna UTP (Cat 5, Se, 6)
27 | Anreuka neproi T 1
FOMOLIH Ha ycmoTpenue opranusaropa
28 | Crakansl T 100
OJIHOPa30OBEIE [TnactukoBsie 200Mn
29 | Bona ByTtunupopanHas MHHAMYM JIUTPOB 38

KOMHATA YYACTHUKOB (upu HeoGXx01uMO0CTH)

Ob6opynosanue, Mebens, pacXoaHbIe MaTeprabl (IIpH HEOGXOIUMOCTH)

| | | l

AONOJHUTEJIBHBIE TPEEOBAHUSI K INIOIMAJIKE/KOMMEHTAPUN

KonuuecTBo ToYek 9/1€KTPONUTAHMSA U X XaDAKTEPUCTHKH, KOJIHYECTBO TOYEK UHTEPHETa ¥ TpeGoBaHuUs K
HEMY, KOJIMYECTBO TOYEK BOAbI M TpeGoBaHus (ropsayas, XOI0aHas)

Ne Haumenoranue Tex. xapakTepucTHKH

1 OneKTpu4ecTBO
Ha 1 moeT s

YYACTHUKA 220 BoneT 2 posetku 1 kBt
2 | SneKkrpu4ecTBo
151 3KCIIEPTOB 220 BoseT 2 posetku 2 kBT

3 Wnreprer WIFI Munnmynm 20 Mout/c

4 PezepBHbIit
KOMIUIEKT
obopynoBanus
YYaCcTHHKA 1K, KOMMYTaTOp, MapIIPyTH3ATOP H T.A.

5 Iar4-kopn UTP Se, pasnugsoii umins! (2, 5, 10, 15 metpos) jigy 20




4. CxeMbl OCHAaLlEHHA paﬁoqnx MeCT € YUE€TOM OCHOBHBIX HO30JIOTHH.

4.1. MuanmajbHbIe TPeOOBaHHA K OCHAIIEHUIO PA00YHX MECT C Y4eTOM
OCHOBHBIX HO30JIOTHIA.

PaGouee mecTo
Y4ACTHHKA c
HapYyUIeHHEeM CJIyXa

Ell.nomanb, [Ilnpuna npoxoaa MexKxy Eneuﬂa.ﬂusuponaunoe obopyaoBanue,
KB. palouHMH MecTaMH, M. 0JIHYECTBO. *
- 0,75 eT

Pabouee mecTo a3 0,75 Knasunartypa bpaiing. Jing yaacTHUKOR ¢
YYACTHHKA ¢ HapyLeHueM 3peHns (craboBHIAIINX )
HApYHIeHHeM KOHKYpPCHO® 3aJlaHKe J0JDKHO OBITh
3peHust HAIle4yaTaHO B KPYMHOIPU(TOBOM
hopmare.
4 0,75 HET
Pabouee mecTo
YHACTHHKA c
Hapymennem OJIA
PabGouee mecTo a 0,75 HET
YYaCTHHKA c
COMATHYECKHMH
3a00JieBaHHAMH
PaGouee mecTo | 4 0,75 HeT
y4aCTHHKA C
MEHTANEHBIMH
HAPYIIEHHAMHA

*YKa3BIBAETCS ¢ChUIKA Ha CANT C TeX. XapaKTePUCTHKAMH, THGO HANMEHOBAHME U TeX.
XapaKTepUCTUKH CMELIMATM3UPOBAHHOr0 000pyI0BaHH .




4.2. I'padnyeckoe n3obpaxkenne pabouux MeCT ¢ y4eTOM OCHOBHBIX
HO30JIOTHii.

YcnoBHble 0603HaYyeHUA:

KommyTaTop MoHuTop

MapuwpyTusaTop
CuctemHblIit 610K

Cron 140x70




4.3. Cxema 3acTpoiiKu cOpeBHOBaTeJbHOM Muomanku. [Iis Bcex KaTeropHii.




5. TpeGoBannst oXpaHbl TPyJa H TeXHUKH 0e3001aCHOCTH

Texnuka 6e3onacuocty O0mue TpedboBanus 0€301MacHOCTH

Hacrosmas uHCTpYKUUS pacpoCTpaHseTcsl Ha JOIYIIeHHbIX, Ha [LIOMAaKy
COPEBHOBAaHMM JIUL, 3KCIUTyaTUPYIOLIUX CpPEelNCTBA BBIUMCIUTENIBHON TEXHUKU U
cereBoe obopynoBanue. MHCTPYKIUs cOOepUT oblue yKazaHus 1o 6e3omacHoMy
IIPUMEHEHUIO 3JIeKTpPOoOOOpYyNOBaHUS IUIOLafKe CcOpeBHOBaHWi. TpeGoBaHuUs
HacTOAlIeY WHCTPYKLMM SBISIOTCS O0S3aTENBHBIMH, OTCTYIUIGHHMS OT Hee He
JomyckaroTcs. K caMocTOATEeNbHOM — 3KCITyaTaldd — BIIEKTpoanmnaparypsl
JIOITyCKaeTCs TONBKO JIMIA He MojIoxke 18 ser.

TpeboBanus Oe3onacHOCTH niepes Ha4auoM paboTsl

Ilepen  magamom  paboTel  ciegyer yOemuThCsi B MCIPABHOCTH
HIIEKTPOIIPOBOJKH, BBIKIIIOUATENeH, IITENCENBHBIX PO3ETOK, IIPH ITOMOIIN KOTOPBIX
o0opynoBaHHE BKIIOYAETCs B CETh, HAIMYWH 3a3eMJIEHUsS KOMIIBIOTEpa, ero
paboTOCIIOCOOHOCTH.

TpeboBanus 6e30macHOCTH BO BpeMsl paGOTEI

Hns CHWXKEHWS WM MNPeAOTBPAllleHUs] BIUSAHHAS ONACHBIX W BpPEIHBIX
dakTopoB HeoOxomumo cobmomare CaHuTapHele TpaBWia ¥ HOPMBI,
TUTHeHUYECKHe TpeOOBaHMSA K BHIEO-IUCIUICHHBIM TePMHUHAIAM, I€PCOHAILHEIM
SJIEKTPOHHO-BEIYUCIUTENbHBIM MalllMHAM ¥ OpraHu3aiuu paboTsl.

Bo wusbexaHue MOBPeXIEHHUS W30IALMHA IIPOBOJOB M BO3HUKHOBEHUS
KOPOTKUX 3aMbIKaHMM He paspelaeTcs: BellaTh 4YTo-Tubo Ha IIPOBOJA,
3aKpammBaTh U OefuTh IIHYpHl M TNPOBOJA, 3aKIamblBaTh MPOBOJA M ILIHYpPHI 3a
rasoBble M BOJOIPOBOAHBIE TPyOBl, 3a Oaraper OTOMMTENBHONW CHCTEMEI,
BBIJEPTUBATh IITENCENIBbHYI0 BUIKY M3 PO3ETKH 3a IIHYp, YCHIHE NOJDKHO OBITH
TIPUIIOKEHO K KOPITYCY BHJIKH.

J1sl MCKTFOYeHMsT MOpaXKeHHsT JJIEKTPHYECKUM TOKOM 3alpelaeTcs: 4acTo
BKIIIOYATh ¥ BBIKIFOYATh KOMIBIOTEP 0€3 He0OOXOAUMOCTH, IPUKACATHCS K DKpaHy
K TBUIBHOW CTOpOHe OJIOKOB KOMIBIOTEpa, paborare Ha  CpelacTBax
BBIYUCIIUTENILHON TEXHUKY M CETEBOM OOOPYIOBAHMU MOKPBIMH PyKaMH, a TakKe
MMETh Ha pabodeM Tapy ¢ BOJO WM APYroi )UIKOCTEIO, paboTaTh HA CPEICTBAX
BBIYMCIMTENIEHOM TEXHUKM U repudepuitHoM o060pyHOBaHUM, HMEOIIHX
HapylIeHHs  LEJOCTHOCTH  KOpIyca, HapylleHWs  M30JSIIUHA  [POBOJOB,
HEUCIIPaBHYI0 WHIWKAIMIO BKIIOYEHUS ITUTAHUS, C IIPU3HAKAMH 3JIEKTPUYECKOrO
HalpsDKEHWS Ha KOpIyce, KJIACTh Ha CPEACTBA BBIUMCIMTENLHOM TEXHHKH U
nepudepuitHoM 000pyIOBaHUN TIOCTOPOHHHE IIPEAMETEI.

3anpemaeTcs II0J HaNpsHKEHHEM OYHMMIATE OT MBUIA W 3arpsS3HEHUs
3IIEKTPOOGOPYIOBAHNE.

3ampemaeTcs MNpPOBEPATh pPabOTOCIOCOOHQCTH 3IEKTPOOOOPYNOBAHUS B
HETIPUCIIOCOONEHHBIX IS SKCIUIyaTalld IIOMEIUEHUSIX C TOKONPOBOASIIMMHU
II0JIaMH, CBIPBIX, HE MO3BOJISIOLIIX 3a3€MIIUTE JOCTYIIHBIE METAIINYECKHE YACTH.



HemomycTUMO MOA HANPSHKEHUEM MIPOBOJUTE PEMOHT CPE/ICTB
BBEIYMCIIUTENBHON TEXHUKY U eprdepuitHoro o60pyA0BaHUs.

PeMOHT 3NeKTpOoannapaTyps! HPOU3BOIUTCS TOIBKO CIICIHATACTAMU
TEXHHKAMH ¢ COOJIOEHAEM HEOOXOMMMBIX TEXHHIECKUX TPeOOBaHHH.

Bo wusbexxanne TOPAKEHHWsS OICKTPUYECKAM TOKOM, IpU IOJIE30BaHHH
37IeKTPONpUOOpaMy Hellb3s KacaThCsl ONHOBPEMEHHO KaKUX-1100 TpyOOoIpoOBO/IOB,
Garapeit OTOMIEHH S, METATHIECKIX KOHCTPYKIUH, COTMHEHHBIX C 3eMIIEH.

[Ipy moNb30BaHUK SJIEKTPOIHEPTHEd B CHIPBIX IMOMEIICHHAX colroaTh
0c00y0 OCTOPOXKHOCTE.

TpeGoBanus 6e30MaCHOCTH IO OKOHYAHUK PaOOTEI

IMocne oxoHuaHus paGoThl HEoOXoAMMO O00eCTOMMTh BCE CpPEICTBa
BEIYHCITATE/IbHON TEXHHKM W ceTeBoe obopyjosaHue. B ciydae HEOOXOIMMOCTH
OCTaBUTH BKIIFOYEHHEIMU TOJIBKO 000py/I0BaHKe, yKa3aHHOE SKCIICPTaMHU.

Tpe6oBanus 6e30MacHOCTH B aBAPUMHBIX CUTYALHAX

ITpu oOHapyKEHUH HEMCIIPAaBHOCTH HEMEJIEHHO 00ecTo4YuThH
3IeKTPOOBOPYIOBAHIE, OTIOBECTUTH SKCIepToB. [Iposoinkerne paboThl BO3MOKHO
TOJBKO I10CIIE YCTPAaHEHUs HEUCIIPABHOCTH.

Tlpu obHapyxeHuu 0GOpBaBIIErocs MNPOBOJA HEOOXOMMMO HEMEIIEHHO
cooBIMTE 00 3TOM JKCHEPTaM, MPUHITH MEpHI IO UCKIIFOYEHHIO KOHTaKTa ¢ HHM
mopei. [IppukocHOBeHME K IPOBOJY OIACHO ISt JKU3HM.

Bo Bcex cilydasx MOpaXeHHs deloBeKa NEKTPUICCKIM TOKOM HEMEIICHHO
BBI3BIBAIOT Bpaya.

Jlo mpubHITHS Bpadya HY)KHO, He Tepss BPEMEHH, IPUCTYIHUTL K OKa3aHHIO
IIEpBOY IIOMOIIM MOCTPaAaBLIEMY.

Heo6xomuMo HeMeAJIEHHO Ha4yaTh MPOU3BOJAWTH HCKYCCTBEHHOE IBIXaHWUE,
Hambonee >QPEKTUBHBEIM U3 KOTOPBIX SABISAETCS METOJ «POT B POT» WIH «POT B
HOC», @ TAK)Ke HapyKHBIM Maccax cep/ua.

VcKycCTBEHHOE JbIXaHWe NMOPaKeHHOMY y4YaCTHHKY OJIEKTPHIECKUM TOKOM
MPOW3BOAUTCS BILIOTH A0 NPUOKITHS Bpaya.

Ha pa6oueM MecTe 3alpelaeTcs KMeTh OTHEONacHbIe BEIECTBR.

B nomeleHusX 3anpemaeTcs:

a) pa3KUraTh OrOHb;

6) BKJIXOYATH NEKTPOOOOpyI0BaHUE, ECIH B IIOMEIIEHHUH TIaXHET Ia30M;

B) KyPMTb; I') CYLIUTh YTO-IHG0 Ha OTONMMTENBHBIX PUOOpax;

1) 3aKpbIBaTh BEHTUJISIIMOHHEIE OTBEpCTHSA B 3IEKTpOaIapaType.
McTOYHHKAMH BOCIUTAMEHEHHS SBIAIOTCS:

a) HCKpa IpU pa3psane CTaTUYECKOro 3JeKTPUIeCcTBa,

6) MCKpPHI OT 3/1eKTPOOOOPYIOBAHHUS; B) HCKPBI OT

yaapa 1 TpeHus;



I') OTKPBITOE ILTaMs.
[Ipy BO3HHKHOBEHHH ITOXKAPOOIIAaCHOM CHUTyallMM WM [OXapa epcoHall

- it
JOJDKEH HEMEOJICHHO IIPUHATH HCOﬁXO,I[H]\rIBIe MEPEI €ro JUKBHUIalluu,
OJHOBPEMEHHO OIIOBECTHTE O IMOXKAape€ agMHHHUCTPAIIHIO.

ITomenieHus ¢ 351eKTPOOOOPYIOBAaHHEM TOJDKHBI OBITH OCHAILIEHBI
OTHETYIIUTEISMH.

3ananue paspaborain sxcrept Kounes B.K.



