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1. Onucanue KOMIETEHUMH.

1.1. AKTyaJbHOCTh KOMIETEHIUH.

Komnerennus «CeTeBoe W cCHCTEMHOE aJAMUHHUCTpHpoBaHue» BxomuT B «TOII-50
Haubosee BOCTPEOOBAHHBIX M MEPCHEKTUBHBIX Mpodeccuii» B COOTBETCTBUM JIyULIUMHU
3apyOe)KHBIMU ~ CTaHAAPTAMH U  TIEPEIOBBIMH  TEXHOJOTHSAMHU. YTBEPKACHO IPHKA30M
MuHuctepcTBOM 00pa3oBanus U Hayku Poccutickoit heneparuu ot 09 nexadbps 2016 roma N1548
B Buae DenepambHOro 00pa30BaTENBHOrO CTaHIAPTAa CPEAHEr0 MPOoEeCCHOHATHLHOTO
obpazoBanus 09.02.06 «CereBoe U CHCTEMHOE aJIMUHUCTPUPOBAHUEY.

AKTyanmpHOCTh KOMIIETeHIINH «CeTeBOe U CHCTEMHOE aJMUHUCTPUPOBaHIE» 00yCIOBIEeHA
TEM, 4TO B c(hepy esTeIbHOCTH CUCTEMHOI0 aIMUHUCTPATOPA BXOAUT CO3JJaHKUE U OOCITY)KHUBaHHE
BBIYUCIUTEIFHBIX KOMILJICKCOB U CETEeH, KOHTPOJIb UCIPABHON pabOTHl OMEPAlMOHHBIX CHCTEM
U IIPOrpaMMHOTO OOecreyeHus], MPOSKTUPOBAHUE, AIMUHUCTPUPOBAHUE U MOJIEPHU3AIIUS CETH,
NOJJIEP)KKa CEpBEPOB, YCTAaHOBKAa HOBOTO IpOrpaMMHOE oOecrieueHHe U OOHOBIICHHE
CYIIECTBYIOILIETO, B TOM YHCIIE B PEKUME YJAIEHHOTO focTyrna. OQHON U3 caMbIX OTBETCTBEHHBIX
3a1a4 CUCTEMHOIO aJIMUHUCTpATOpa SBISETCA OOECIeYeHUH MH(POPMALMOHHON 0e30MacHOCTH
OpraHM3aly, HACTPOMKa MpaB JOCTYyINa K pa3IMYHbIM BHYTpeHHUM U BHemHUM IT pecypcam,
TakKUM KakK @pHUHTEpHl, Io4dra, oO0mue QailioBele XpaHwiuuia, HHTepHer. A  Taxxke
npenynpexaeHue coos Jr00ro KOMIIOHEHTa CHUCTEMbl, JIMKBUAALMS IOCIEACTBUI cOos 6e3
ymep6a it paboThl OpraHU3aIUH.

DTO0 OueHb Ba)KHAsl KOMIIETEHIUS JIJIs JTF0OON KOMITAaHWH, TaK Kak JIt00ask HEMCIPABHOCTh
OPITEXHUKH, KaOEIbHOW CHUCTEMBbI HIIM JJIEMEHTOB JIOKAIHHOH CETH MOXKET BBI3BATH OYEHBb
JOPOTOCTOSIINI JUIsl OpraHU3alliu MPOCTONM B (DYHKIMOHUPOBAHUU, IO3TOMY CHCTEMHBIN
aJIMHHHMCTPATOpP HECET OTBETCTBEHHOCTh 3a IIOMOIIb I[IOJIb30BAaTENsIM B OOECHEeYEeHUU
UX MOTpeOHOCTEH B HENPEPHIBHOW paboTe KOMIIBIOTEPHBIX CHCTeM U chyk0. CHCTeMHBbII
AJIMUHUCTPATOP TaKXKE MOXXET THPEAJIOKUTh COBETHl M PEKOMEHIAWU IO YIy4IICHUIO
(GYHKIIMOHUPOBAHUSI CUCTEM H CIYXO, TEM CaMbIM IPOABUHYTH OPraHU3AINIO BIEPE/.

CereBoe W CHCTEMHOE AJIMHHUCTPUPOBAHHE TpeOyeT IIMPOKHUX CIEKTP IO3HAHUM
¥ HaBBIKOB B 00JACTH MH(OPMAIIMOHHBIX TEXHONOTUH. B cBsi3u ¢ OBICTPBIM pa3BUTHEM ITOMN
o0acTH, TpeOOBAaHMUS K CHCTEMHBIM H CETEBBIM aJMHHHCTPATOPAM ITOCTOSHHO BO3PACTalOT.

Hwmest pemaroniyto pojb B MOBCEJHEBHOM (YHKIIMOHUPOBAHUM, TOJHKHOCTH CUCTEMHBIN
aJIMAHUCTPATOpP HWMEET CIPOC B OPraHU3alUAX pPA3JIUYHBIX MAaclmTabOB KOMMEPYECKOTO
U TOCY/IapCTBEHHOTO CEKTOpA.

1.2. IIpodeccun, M0 KOTOPHIM YYACTHUKH CMOIYT TPYAOYCTPOMTBHCS IOCJE
OCBOCHHS TAHHOM KOMIICTCHIMH.

CrenanicTsl JaHHOTO MPO(QUIs HEOOXOAUMBI Ha KaXaAoM mnpennpustur. CucTeMHble
AIMUHHUCTPATOPBI MOTYT pa6OTaTI> KaKk B CICHOUATIU3UPOBAHHBIX IT-KOMHaHI/IHX, Tak U B
KOMITaHUSX, I/I€ €CTh allllapaTHOE U MporpaMMHoe obecnieueHre. CMCOK OCHOBHBIX Mpodeccuii
COOTBETCTBYET MpodeccuoHanbHOMYy cTaHaapTy 06.026 «CucteMHbIi aIMUHUCTPATOP
UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX ~ CHUCTeM». bBIu3kuMu  sBISAIOTCS  mpodeccuu 1o
npodeccuoHaibHOMy  ctaHaapty 06.027  «AIMUHUCTPUPOBAHHME CETEBBIX  yCTPOWMCTB
UH(POPMALMOHHO-KOMMYHUKAIIMOHHON (MH()OKOMMYHHUKAIIMOHHOI) CUCTEMBI»

1.3. Ccblika Ha oOpa3oBaTeJibHbIN W/MJIM NPO(EeCcCHOHANbHBIA CTaHIAPT
(KOHKpeTHBIEe CTAHAAPTHI).

HIkoabHUKH CryaeHTbl Crnenuajmncrsl
@I'0OC CIIO no ®I'OC CIIO no npodeccun [IpodeccronanbHbII
npodeccun 09.02.06 CereBoe 1 CUCTEMHOE cranaapt 06.026

aIMUHHCTPUPOBAaHUE «CHuCTeMHBIN
aJIMMHHCTPATOP




09.02.06 CereBoe u UH(POPMALIMOHHO-
CUCTEMHOE KOMMYHHKAITMOHHBIX
aJIMHHHUCTPUPOBAHUE CUCTEM»
bakanaBpuat
02.03.03 Maremaruyeckoe
obecrnieueHue u
AJIMHUHUCTPUPOBAHUE
MH(OPMALIMOHHBIX CUCTEM
09.03.01 MuadopmaTtuka u
BBIUMCIIUTENbHAS TEXHUKA
09.03.02 MudopmarmoHHbIe
CHUCTEMBI M TEXHOJIOTUU
1.4. TpeGoBaHusl K KBATU(PUKALUN.

HIKoJBbHUKH CTyneHThbl CrnenuaaucTel
AnmvunuctpupoBath | [IK mo ®I'OC CIIO 09.02.06 TpynoBsie yMEeHUS 110
JIOKaJIbHbBIE 2.1. ATMUHUCTPUPOBATD JOKAJIbHBIE npodeccuoHanTbHOMY
BBIYUCIIUTEIIbHBIC BBIYHUCIIUTENbHBIE CETH U PUHUMATD crangapty 06.026:
CETH. MepbI IO YCTPAHEHUIO BO3MOKHBIX — Coburoars nporueaypy
YcranaBimMBaTh U cboes. YCTaHOBKH MPUKIIAJTHOTO
HACTpauBaTh Ymenusn: MIPOrPaMMHOTO
onepanoOHHbIE AJIMUHHCTPUPOBATH JIOKAIbHBIC obecrieueHus B

cuctemsl Windows
u Linux.

BBIUHCIIUTENbHBIE CETH.
[TpuHUMATE MEPBHI IO YCTPAHSHUIO
BO3MOXKHBIX COOEB.

CoznaBath U KOHPUTYpUPOBATH
YUETHBIC 3aIHCH OTICITHHBIX
MOJIb30BaTeNeH U MOJIB30BATENbCKIX
TPYIIIL.

OO6ecnieunBaTh 3alIUTY MPU
MOJIKJTFOYEHUH K MH(POPMAITUOHHO-
TEJIEeKOMMYHUKAIIMOHHON CETH
«HTEpHET» CpEeACTBAMU
OTEPALIMOHHOM CUCTEMBI.

3HaHus:

OcHOBHBIE HaMpaBICHUS
AJIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX
ceTen.

Tunsl cepBEpOB, TEXHOJOTHIO «KJIIHECHT-
cepBepy.

CniocoObl YCTaHOBKH U yIPaBICHUS
CepBEPOM.

YTunutel, QyHKINH, yIaICeHHOS
yIIpaBJIEHUE CEPBEPOM.

TexHoMOTHH OE30MACHOCTH, TPOTOKOJIBI
aBTOpHU3alNU, KOHPUACHIIUATHLHOCTh U
6e3omacHOCTh mpu padote B Web.
[Topsimok MCTIOIB30BAHUS KIACTEPOB.
[TopsiIOK B3aNMOICHCTBHS Pa3TMIHBIX
OTIEPAIIMOHHBIX CUCTEM.

COOTBETCTBHHU C
TpeOOBaHUSIMHU
OpraHu3aIuu-
MPOU3BOIUTEIIS;
[IpumeHsATh METOABI
3aJjaHusI 0a30BBIX
rapamMeTpoB U MMapaMeTpoB
3alIUATHI OT
HECAaHKI[MOHUPOBAHHOTO
JOCTYTIA K ONepaIriiOHHBIM
CHCTEMaM;

Hcmons30BaTh METOOBI
CTaTUYCCKON U
TMHAMHYECKOH
KOH(Urypauuu
rapamMeTpoB
OTIEPAIIMOHHBIX CUCTEM;
[TapameTrpusupoBatb
MIPOTOKOJIbI KAHAIBHOTO,
CETEBOTO U TPAHCTIOPTHOTO
YPOBHSI MOJEIH
B3aNMOJEHCTBUSA
OTKPBITBIX CUCTEM,;
BBITTONHATE HACTPOUKY
MIPUKJIATHOTO
MIPOTrpaMMHOTI0
o0OecrieueHus B
COOTBETCTBHHU C




Knaccugukaruio nporpaMMHOTo
o0ecrevyeHns CeTeBbIX TEXHOJIOTHIA, U
00JacTh €ro NpUMEHEHHUS.

[Topsi10K ¥ OCHOBBI JIMLIEH3UPOBAHUS
MIPOrPaMMHOTO O0ECTICUCHUSI.
O1neHKy CTOMMOCTH TPOrPaMMHOTO
o0ecrnieueHus B 3aBUCUMOCTH OT
crocoba ¥ MecTa ero UCIOJIb30BAHMUS.
2.2 AAMUHHUCTPUPOBATh CETEBHIE
pecypchl B HH(GOPMaLMOHHBIX
cucTeMax.

Ymenus:

YcranaBiauBaTh HHPOPMALMOHHYIO
CUCTEMY.

Co3naBath U KOH(UTYPUPOBATH
YUETHBIE 3aMHUCU OTJICIbHBIX
MI0JIb30BATEJICH U MOJIb30BATEIILCKUX
TPYIIIL.

PerucrpupoBaTh MoAKIIOYEHNE K
JIOMEHY, BECTU OTYETHYIO
JOKYMEHTAITHIO.

YcTanaBnuBaTh U KOHQUTYPUPOBATH
AHTHBHPYCHOE TPOTPAMMHOE
obecrnevueHue, IporpaMmMHOe
obOecneucHue 0a3 TaHHBIX,
porpaMMHOe obecrieyeHre
MOHHUTOPHHTA.

ObecnieunBaTh 3alIUTY MPU
MOJIKITFOYEHUH K HH(OPMAIIHOHHO-
TEJIEKOMMYHHUKAIIMOHHON CETH
«HTEpHET» CpencTBaMu
OTEPALIMOHHOM CUCTEMBI.

3HaHus:

OcHOBHBIE HaMpaBICHUS
AJIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX
ceTen.

Turb! cepBepoB, TEXHOJIOTHIO «KITHEHT-
cepBepy.

YTumaTel, QyHKIUH, yaaleHHOe
yIIpaBJIEHUE CEPBEPOM.

TexHoMOTHH O€30MACHOCTH, TPOTOKOJIBI
aBTOpU3AlNU, KOHPUICHIIMATEHOCTD U
6e3omacHOCTh mpu padote B Web.
[Topsi1oK UCTIONB30BaHUS KIIACTEPOB.
[Topsimox B3aMOAEUCTBUS PA3TMUHBIX
OTIEPAIIMOHHBIX CHCTEM.
Knaccudukanuto nporpaMMHOTO
00ecIeYeH s CETEBBIX TEXHOJIOTHH, 1
001aCTh €ro MPUMEHEHHUS.

[Topsi10K M OCHOBHI JIMIIEH3UPOBAHUS
IPOTPaMMHOT0 00ECTIeUeHHS.

IPUHATBIMU KPUTEPUAMU
ONTUMU3ALINY;
BBINIONHATE HACTPOUKY
IIPUKIIATHOTO
MIPOrpaMMHOI0
obecrieyeHus,
[IpounsBoauTh
aBTOPU3ALIUIO
II0JIb30BaTENIECH
MIPUKJIATHOTO
IIPOrPaMMHOTI0
oOecIieueHn;
[IpuMeHATH IpOrpaMMHO-
anmnapaTHbIEe CPEICTBA
3a1uThl HHGOpPMaLUY,
Kondurypuposartb
OIIEpaI[MOHHBIE CUCTEMBI;
Koundurypuposathb
CETEBBIE YCTPOUCTBA.




OLeHKY CTOMMOCTH MPOrPaMMHOTO
o0ecrneyeHns B 3aBUCUMOCTH OT
crocoba 1 MecTa €ro UCIO0JIb30BAHHUS.
3.1. YcranaBnuBaTh, HaCTpauBaTh,
IKCIUTYyaTUPOBATh M OOCITY>KUBATh
TEXHUYECKUE U TPOrPaMMHO-
afnrapaTHbIe CPEJCTBA KOMITbIOTEPHBIX
ceTen.

Ymenus:

TectupoBatb kabenu u
KOMMYHUKAI[MOHHBIE YCTPOUCTBA.
OnuceiBaTh KOHLENIMU CETEBOU
0€3011aCHOCTH.

OnuceIBaTh COBPEMEHHbIE TEXHOJIOTUU
U apXUTEKTYpbl OE30I1aCHOCTH.
OnuceIBaTh XapaKTEPUCTHKU U
AIIEMEHTHI KOH(UTyparuu 3tanoB VolP
3BOHKA.

3HaHus:

ApXUTEKTYPY U QYHKIIHH CUCTEM
YIpaBJICHUS CETIMU, CTAHIAPTHI
CUCTEM YIIPaBIICHUS.

3ajaun yrnpaBJIeHUs: aHAIU3
MIPOU3BOUTENILHOCTH U HA/IEKHOCTH,
yIpaBiieHuE 0€301MacHOCTHIO, Y4ET
Tpaduka, yrnpasieHue KoHUrypamuen.
[IpaBuna 3KCIITyaTaliui TEXHUYECKUX
CPEICTB CETEBON MH(MPACTPYKTYPHIL.
Meronb!l ycTpaHEHHsI HEMCIPABHOCTEN
B TEXHUUYECKUX CPEACTBAX, CXEMBI
MOCJICaBAPUITHOTO BOCCTAHOBJICHHUS
paboTOCIOCOOHOCTH CETH,
TEXHUYECKYIO U TTPOCKTHYIO
JIOKYMEHTAITUIO, CIIOCOOBI pe3epBHOTO
KOITUPOBAHUS JAHHBIX, TPHHIIAITHI
paboThl XpaHUJIHIIL JAHHBIX.
OcHoBHbIE OHATHS UH(OPMALIMOHHBIX
CUCTEM, KU3HEHHBIN UK, TPOOIEMBbI
o0ecrneyeHns TEXHOJIOTHUECKON
0e3omacHoCTH HH()OPMALIMOHHBIX
CUCTEM, TpeOOBaHUS K apXUTEKType
UH(OPMALIMOHHBIX CUCTEM M HX
KOMITOHEHTaM 1 00eCcIiedeHUsI
6e3o0macHOCTH (PYHKIIMOHUPOBAHUS,
OTIepaTUBHBIE METOIbI MOBBIIICHUS
6e3omacHOoCTH (PYHKIMOHUPOBAHUS
MPOTPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPHHTA U aHATTN3a
JIOKAJIBHBIX CETEM.

OcHoBHbIE TpeOOBaHMSI K CPEACTBAM U
BUJIaM T€CTUPOBAHUS IS OTPEIeIIeHUs
TEXHOJIOTHYECKON 0€30MacHOCTH
WH(OPMAIIMOHHBIX CUCTEM.




[TpuHIUIBL pabOTHI CETH aHAJIOTOBOM
TenedoHUN.

HazHnaueHue rosocoBoro 1iik03a, ero
KOMIIOHEHTHI U (YHKLIUH.

OcHOBHBIE IPUHLIUIIBI TEXHOJIOTHU
o6ecneuenust QoS I TOJIOCOBOTO
Tpaduxka.

3.2. IIpoBoauTh MpOPHIIAKTHIECKHE
paboThI HA O0OBEKTAX CETEBOM
UHPPACTPYKTYpPHI U pabOUUX CTAHLIUAX.
Ymenus:

HaGnronate 3a TpakoM, BBIIIOJIHSATD
oIepanuy pe3epBHOTO KOMMPOBAHUS U
BOCCTaHOBJICHUS JAHHBIX.
YcraHaBiMBaTh, TECTUPOBATh U
HKCIUTyaTUPOBATh HH(OPMALIMOHHbBIE
CUCTEMBI, COIJIACHO TEXHUUECKOMN
JIOKYMEHTaIuH, 00ecrieynBaTh
AHTUBUPYCHYIO 3aILUTY.

BBINONHATE MOHUTOPUHT U aHATIU3
paboThI JTOKAJILHOM CETU C IOMOILBIO
IpOrpaMMHO-aIapaTHbIX CPEJCTB.
OcCy1ecTBISITh TUarHOCTUKY U ITOUCK
HEHCIIPaBHOCTEH BCEX KOMIIOHEHTOB
CeTH.

BbInonHATE A€HCTBUS 110 YCTPAHEHUIO
HEHCIIPAaBHOCTEN.

3Hanun:

3ajaun yrnpaBJIeHUs: aHAIU3
IIPOU3BOIUTENILHOCTH U HAIEKHOCTH,
ynpaiieHue 0€30MaCHOCThIO, YUeT
Tpaduka, ynpapieHre KOHQUrypauue.
Knaccugukanuio peramameHTos,
MOPSAIOK TEXHUYECKHX OCMOTPOB,
IIPOBEPOK U MPOPUIAKTUYECKUX paboT.
Pacmmpenue cTpykTypsl
KOMIIBIOTEPHBIX CETEH, METOABI U
CPEJICTBA TUAarHOCTUKH
HEUCIPAaBHOCTEN TEXHUUECKUX CPEICTB
U CETEBOM CTPYKTYPBL.

Meroabl ycTpaHEeHHsI HEMCIIPABHOCTEN
B TEXHUUYECKUX CPEACTBAX, CXEMBI
MOCJICABAPUITHOTO BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH CETH,
TEXHUUYECKYIO U IPOEKTHYIO
JIOKYMEHTAIMIO, CIIOCOOBI pe3epBHOTO
KOIMPOBAHUS JTAHHBIX, IPUHIUITHI
paboThl XpaHUJIMIL JAHHBIX.
OcHOBHBIE TOHATHS HH()OPMAITMOHHBIX
CUCTEM, KU3HEHHBINA LUK, TPOOIEMbI
o0ecreyeHns TeXHOJIOTHUECKOM
0e301macHOCTH H(OPMALMOHHBIX
cucTeM, TpeOOBaHHUS K apXUTEKType




WH(OPMAIIMOHHBIX CHCTEM U MX
KOMITOHEHTaM 11 00eCTIeYeHUsI
6e3onmacHOCTH (PYHKIIMOHUPOBAHUS,
OTepaTUBHBIE METO/IbI MOBBIIICHUS
6e3onmacHOCTH (HYHKIIMOHHUPOBAHUS
MPOrPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPUHTA U aHAJIM3a
JIOKAJIbHBIX CETeH.

OcHoBHBIE TPeOOBaHUS K CPEJICTBAM U
BUJIaM TECTUPOBAHUS IS ONpEIeIICHuUs
TEXHOJIOTHYECKON 0€30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM.
[TpuHIHMITBI pabOTHI CETH aHAIOTOBOM
TenedOHUN.

HazHnaueHue rosocoBoro 1iik03a, ero
KOMITOHEHTHI ¥ (DYHKIIHU.

OCHOBHBIE TPUHITUITBI TEXHOJIOTHH
o6ecneuenust QoS I TOJIOCOBOIO
Tpaduka.

IIK 3.3. YcranaBnuBaTh, HaCTpauBaTh,
AKCIUTYaTUPOBATh U OOCITYKUBATh
ceTeBbIe KOH(UTYpaIIHH.

Ymenus:

OrnuceIBaTh KOHIEMIUU CETEBOM
0€301acCHOCTH.

OnuceIBaTh COBPEMEHHBIE TEXHOJIOTUU
U apXUTEKTYpbl OE30M1aCHOCTH.
OnuceIBaTh XapaKTEPUCTHKU U
AIIEMEHTHI KOoHpuryparuu 3tanos VolP
3BOHKA.

3HaHus:

3amaun ynpaBlIeHUs: aHAIN3
MIPOU3BOUTEIHHOCTU U HAZC)KHOCTH,
yrpaBlieHHe 0€30MacHOCThIO, YUeT
Tpaduka, ynpaBjieHue KOH(QUTrypamuen.
[TpaBuiia sKCIUTyaTallMi TEXHUYECKUX
CPEJICTB CETEBON MH(PACTPYKTYPHI.
OcHoOBHBIE TOHATHS WH(OPMAITMOHHBIX
CHUCTEM, )KU3HEHHBIN ITUKJII, TPOOIEMBI
obecrneyeHns TeXHOJIOTHUECKOH
0e30macHOCTH NH(OPMALMOHHBIX
CUCTEM, TpeOOBaHUS K apXUTEKType
WH(OPMAIMOHHBIX CHCTEM U MIX
KOMITOHEHTaM JIJIs1 00ecrieueHust
6e3omacHOCTH (PYHKIIMOHUPOBAHUS,
OTIEPATUBHBIC METOIbI IIOBBIIIICHUS
6e3omacHoCTH (DYHKIIMOHHPOBAHUS
MPOTPaMMHBIX CPEACTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPHHTA U aHATTN3a
JIOKAJIbHBIX CETEM.

OcHoBHBIE TpeOOBaHUSI K CPEACTBAM U
BHJIaM T€CTUPOBAHUS TSI OTIPEICIICHUS




TEXHOJIOTUYECKOI 0€30macHOCTH
MH(OPMALIMOHHBIX CUCTEM.
[TpunIUIBL pabOTHI CETH
TPaAULUOHHOMN TeleOHHH.
HazHnaueHue rojsocoBoro 1iit03a, ero
KOMITOHEHTHI U (DYHKLIHU.

OcCHOBHBIE IPUHLIUIIBI TEXHOJIOTHU
o6ecneuenust QoS I TOJIOCOBOTO
Tpaduxka.

I1K 3.4. YuacTBOBaTh B pa3paboTKe
CXEMBI I10CIIEaBaPUIHOTO
BOCCTAHOBJICHHSI pabOTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH, BBIIOJIHATh
BOCCTAHOBJICHHE U PE3EPBHOE
KOMUPOBaHUE NHPOPMAITUH.

Ymenus:

Habnronate 3a TpadikoM, BBITTOTHSATH
OTepaluy pe3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJIEHUSI JAHHBIX.
YcTaHaBIMBaTh, TECTUPOBATD U
AKCILTYaTUPOBATh HH(OPMAIIMOHHBIE
CUCTEMBI, COTJIACHO TEXHUUECKOM
JIOKyMEHTAIM1, 00eCIeuynBaTh
AHTUBUPYCHYIO 3aILUTY.

BrINoOMHATE AEHCTBUS 10 YCTPAHEHUIO
HEUCIPAaBHOCTEH.

3HaHus:

3amaun ynpaBlieHUs: aHAIN3
MIPOU3BOIUTENILHOCTH U Ha/IEKHOCTH,
ylpaBiieHUe 0€30MMaCHOCThIO, YUeT
Tpaduka, ynpasjieHue KOHQUTrypaluen.
Knaccugukanuto pernamMeHTos,
MOPSAJOK TEXHUYECKHX OCMOTPOB,
IPOBEPOK U MPOPUIAKTUIECKUX paboT.
Pacmmpenue cTpyKTypbl, METObI U
CPEIICTBA IUArHOCTUKH
HEUCHPAaBHOCTEN TEXHUUECKUX CPEICTB
U CETEBOH CTPYKTYPBL.

Meroasl ycTpaHEHHsI HEMCIIPABHOCTEN
B TEXHUUYECKUX CPEACTBAX, CXEMBI
MOCJICaBAPUITHOTO BOCCTAHOBJICHUS
paboTOCIOCOOHOCTH CETH,
TEXHUUYECKYIO U MPOEKTHYIO
JIOKYMEHTAIMIO, CIIOCOOBI pe3epBHOTO
KOMMPOBAHUS JAHHBIX, TPUHIIUITHI
paboThl XpaHUJIMIL JAHHBIX.
OcHOBHBIE TOHATHS UH()OPMAITMOHHBIX
CUCTEM, KU3HEHHBIA LUK, TPOOIEMbI
o0ecreyeHns TeXHOJIOTHUECKOM
0e30macHOCTH NH(OPMALMOHHBIX
cucTeM, TpeOOBaHHUS K apXUTEKType
MH(OPMALIMOHHBIX CUCTEM U UX
KOMITOHEHTaM JIJIs1 00ecrieueHust




6e3onmacHOCTH (PYHKIIMOHUPOBAHUS,
OTIEPATUBHBIC METOIbI TIOBBITIICHUS
6e30nmacHOCTH ()YHKIIMOHHPOBAHUS
MIPOrpaMMHBIX CPEACTB M 0a3 TaHHBIX.
OcHoBHBIE TPeOOBaHUS K CPEJICTBAM U
BHJIaM T€CTUPOBAHUS IS ONIPEICIICHUS
TEXHOJIOTMYECKOM 0€30IMacHOCTH
WH(OPMAITMOHHBIX CHCTEM.

[1K o ®I'OC bakanaspuat 02.03.03
2 Ncnonp30BaHue OCHOBHEBIX MOJ€EIeH
WH(OPMAIIMOHHBIX TEXHOJIOTUH H
CIoco00B WX IPUMEHEHUS IS
peIIeHus 3a]1a4 B MPEIMETHBIX
00nacTax

4 BpIOOp apXUTEKTYphI U
KOMILIEKCUPOBAHHS COBPEMEHHBIX
KOMITBIOTEPOB, CUCTEM, KOMITJICKCOB H
ceTeil CHCTEMHOTO
AJIMUHUCTPUPOBAHUS

5 Hcnonb30BaHUE COBPEMEHHBIX
CUCTEMHBIX POTPAMMHBIX CPEJICTB:
OTIEPAIIMOHHBIX CHCTEM, OIePAIlMOHHBIX
U CETEBBIX 000JI0UYEK, CEPBUCHBIX
Iporpamm.

2.KoHKypcHOe 3a1aHuHe.
2.1. KpaTkoe onucanue 3aJaHusl.

Crynentsl 1 CrienuaaucThbl:
B Bam mnepsbiif pabounii geHb HEOOXOAMMO MPOBECTH IMOJKIIOYEHHE HOBOIo oduca,
OTKPBITHE KOTOPOTrO HA3HAYEHO HA HAYaJO CJIENYIOLIEH HEeAeNU, K Halllel KOPIIOPaTUBHOM CETH.
[Tocne 3TOrO0 HaNAAUTH CBS3b C OCTAJBHBIMU oucamu kommnanuu. B Bamem pacnopsoxkenun
B JIaHHBIM MOMEHT umeetcs 2 kommyraTtopa Cisco 2960, 2 mapupyruzatopa Cisco 2911 u onun
CEpBEp C BUPTyAJIN3aLUEH.
Celiuac kaXx/plil 4ac Ha CYETYy, a IOTOMY Hallle PyKOBOJICTBO TpeOyeT, YTOObI BCE 3a1a4u
ObUIM BBITIOJIHEHBI CETOIHS B TEUEHUU 6 4acoB.

2.2. CTpyKTypa U NOAPOOHOE ONUCAHNE KOHKYPCHOIO 3aaHUA

HaunmenoBanue HaunmenoBanue moayJist Bpems Hony4ennnrii
KaTeropumn NpoBeIeHUsl pe3yJbTart
YYaCTHHKA MOAYJIfA

Oobuiee 6pems 8binoNHEHUA KOHKYPCHO20 3a0anus: 4 uaca
Crynenr, Monyisb 1: 2 gaca Y4YacTHUKHT JOJDKHEI
Cneuunanuct Kondurypamus cereBoro yOeIUTHCS B TOM, UTO

TCJICKOMMYHHUKAIIUOHHOT'O
o0opymoBaHus

BCE HACTPOMKHU Ha BCEX
YCTPOMCTBAxX MOCTE
nepes3arpys3Ku BCero
o0opymoBaHus

(YHKIIMOHUPYIOT




Monyns 2: 2 Jaca Y4uacTHUKHU JOJDKHBI

Kondurypamus ceppucon o0ecreunTh HaTnIue 1
u ciyx06 Ha 6aze OC (YHKIMOHUPOBAHUE B
Microsoft Windows Server COOTBETCTBUH C

2019 3aJJaHHEM CITYyKO U

poJielt Ha yKa3aHHBIX
BUPTYAIBHBIX MaIlTHHAX

Monyisb 3: 2 gyaca VYYacTHUKHU JOJDKHBI
Kondurypauus cepucos o0ecreynTh HAINYKNE U
U CiIy0 Ha 0aze (GYHKIIMOHUPOBAHUE B
nucTpuOyTuBoB Linux - COOTBETCTBUHU C
Debian 10 u CentOS 8 3a/IaHUEM CITYKO 1

poJel Ha YKa3aHHbBIX
BUPTYaJIbHBIX MallTHHAX

Oouee epems 8blnOHEHUA KOHKYPCHO20 3a0anus: 6 uacoe

PacnpeﬂeneHI/Ie BpEMCHU MCKAY MOAYJILAMH  3aBUCHUT OT TEXHUYECKOM
BO3MOXHOCTH IIJIOIIaAKH.

2.3. ITocienoBaTe IbHOCTH BBITIOJTHEHUS 3aJaHUSA
Cryaentsl 1 CienMaaucThbl:

[lo3BosbTe mpencTaBUTHCA, MOW HOBBIM koyuiera: S HauvanpHuk WT-nemapramenta
ycrnemHo# punancoBoit kopnopauuu «LIUC u Ko ®@unancy», Kyzna Bel TOJBKO YTO YCTPOMINCH
Ha JIOJDKHOCTh TJIaBHOTO CHUCTEMHOro aJMUHHUCTpaTopa. biaromaps coOirofeHuIo npaBuil
peryisiTopoB M COOCTBEHHBIM CTPOTMM BHYTPEHHUM IIpaBWJIaM, B KPU3UCHOE BpEMs Halla
KOMIIaHUSl COXpaHsAeT CTa0WJIBHOCTb, O 4YEM CBHUJETEIbCTBYET Ballla Hemajas 3apIuiara.
K coxanenuto, Bam kosuiera, cosgaBaBimmii UT-undpactpykrypy, Haxoautcs B JUIMTEIbHOU
KOMaHIUPOBKE U ellle He ycreln BBecTu Bac B Kypc Beex nen. OqHako 61aroiaps Baiieil BBICOKOH
KBaJIM(UKAIIMY BaM JOJDKHO XBaTUTh U T€X OOPBIBKOB MH(OPMALINHU, YTO OH YCIIEN MepeiaTh.

B Bam mnepsbiif pabounii neHb HEOOXOAMMO MPOBECTH IMOJAKIIOYEHHE HOBOTO oduca,
OTKPBITHE KOTOPOTrO HA3HAYEHO HA HAYaJO CIEAYIOLIEH HEeAeNlU, K Halllel KOPIIOPaTUBHOM CETH.
[Tocne 3TOr0 HaNAAUTH CBSA3b C OCTAJBHBIMU oucamu kommanuu. B Bamem pacnopsoxkenuun
B JJAHHBIA MOMEHT UMEETCS:

. 2 xommytatopa Cisco Catalyst 2960 Plus;

. 2 mapmpytusaropa Cisco 2911;

. OJIMH CEpPBEp MO/ HYX/Ibl BUPTyaJIN3alUH.

OcransHOE 000pyOBaHNE OOCIIAHO MMOCTABUTH B OJMKAUIIINE THU.

Ceituac kax/plif yac Ha CUeTy, a IOTOMY Hallle PyKOBOJICTBO TpeOyeT, YTOObI BCe 3a/1a4H
OBLITM BBITIOJIHEHBI CETOIHS B TEUEHUHU 6 4acoB.

Moayas 1 Kondurypauus cereBoro TeJieKOMMYHUKAIMOHHOTO 000PY/10BAHUSA

[Ipexae, ueM NPUCTYNUTH K paboTe BAXKHO:

- 03HAKOMUTHCS CO cxemoi moakmoueHus Cxema 1;

- BHUMATEJIBHO u LHEJIMKOM npouurtats 3aaHuE;

- He 00s13aTebHO BBHIMOJIHATh MYHKTHI 3aJaHUs TI0 OYEPEIH, a TAKXKE 3aJaHUE TEITHKOM,
Bam moskeT He XBaTUTh Ha 3TO BpeMeHU. MIcX01d U3 3TOro nogymanTe, Kak ONTUMU3UPOBATH CBOKO
paborty.

I BHUMAHMUE!!!
Ilo oxoHuyanuu paboTel Bam HEOOXOIUMO NPEIOCTaBUTH Ha TPOBEPKY CETEBOE
000pyI0BaHUE B BHIKIIIOUEHHOM COCTOSIHUU.




B moboMm ciydae Bce mpemocraBieHHOe Bamu oOopymoBaHue OyneT mepe3arpykeHo
IKCIEPTaMH TIepe]] Ha9aJlOM POBEPKH.

B cnyyae HEBO3MOKHOCTH BX0J1a B CUCTEMY, BBITIOJIHEHHE Pa0OTHI KCIIEPTaMH IO TaHHOU
YacTH KOHKYPCHOTO 33aJJaHHsI HE OI[CHUBACTCSI.

HpI/I BBIIIOJIHCHUHU 3alaHUd YYTHUTC BO3MOXHBIC BHCHITATHBIC KPATKOBPCMCHHLIC WJIA
AJIUTCIIBHBIC OTKIIFOYCHUA SJICKTPOIHCPTHUU.

1. Ilpou3sBeanTE MOAKIIOYEHHS CETEBOTO 000pyAOBaHus coriacHo Cxeme 1;

2. JIJ1st HACTPOUKHU YCTPOMCTB HUCIIONB3YHTE CIASAYIONIHE TapaMeTphl ceteit (Te N — Homep
Yy4aCTHUKA):

Cetp Head oduca LAN1: 192.168.N.128/26;
Cetp Oduca Branchl LAN2: 192.168.N.0/27;
Cetp Oduca Branch2 Lan3: 192.168.N.216/29;
Cers ISP: 10.0.N.248/30;

Cerp ynpasienuss MNG: 176.18.N.32/28;

3 Hacrpoiite ceresnie anantepsl [IK SERVER cornacuno Cxewme 1;

4. NU3BecTHO, yTO Mapuipytu3atop R1 nepeexan u3 craporo 0(1)Hca KoMmnaHuu u ero IP-
aapec 10.0.5.254, a moruH/mMapoib KOHCOJIEHOTO MOJKIIFOUeHUs cisco. CoriiacHO mpaBuiiamMm
OIpeieNIeHusl IMEH YCTPOICTB B KOMIIAHUH, Ha30BUTe Mapuipytuszarop CO-Router.

5. YcranoBute mapoiu ¢ pyHKuuei TpeboBanus ux BBoja (IpH HEOOXOAMMOCTH):

- HA PUBUIIETMPOBAHHBIN pexxum adminin;

- Ha niepBbIe 3 (Tpu) TepmuHanbhbie uHEKA: SICICO;

- Ha KOHCOJIBHOE TIOJIKJIIoueHue: letmeincon;

He 3a0yapre BKIIOYUTH MMUGPOBAHHE TMapoyied Ha YCTPOMCTBaX C TOMOIIBIO
CIHELHATbHOTO CEPBHCA;

6. Poyrep R2 Obur kymieH crenuanbHO M TMOAKIIOYEHHS HOBOro odgwuca. Ero
KOH(UTypanus He TPOHYTA U HAXOAUTCS B COCTOSTHUM 10 yMOTdyaHu0. Ha3zoBuTe mapuipytuzarop
ABC-Router. YcranoBuTe Takue e mapoiiu A0CTyIa, Kak u Ha poyrepe CO-Router;

7. U3BectHO, uto kommyTtaTtopbl SW1 m SW2 Takke mepeexanmn u3 craporo oduca
KOMIIAaHWM, HO uX KoH(purypauuu cOpomensl. Hazoute ux CO-SW1 u CO-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TaKHUE K€ MapOoJIM JOCTYIA, KaK U Ha POyTEPE;

8. na ueHTpanu3oBaHHOro KoHpurypupoBanuss VLAN B KoMMyTHpyeMOH ceTH
OpennpusaTis ucnoiib3yite nporokon VTP Bepcum 3; B kauecTtBe ocHOBHOro cepsepa VTP
HacTpoiite CO-SW1; B kauectBe JoMeHa ucnomnb3yidte VIPFin.ru; UCIIONIB3YUTE  IMapOJIb
VTPPass nns 3amuter VTP, Tabmuma VLAN nomkHa coaepkarh CIeayromie CeTH:

- ceTh nokanpHOM cetu LAN1 — VLAN 11, ¢ umenem LANT;

- cetb ympasieHuss MNG — VLAN 77, c umenem MANAGEMENT;

- ceTh Heucnoab3yeMbIx noptoB — VLAN 99, ¢ nmenem DEPO;

9. Hactpoiite [P-anpeca kommyratopoB CO-SW1 u CO-SW2 coorBercTtBeHHO Cxeme 1.
Hcnons3yiite VLAN 77 B xadecTBe CeTH yNpaBJIEHUS CETEBBIM OOOPYJIOBAaHUEM; B KayecTBE
Herarupyemoit VLAN wucnonssyiite VLAN 11. Bee nHeucnonbzyembie nHTEphENHCH OTKIIOUYUTE
u nepeseaute B VLAN 99;

10. Bxarounte npotokon 6e3omacHOCTH port security Ha unrepdeiice fa0/11; HazHaubTe
nopt kommyratopa B VLAN 11; makcumansHoe konnuectBo MAC agpecoB Ha MOPTY AOKHO
O0w1Th paBHO 60; MAC anpeca MOKHBI OCTaBaThCA B HACTPOMKAxX MOCIE Tepe3arpy3Ku; Crocod
0TpabOTKH HapylIeHHs 0€301MacCHOCTH — OJIOKMPOBKa 0e3 YBeOMIICHUS;

11. Ha xommyTaTOpax u poyTepax Ha BCeX BUPTYaJIbHbBIX JIMHUAX UCIIOJIb3YETCS MPOTOKOJ
SSHv2 ¢ 1024 RSA ximoyoM, focTyn Mo telnet OTKiIIOUEH Ui NMPEeJOTBPAICHHUS YTEUKH
uH(popMalnu, IS aBTOPHU3ALMU UCIOJbB3YyeTCsl JIOKajdbHas 0a3a JaHHBIX IOJB30BaTENIEH.
[Tonws3oBarens it aBropu3anuu yepe3 SSH Ha ycrpoiictBa cisco / SanFranCisco. OH noimkeH
o0yasaTh MakCUMalbHBIMU TPUBUIIETUSIMH; BCE KOMMYTAaTOpPbl W MapLIPYTH3aTOPbI JOJAKHBI
ObITH B JoMeHe fincorp.ru;

®o0 o




12. Mexny KoMMyTaTopaMu HEOOXOIMMO 00€CIeUUTh OTKa30yCTOHYUBOCTH C TIOMOIIBIO
MPOIPUETAPHOTO POTOKOIA KomnaHuu Cisco, OpraHu30BaTh arperamnuio Mexay nopramu f0/7-8
Ha KommyTaTopax SW1-SW2 ¢ Homepom arperupoBaHHoro uarepdeiica 3;

13. Hacrpoiite uarepdeiicel Mmapupytu3atopos coriiacHo Cxeme 1. Ha unrepdeiice GO/1
poyrepa CO-Router peanusyercs TexHoioruss RoS (poyrep-na-manouke). Mcnonb3yiite
noasiaTepdericet g0/1.11 u g0/1.77 nns cereit Lanl 1 MNG coOTBETCTBEHHO;

14. Hcmonb3ys cnucku kKoHTponsi noctyna (ACL) obecneubte, 4TOOBI yHaleHHOE
MOJIKJIIOUEHUE K MaplIpyTHU3aTOpy ObUIO BO3MOKHO TOJBKO C KOMIIbIOTEpA y4aCTHUKA, HO MPHU
3TOM HHMKAK HE OIpaHHUYMBANIO TpaQHK Yepe3 MapupyTH3aTop;

15. Hactpoiite aumHamuyeckyro wmapmpyTtuszanuio Ha CO-Router m ABC-Router
¢ ucnoas3zoBanueM npotokoina OSPFv2 cormacHo Cxeme 1, 00BSBUTE CETH C UCIOIB30BAHUEM
mdS ximova cisco321 mis mepenaunn OSPF-makeToB. MapmipyTu3aTopsl OJDKEHBI TOJydYaTh
UH(POPMALIHIO O BCEX CEeTSIX;

16. Ha 06oux mapuipytu3zaTopax oTkiIounTe npotokos CDP Tonbko Ha mopTax B CTOPOHY
ceru ISP;

17. Ha Bcex ceTeBBIX YCTPOMCTBAaX MOJKHBI OBITH HACTPOEHBI: BBIBOJA KOHCOJBHBIX
COOOILIEHUI B CHHXPOHHOM PEKUME, YTOOBI BEIBOIUMBIE COOOIIEHNS HE pa3pbIBaId BBOJ KOMAH
B KoHcoau;, Oannep «CooOmenue aHs» (message-Of-the-day) cremyromero comepxanus:
«Authorized access only!»;

18. B ceTeBoii HHGpacTpyKType cepBepOM CUHXPOHU3aLUU BpeMeHH siBisieTcst CO-Router.
Bce ocranbpHble ceTeBble yCTPONWCTBA JOJKHBI HCIIOJIB30BATh €r0 B KAUECTBE CEPBEPA BPEMEHH.
Hactpoiite BpemeHHyr0 30Hy c HazBanueM MSK, ykaxure pasmuny c¢ UTC +5 yacos.
HcnomeayiiTe crparym 2. Ucnons3yiTe Ui CHHXPOHHU3AIUHN KIMEHTOB ayTeHTHUKauo MDS ¢
KJIFOYOM timestamp ;

19. Ha CO-Router HacTpo#iTe MPOTOKOI AWHAMHYECKONW KOH(PHUTYpPAIIMH XOCTOB JJISl CETH
LAN2. VcrpoiicTBa HOMKHBI MOJTy4aThb KOpPpeKTHBIE ip/netmask u gateway. Kommbrorep
BRANCH1-CENTOS nomxen nonyuats aapec 192.168.N.13;

20. /st TecToBOTO 3amycka rnmporokona IPV6 Heo0Xo1umMo HaCTPOUTH CIIAyIOIIee

- BKIIFOUUTH MOAJEPKKY |IPV6 mMapmipyTu3anuu Ha IByX MapUIpyTH3aTOPX MO MPOTOKOIY
OSPFv3

- HacTpouth IPV6 anpeca na LoopBack 0 untepdeiice CO-Router 2001:765:916:C0::1/64

- "HactpouTh IPV6 anmpeca na LoopBack 0 wunrepdeiice ABC-Router 2001:765:916:
ABC:1/64

21. CIIK Server nomkeH o0ecreunBaThbCs TOCTYI KO BCEM CETEBBIM YCTPONCTBAM.

Mopayasb 2. Kondurypaunus cepucos u ciay:k0 Ha 6aze OC Microsoft Windows Server
2019

[Ipexne, ueM NpUCTYHTH K paboTe BaKHO:

- 03HAKOMHUTKCS CO cXeMol noaxioueHus Cxema 1;

- BHUMATEJIBHO u LHHEJIMKOM npouuTaTh 3a1aHue;

- He 0043aTeIbHO BBIIOJIHATH MYHKTHI 33JaHUs TI0 OYEpeld, a TAKKE 3a/1aHue LIETUKOM,
Bam MoeT He XBaTHTh Ha 3TO BpeMeHH. MIcXo/1s1 U3 3TOro Mo lyMaiTe, Kak ONTHMH3UPOBATH CBOIO
paborty.

1" BHUMAHUE!!!

Bce HeoOxoauMbIe TUCTPUOYTUBBI pactiofiokeHbl Ha pabodeM ctome [TK

[lo oxonwanuu paboTsl Bam HEoOXOAMMO MpPENOCTaBUTh Ha MPOBEPKY BUPTYyajbHBIE
MAalIUHbI B BBIKJIIOYEHHOM COCTOSIHUU.

B mo6oMm cimyuae Bce BM OyayT nepesarpykKeHbl SKCIIepTaMu TIepel HadyajaoM MPOBEPKH.

B cimydae HEeBO3MOKHOCTH BX0/1a B CUCTEMY BBITIOJIHEHHE Pa0OThI SKCIIEPTAMH 10 TaHHOM
YaCTH KOHKYPCHOTO 3aJ]aHusI HE OIICHUBACTCHI.

[Ipu BbIMOJIHEHUM 3aJaHUSI YUYTUTE BO3MOXKHBIE BHEIITATHBIE KPATKOBPEMEHHbIE WIIU
JUTUTENbHBIE OTKIIOUEHUS AIEKTPOIHEPTUH.




1.

2.
3.

Hacrpoiite mapamerpsr BIOS xommbrotepa mist pabotsi ¢ [10 Bupryanuzanuu;
YcranoBka u HacTpoiika OC cemeiicTBa Windows
Vcranosute I110 Vmware Workstation;
Cozpaiite BM co cien. napamerpamu: umsa BM — HEAD-DC; BupTyanbHbIil JuCK
B BHJC oHOTO (haiiima oobemom 40 ro; oobem OII 4 16; 4 sapa mporeccopa; BUpTyanbHbIi Intel
VT-x/EPT unu AMD-V/RVI; tun noaxmouenus cereBoro aganrepa — VMnet0 (aBromocr);

4. Ycranosure OC Windows Server 2019; mapoins yuernoit 3ammcu Administrator:
Ab!@dmin ;

5. 3amaiite ums cepsepy - HEAD-DC; nacrtpoiite cereBbie mapaMeTpbl COTIACHO
Cxewme;

6. Cnenaiite cepBep KOHTpoJuIepoM gomena - AbiMoscow.com.

CozpaiiTe OpraHM3alliOHHBIC €IWHUIIBI, TPYIIBl W [OJb30BATENEH B JOMEHE
AbiMoscow.com coriracHo Taduie:

Yu. IHapoas IHoapa3nenenue PHUO Yuen rpynn
3aMUCh

admin A!000000 HEAD/Admins Bova AJIMHHHCTPATOPBL;
(cpok neiicTBus Korolevich | AnmunuCTpaTOpBI
napoJis He JIOMEHa;

OTpaHHYEH) AJIMUHUCTPATOPBI
TPEIIPUSATHSI

Userl Al111111 HEAD/Sales llya INonp30BaTenn TOMEHA;
(3ampeTuTh CMEHY Murovec HEAD_Sales
napoJis
MOJIb30BATEIICM;

CPOK JEHCTBUSA
napoJis He
OTpaHHUYEH)

User2 Al222222 HEAD/Managers Dobryniya | [Tonb30oBatenu J0MeHa,
(3ampeTuTh CMEHY Nikitich HEAD_Managers
mapoJis
MOJIb30BATEIIEM;

CPOK JEHCTBUSA
napoJis He
OTpaHHUYEH)

User3 Al333333 BRANCH1/BO_IT | Alesha [Tonb30BaTen 1OMeEHa,
(3ampeTUTh CMEHY Popovich BOL IT
mapoJIst
MOJIb30BATEIICM;

CPOK JEHCTBUSA
napoJis He
OTpaHHYEH)

User4 Ald44444 BRANCH1/BO_Sa | Mikula ITonp30BaTenn TOMEHA;
(3ampeTHTh CMEHY les Selyaninovic | BO1_Sales
napoJist h
MOJTb30BaTEIIEM;

CPOK JEHCTBUSA




[apoJs He
OTpaHUYCH)

1. Ycranosure u Hactpoiite ciayx0b1 DNS u DHCP anst cetu LAN1. Ciry:x6a DHCP
JIOJDKHA UMETh Ty U3 7 (CeMH) ampecoB, HaunHas ¢ 16-ro moctymHoro agpeca u3 cetu LANI,
uckimouas 4 u 5 aapec; 3-uit aapec nuanazona DHCP nomxen ObITh 3ape3epBUPOBaH 151 MAIIUHBI
HEAD-RDS. B onuusix 10/mKHO niepenaBathbes Toabko nutro3 1 DNS cepsep

8. Hacrtpoiite 30nHy mpsimoro u obpatHoro mpocmorpa DNS, a taxke mo6aBbre
HeoOxoaumble 3anucu (A) musa cepBepoB. CkoHUTypupylTe Nepecbulky Ha ampeca: 1.1.1.1
u 8.8.8.8;

9. Cosznaiite BM co cien. mapamerpamu: umsi BM — HEAD-RDS; BupTyansHbIi qUCK
B Bujie onHOro (aitna oobemom 40 ro; oovem Ol 4 10; 4 sapa npoueccopa; BUpTyainbHbIi Intel
VT-X/EPT unmu AMD-V/RVI; Tun moaxmtoYeHust CETEBOI0 aJanTepa — CETEBOM MOCT;

10.  VYcranoBute OC Windows Server 2019 maposis yuetnoii 3anucu Administrator:
Ab!@dmin ;

11.  3apaiite ums cepsepy - HEAD-RDS; OC nomxkHa monydaTs 3ape3epBUPOBAHHBIN
IP-anpec or MAIN-DC cormacao Cxewme 1;

12. Bseaure cepsep B jomeHn AbiMoscow.ru. B cTpykrype gomMeHa mepeMecTHTe ero
B nnoapazzaenenue HEAD,;

13.  Ha cepsepe HEAD-RDS ckoundurypupyiire:

- TEPMHUHAIBHBIN CepBEp C JUIEH3UPOBAHHEM IO KOMITbIOTEpaM (UCHOIB3YHTE
BPEMEHHYIO JIMIICH3UIO);

- BeO moctyn RemoteApp k ciryx6am TepMHUHAIIOB CEPBEPA;

- nyonukanuio nporpammbl «WordPad» wa BeO-moptaie RemoteApp mnst Bcex
corpynaukoB otaena BO_IT.

14, ObecnieubTe OTKazoycroiiunBoe xpanwnuinie Ha cepBepe HEAD-DC co3nas
3epKabHBINA peii, no6aBuB nBa aucka no 2GB. Haznauste emy OykBy D:
15. Ha cepepe HEAD-DC co3naiite cereBble Manku, HACTPOHTE (QHIBTPHI

0JIOKHPOBKH (ailyioB (3anpeTuTh XpaHeHHue (HaiiaoB ayIuo U BUJIE0) B COOTBETCTBUU C TaOJIMLIEH:

IHanka I'pynnsi ¢aitnos s KBoTuposanue
0JIOKHPOBKH
D:\Folders\Sales daiinbl ayno U BUCO; o 50 Mb
D:\Folders\IT - Jlo 150 MBb
16.  HacrpoiiTe U mpuMeHUTE TPYNIIOBbIE NOIUTUKH K MOJIb30BATENSAM U KIMEHTCKUM

pabo4nM CTaHIUSAM JOMEHA:

17. Co3paiiTe MOJUTUKY YYETHBIX 3aluced [JIsi BCEX I0Jb30BaTeNeld JTOMEHA
AbiMoscow.com:

- BECTH JKypHAJI Mmapoyiei - 7

- MAaKCHUMAJTLHBIA CPOK JIeHCTBUS apoist - 60;

- MapoJIh JIOJDKEH OTBEYATh TPEOOBAHUSM CIIOKHOCTH - BBIKJIIOYEHO;

- MUHUMAaJbHas AJUHA mapons — 8,

- POJIOJKUTENILHOCTH OJIOKHPOBKY YUETHOW 3aMucu -5;

- IOPOTrOBOE 3HAYCHUE OJIOKUPOBKHU - 3;

- BpeMmst 710 copoca cueTunka OJIOKMPOBKH - 2;



18. Jlo6aBbre momb3oBateneid otaena BRANCH1/BO IT B nokanmbHyro rpymmy
aIMUHUCTPATOPOB ISl BCEX KOMIBIOTEPOB (HOYTOYKOB) momeHa AbiMoscow.com;

19. TMoxakmrouuTe CETeBBIC TUCKHU COTpyaAHUKaM otneoB Sales u IT, HazHaubTe OYKBY G:

20. BxirounTe yhaneHHBIM paboOuyuii CTOJ Ha BCEX KOMIIBIOTEPAX, HAXOISIIMXCS
B Qumane (Branchl).

Moayas 3. Kondurypanusi cepBucoB u cjiayx0 Ha 0ase qucTpudyruBoB Linux -
Debian 10 u CentOS 8

[Ipex e, ueM NPUCTYNHUTH K paboTe BAXKHO:

- 03HAKOMUTBCS CO CXeMOM moakiaroueHus Cxema 1;

- BHUMATEJIBHO u LHHEJIMKOM npouutats 3aaHueE;

- He 0053aTeIbHO BBIMOJHATH ITYHKTHI 3aJaHUS TI0 OYEPEI, a TAK)KE 3alaHUE IIETUKOM,
Bam moseTt He XBaTUTh Ha 3TO BpeMeHU. VX014 U3 3TOro nogyMmanTe, Kak ONTUMH3UPOBATH CBOKO
pabory.

I BHUMAHMUE!!!

Bce neoOxoaumble qUCTPpUOYTUBBI pacioiokeHbl Ha padouem ctoie [TK

[lo oxonHuanuu paGoTsl Bam HEOOXOAMMO NPENOCTaBUTHh HA MPOBEPKY BUPTYyajbHbIE
MAIIMHBI B BBIKJIIFOUEHHOM COCTOSIHUU.

B nmro60Mm ciygae Bce BM OynyT mepe3arpykeHbl 3KCTIIepTaMu TIepe] Ha4aJIoM TPOBEPKH.

B ciiyyae HeBO3MOXHOCTH BXO/1a B CUCTEMY BBIIIOJIHEHHUE PA0OTHI SKCIIEPTAMH I10 TaHHOM
YaCTH KOHKYPCHOTO 3aJJaHusI HE OIICHUBACTCHI.

[Ipy BBINIOJIHEHWHU 3aJaHHUS YYTUTE BO3MOXKHBIE BHEIITATHBIE KPAaTKOBPEMEHHbBIE HIIU
JUTUTETIbHBIE OTKIIIOUEHUS IIEKTPOIHEPTUH.

1. VYcranosurte I1O Oracle VirtualBox;

2. Coznaiite BM co cnexn. mapamerpamu: umsi — BRANCH1-DEBIAN; o6vem OIT —
1 r0; nuHAMUYHBIN BUPTyanbHbIN sxecTkui quck VDI o6bemom 10 r6; Brimouen PAE/NX; tun
MIOJIKJTFOUEHUS CETEBOTO a/IalTepa — CETEBOM MOCT;

3. VYcranosure  Ha  BUpTyanbHyro — MammHy ~OC  Debianl0  (mapoib
cymneprosib3oBatens: toor!; monHoe ums nmoab3oBartes: userl; maposb Ui moib3oBaTens userl:
toortoor!)

4, 3anaiite ums komnbiotepa: BRANCH1-DEBIAN;

S, N3mennure DNS-cyddukc ans 1aHHON MalllMHBI Ha russia.ru;

6. YcraHoBUTE Mapoib Ha Cyneproiab3oBaTens root: toortoor

1. Hacrpoiite cereBoii unrepdeiic cormacuo Cxeme.

8. JlobGaBbTe niist TekyIiero cereBoro nurepderica alias ¢ IP cornmacao Cxewme;

9. Co3naiite nonb3oBareneit user-1N, user-2N, user-3N (rae N — HoMep y4acTHUKA)
napoisiu cootBeTcTBeHHO: R1123456 R!234567 R!345678 ;

10.  Cospaiite rpymnmy ablmpx u 106aBbTe B Hee nosnb3oBarens user-2N (rae N — Homep
YYaCTHHKA);

11.  Ilponumute B  CHOUCOK  pENO3UTOPUEB s CKayMBaHUS  CBOOOJHO

pacripoctpansiemoro I1O cepsep http://mirror.abimoscow.ru/deb/ ¢ HanOONBIIUM TPHOPUTETOM,
NICEBIOHMMOM pein3a wheezy M KOMIOHEHTOM main. [IponumuTe 3amuch Kak Ha OWHapHbIE
MaKeThI, TAaK U Ha TTAKETHI C UCXOIHBIM KOJOM.

12.  Vcranosure web-cepBep Apache. 3ameHHMTE CTapTOBYIO CTpaHUILy (cTapToBas
cTpanuna aomwkHa conepxkats TOJIBKO coobmenune «Abilympics Russiay);




13.  3arpy3uTe B BHUpTyalbHyIO cpemy ToToBbiii oOpaz OC CentOS 8. [[ns Bxoma
B CHCTEMY HCIIOJIb3YHTE JOTHH/TIaposib Foot/toortoor;
14. 3amaiite nms kommnbroTepa: BRANCHI1-CENTOS;

15.  YcraHoBuTe mapoib Ha CyNepoabp30BaTels root: t00rmoscow,

16.  Hacrpoiite cereBoii uaTepdeiic cornacuo Cxeme;

17.  HN3amenute DNS-cydduxc 11 JaHHON MalIMHbI Ha russia.ru;

18.  Pazpemmre yaaneHHOE MOJIKIIOUYEHHUE O poTokony SSH i cyneprionbs3oBaress

root.

Oco0ble yKa3aHus:
Y10 MOKHO?

JI1s1 BBINIOJIHEHUSI KOHKYPCHOTO 3aJjaHusl KaKIbI Y4aCTHUK MMEET IPaBO MCIIOJIb30BaTh
CBOI0O KOMITBIOTEPHYIO KJIAaBUATYPY H/HJIM CBOIO KOMIBIOTEpHYIO MBbIIb. JlaHHBIE ycTpolcTBa
HE JIOJDKHBI UMEThb BCTPOEHHBIX MEXAHM3MOB NaMsTH. llepex HadaaoM 4yeMIuoOHATa 3KCIEPTHI,
Ha3Ha4YCHHbIE | TaBHBIM 3KCIIEPTOM, JOJIKHBI YAOCTOBEPUTHCS B TOM, YTO B IAHHBIX YCTPOHCTBAX
HE MPeyCMOTPEHBI MEXaHU3MBI XpaHEHHs HH(OPMAIIHH.

Yro Henb3a?

K mpoHnocy 3ampemniarorcs Takue 3JIEKTPOHHBIE YCTPOHCTBA KaK MOOWIIbHBIE TenedoHHbI,
cMapTQOHBI, TUIEEPbI, HAYIIHUKH, TUKTOPOHBI, KaMepPbl, HOYTOYKH, IUTAHIIETHBIE KOMITBIOTEPHI 1
IIPOYME NEPCOHAIBHBIE JIEKTPOHHBIE YCTPOMCTBA. JlaHHBIE YCTPOMCTBA JOJDKHBI XPaHUTHCSA B
CIIELMAJIbHOM IIOMEIIEHUH B TEUEHHUE Ka)KJ10I0 KOHKYPCHOT'O JHSI.



R1:
GO0/0 - NocneaHnin agpec cetu ISP

Cxema 1

CO-Router

GO/1 - NocneaHue aapeca cetet LAN1 u MNG

GO0/2 GO0/0
/ o4 —/’W/ -4 —)I(-

GO0/2 - NocneaHuin agpec cetn LAN2 60/1 |
R2: RoS
LAN1

GO/0 - Nepeblit agpec cetun ISP MNG  Sswi
Loopback 22 - /lio6oin agpec cetn LAN3 iaf/j"
SW1 - Mepsebit agpec cetn MNG oTmET

Fa0/7 Fa0/8
SW2 - Bropoit agpec cetn MNG LAN2

Fa0/7 Fa0/8

ERVER:
S -3-3-3-
Nicl - Mpegnocneannii agpec cetn Lanl; ﬁ
Fa0/11
Nic2 - Mpeanocneanuit agpec cetn Lan2;
vian Sw2
HEAD-DC - NaTtbiit agpec cetn Lanl; e
HEAD-RDS- DHCP client; Nicl =
BRANCH1-DEBIAN — 11b114 1 120141 agpeca cetn Lan2; Nic2
BRANCH1-CENTOS — DHCP chi
/FREEEENN

ORACLE VIRTUALBOX
Branchl

BRANCH1-CENTOS

BRANCH1-DEBIAN

SERVER

GOo/0

ISP ABC-Router
OSPFv2 area O

Cetb Head odpumca LAN1: 192.168.N.128/26;
Cetb O¢uca Branchl LAN2: 192.168.N.0/27;
CeTtb Odumca Branch2 LAN3: 192.168.N.216/29;
Cetb ynpasneHua MNG: 176.18.N.32/28;

Cetb ISP: 10.0.N.248/30

, roe N —Homep y4yacTHMKa

CeTb Head odpuca CO-Router LoopBack 0:
2001:765:916:C0::1/64

Cetb ISP ABC-Router LoopBack 0:
2001:765:916:ABC::1/64

VMWARE WORKSTATION
Head

HEAD-RDS

HEAD-DC
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0.
1.
12.
13.
14.
15.
16.

2.4. 30% wn3MeHeHNe KOHKYPCHOIO 3a/IaHUs.

M3MeHeHus B CXeMe MOAKIIIOUEHUS: HOMepa MOPTOB MOAKIIOUEHUS, HHTePEHCHI;
IP-anpecanust IOKaJIbHBIX CETEH;

CereBble MapaMeTpbl OKOHEYHBIX YCTPONCTB B JIOKAJIBHBIX CETAX;
Jlorunsl/maponu;

Hostname yctpoiicTs;

[TapameTpst VTP;

HaumenoBanus u Homepa VLAN;

[TapameTpsl port security;

[Tapamerpsl SSH;

[TapameTpsl arperanuu;

Howmepa nonsiaTepdeiico RoS;

[TapameTpst OSPF;

ITapamerpst NTP;

[TapameTrpst DHCP B cetn LAN2;

ITapamerpsr BM;

HaumeHoBaHMsI OpraHU3allMOHHBIX €IMHMII, TPYII U MOJB30BaTeNel B JOMEHE;

HaVMEHOBAHME U pacIpeiesIeHue TPyl

17.
18.
19.
20.
21.
22.
23.
24,
25.

[Tapamerpst DHCP B cetu LAN1;

Anpeca cepepoB nepecbuiku DNS;

[TapameTtpsl raid;

[TapameTpsl cETEBBIX MaNoK;

PacnionosxeHne rpynnoBbixX NOJUTHK B cTpykType GPO;
HanmenoBanne DNS-cyddukcos;

HaumenoBanus noas3oBareneit u rpynn B OC Linux;
[TapameTpsl co3aaBaeMOro peno3uTOpHUs;

Tekct conepxkaHus CTapTOBOH cTpaHuIbl web-cepBepa.

2.5. Kputepum onieHK# BbINIOJHEHUS 3aJaHNS.

CTyI[eHTbI H CIeUAJIUCTDI:

HaumenoBanue moayJis 3amanme MakcuMAaJIbHbBI
i 0ann

Monyns 1: Y4acTHUKH JOMKHBI yOSAUTHCS B TOM, YTO
Koudurypamus cereBoro BCE HACTPOMKH Ha BCEX YCTPOMCTBAX MOCIE 40
TEJIEeKOMMYHUKAIIMOHHOTO nepe3arpys3Ku Bcero o0opyaoBaHus
00opyoBaHus (G YHKIIMOHUPYIOT
Monyns 2: VY4YacTHUKH JOIKHBI 00ECIIEYNTEH HATUYHUE U 30
Kougurypamwus cepBucOB u (YHKIITMOHUPOBAHHUE B COOTBETCTBUU C
ciyx6 Ha 6aze OC Microsoft 3aJJaHUEM CITyKO U poJiell Ha yKa3aHHBIX
Windows Server 2019 BUPTYaJbHBIX MallIMHAX
Mopyns 3: Y4YacTHUKY JODKHBI 00E€CIIEUNTh HATMIUE U 30
Kongwurypamwus cepBUCOB H (YHKITMOHUPOBAHHUE B COOTBETCTBUH C
ciyx0 Ha 6a3e JUCTpUOYTUBOB | 33/1aHUEM CIYXO M poJieil Ha yKa3aHHBIX
Linux - Debian 10 u CentOS 8 BUPTYaJIbHBIX MAIIMHAX
HUTOTIO: 100




Monyas 1: Kondurypanusi cereBoro TeJieKOMMYHUKAIIHOHHOT0 000PY/10BaHMS
Oo0bexkTuBHa | Cy0bEKTHBHA
3ananue Ne HaumenoBanmue MakenvaeHet s1 OLICHKA s1 OLICHKA
e 0aJIBI
KpPUTEepUs (6as11bI) (6as11BI)
Kondurypanus [Tonkitouenue
CETEeBOTO 1. | cereBoro 2 2
TEJICKOMMYHUKAI] 000pyoBaHus
MOHHOTO bazoBass HacTpolika
2. 2 2
o0opynoBaHus Mapupyrusaropa R1
bazoBas HacTpoiika
3. 2 2
Mapuipyrusaropa R2
4 bazoBas nactpoiika 1 1
" | kxommyTtaTopa SW1
5 bazoBas Hactpoiika 1 1
" | kommyTtaropa SW2
6. | Hacrpoiika VTP 3 3
Hacrpoiika
7. | yoaJIeHHOTO JIOCTyIa 2 2
CO-Router
Hacrpotiika
8. yaJIeHHOTO JJOCTYyIa 2 2
TGO-Router
Hacrtpoiika
9. | ymaneHHOTO JI0CTyIa 3 3
CO-SW1
Hacrpotiika
10. | ymaneHHoro aoctyrma 3 3
CO-SW2
Hacrpotiika
11 | mporokona 9 9
0e30macHOCTH port
security
12 Hacrpoiika criuckos 5 2
KOHTPOJISI TOCTyna
13, Hacrpotiika 5 5
arperanyy KaHajos
Hacrpotiika
14. | mapmpyTuzanuu 3 3
Vlan (RoS)
Hacrpoiika
15 JTUHAMHAYECKOMN 2 2
MapIIpyTU3aluu
OSPF
16. | Hactpoiika NTP 2 2
17. | Hacrpoiika DHCP 2 2
18. | P8 2 2
MapHIpyTH3AIH
Ob6mas
19. | paboTOCTIOCOOHOCTH 2 2
CETH
HUTOI'O: 40




Mogayan 2: Kondgurypamnus cepucos u ciay:k0 Ha 6aze OC Microsoft Windows Server

2019
3ananue Ne HaunmenoBanue Makcuman | O0bexkTnBHasg | Cy0beKTHBH
KpuTepus bHbIE OlleHKAa asi OlleHKAa
0aJLIIbI (0a1BI) (0aIBI)
Konduryparus 1 Hactpoiika cuctembl 3 3
CEPBHCOB U BHUPTYaIU3alluu
ciIy0 Ha 0aze VYcraHoBka u
OC Microsoft 2. | HacTpoiika cepBepa 10 10
Windows Server DC-C
2019 YcranoBka u
3. | HacTpoiika ¢hanIoBOrO 4 4
cepeepa
YcranoBure u
4. | HacTpoOMTE CIIyKOBI 4 4
DNS u DHCP
Hactpoiika u
5. | npuMeHEeHHUE 4 4
TPYIIIOBBIX ITOJIUTHUK
Ycra"noBka u
6. | HacTpoiika cepBepa 5 5)
RDS
UTOIO: 30

Monayab 3: Kondurypamusi cepBucoB U CJIy:k0 Ha 6a3e TucTpudOyTHBOB LinUX -
Debian 10 u CentOS 8

3aganue Ne HaumeHoBaHue Makcuman | O0bexkTuBHasi | Cy0ObeKTHBH
KpuTepust bHbIE OLICHKA asi OLIeHKAa
0aJJIBI (0ansbI) (0ay1B1)
Kongurypanus 1. | Hacrpoiika cucteMbl 5 5
CEpPBUCOB U CITYKO BUPTYyaJIU3aL1H
Ha 0aze 5 VYcraHoBka u 6 6
AUCTPUOYTUBOB " | mactpoiika OC Debian
Linux - Debian 10 HaCTpof/'H(a
u CentOS 8 3 | Hombsoparencii u rpymn 6 6
4 Pabota ¢ 6 6
PETIO3UTOPHSIMA
5 YcraHoBka u 5 5
" | Hactpoiika OC CentOS
6 VY nanennoe 5 5
ynpasiaeHHue no SSH
UTOI'O: 30
3.JlepeyeHp HMCHOJIb3YyeMOro o00OpPYAOBAaHMS, HHCTPYMEHTOB H PAaCXOAHBIX
MaTepHuaJioB.

3.1. CTyaeHTHI, CIENUATUCTBI

OBOPYJOBAHME HA 1-T0O YYHACTHHUKA

Qobopyooeanue, uncmpymenmut, I10, mebdens




Ne | Haumenoeanue Domo Texnuueckue Eo. Heoox
n/n obopyoosanusn xXapakmepucmuku usmepe | ooumoe
, 0bopyooeanus, HUsA K0J1-60
UHCMPYMEHM | UHCHMPYMEHMO8 U CChLIKA HA
a, unu mebenu caiim npou3zeooumens,
noCmaguwuKa
1 IK Intel Core i5 wim ObicTpee, IITYK 1
- 16GB RAM u 6onee, 256GB
g SDD u 6onee, COM (RS-232),
o 3 Ethernet NIC, OC
WINDOWS 10.
2 Mouutop 22 nroiima u 6osee HITYK 1
3 KommnbrotepHas USB IITYK 1
MBIIIb
4 KnaBuatypa USB HITYK 1
(s HE3pSAUNX
YYaCTHHKOB
bpaiins)
5 KabGenp kabens koHconpHbI CISCO IITYK 1
KOHCOJIbHBIN
6 KommyTaTop Cisco 2960 HITYK 2
L
7 Mapupyruzaro Cisco cepun 29xx TYK 2
p
8 Y nnHUTENb 220B, 3 meTtpa, 6 po3eTok HITYK 1
9 2101 - He menee 1000 VA HITYK 1
10 | Iaru-kopx O UTP 5e, 10 meTpoB wryk | 2
11 | ITaru-kopx @ UTP Se, 2 metpa HITYK 4
13 | OC Windows ISO o6pa3, Ha paboueM cTojie | MTYK 1
Server 2019 [1K yuyacTHUKa
Standart (en)
14 | OC Windows 10 npenycranonieH Ha [1K IITYK 1
Enterprise (en) y4acTHUKA
15 | OC Debian 10 ISO o6pa3, Ha paboyem cTosie | MITYK 1
(en) 1K yuactHuka
16 | OC CentOS 8 ISO o6pa3, Ha pabovem cTONE | MITYK 1
(en) 1K yuactHuka




17 | Putty IIpenycranosnen Ha 1K LITYK 1
YY4acTHHKA, Ha paboveM CcToje
I1K yyacTHuKa.
18 | Oracle daiin ycTaHOBKH Ha paboyeM | ITYK 1
VirtualBox CTOJIE
19 | Vmware daiin ycTaHOBKHM Ha paboueM | IITYK 1
Workstation cToie
20 | Cron 1400x700 MM TYK 1
I |
21 | Cryn !. Oducubiit TYK 1
PACXO/JIHBIE MATEPHUAJIbI HA 1 YYACTHHUKA
Pacxoonvie mamepuanot
Ne | Haumenoeanue Domo Texnuueckue Eo. Heoox
n/n PAcxXo0HbIX Xapakmepucmuku usmepe | ooumoe
Mamepuanos obopyoosanus, HUs K01-60
UHCMPYMEHMO8 U CCHLIKA HA
caitim npou3eooumens,
nocmasuiuka
1 | bioknot AS l AS (32 nucra) LITYK 1
2 | Pyuka ‘\ [[TaprKoBBIE WK TEIUEBHIE HITYK 2
3 | Kapanpam / [Tpocroit TM IITYK 2
4 | Jluctel A4 ' HITYK 10

PACXOJAHBIE MATEPHUAJIBI, OBOPYJITOBAHUME U UHCTPYMEHTDI,
KOTOPBIE YYHACTHHUKH JOJXKHbI UMETbH IIPU CEBE (npu Heo0XxoauMocTH)

1 \ B nanHON KOMIETEHIIMHU HE TPELYCMOTPEHO
PACXO/JHBIE MATEPHUAJIbBI U OBOPYJIOBAHMUE, 3AIIPEILIEHHBIE HA
IJIOINAJIKE
1 MoO6unbHBIN TEnePOoH HIn

*

Jpyroe aHaJIOTHYHOE
JJIEKTPOHHOE YCTPONCTBO

JOMNOJIHUTEJIIBHOE OBOPYJIOBAHUE, MHCTPYMEHTBI KOTOPOE MOXET
NMPUBECTHU C COBOM YYACTHHUK (mpn He0OXOAMMOCTH)

Ne | Haumenosanue Domo Texnuuecxkue Eo. Heoox
n/n Heo0X00uUMo20 Xapakmepucmuku uzmepe | ooumoe
o0bopyoosanusn o0oopyoosanus, Hus K0J1-60
: UHCIMPYMEHMOG U CCHIIKA HA
UHCMpyMenm caitm npouzeooumens,
a, unu mebdenu nocmaswiuKka
1 CpenctBa peabUInTaIUK 110 HO30JIOTHSIM,

KOTOpPbIE€ YUaCTHUK MUCIOJIb3YET MOCTOSIHHO,

HaIpuMep, 3ByKOYCHIIMBAIOIIas anmnaparypa

WHJIMBU1YaJIbHOTO MOJIB30BaHUS (IPOrpaMMy
NVDA, knaBuarypy ¢ kojgoM bpaitns st




HE3PSIUUX, CIIyXOBOM amnmapar Jjsl y4aCTHUKOB C
npobyeMaMu cyxa)
OBOPYJIOBAHHUE HA 1-T'0 DKCIIEPTA (npu He00X0AMMOCTH)
Oobopyooeanue, 110, medenv, uncmpymenmot 0151 IKcnepma
Ne | Haumenoeanue Domo Texnuueckue Eo. Heoox
n/n Heo0xX00uMo20 xXapakmepucmuKu usmepe | ooumoe
obopyoosanusn 0bopyooeanus, Hus K0J1-60
, UHCMPYMEHMO8 U CCHLIKA HA
UHCmMpyMenm caitin npou3eooumens,
a, unu mebdenu nocmasuiuka
1 | Cryn L OducHsrii HITYK 1
2 | Kommyrarop Cisco 2960 HITYK 1/Bcex
=
3 | Mapmpyruzato Cisco cepun 29xx HITYK 1/Bcex
Y
KabGenb Kab6ens xonconpHbIl Cisco HITYK 1/Bcex
KOHCOJIbHBIN
IK [1K unm HOYTOYK, HITYK 1/Bcex
BBICTYIIAIOIIUI B KAUECTBE
cepBepa
WBII He menee 1000 VA HITYK 1/Bcex
13 | lllerka u coBOK MITYK 1/Bcex
14 | YanunauTensb 220B, 5 meTpoB, 6 po3eTok ITYK 3/Bcex
15 | Kneuwm s Telecom HT-500R HITYK 1/Bcex
ooxumkn UTP (https://www.mediamarkt.ru/ite
Kabens m/1340498/telecom-ht-500r-
kleshhi-dlya-obzhima)
16 | [IK ITK min HOyTOYK HITYK 1/Bcex
17 | Ilpuntep % Jlazepnslit HITYK 1/Bcex
18 | ®aumuapr Ha ycMoTpenue opranusaropa | MITYK 1/Bcex
Tecrep cereBoit TectupoBaHue kabens TUa HITYK 1/Bcex
8P8C RJ-45 s UTP (Cat 5, 5e, 6)
ITaTu-kopn 8P8C RJ45 Kabens UTP Cat. metpoB | 50
5e 24AWG 4P
Konnexropst R Konnexropsr RJ45 IITYK 100
RJ45 I

PACXO/JHBIE MATEPHUAJIbI HA 1 Dkcnepra (Ipu He06X0AMMOCTH)



https://www.nix.ru/computer_hardware_news/hardware_news_viewer.html?id=188190

Pacxoonvie mamepuanst

, cpeocmea

UHCMPYMEHRMOE U CCbLIIKA Ha

Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n Pacxoonvlx Xapakmepucmuku uzmepe | ooumoe
Mamepuanos 0bopyoosanus, Hus K0J1-60
UHCIMPYMEHM OB U CCHLIKA HA
caitm npou3eooumens,
nocmaswiuKka
1 | Pyuka ~\ [[TapukoBas wiM reaueBas LITYK 1
\ CUHSAA
2 | biokHoT l A5 (32 nucra) TYK 1
3 | Memku moj - 120 — 180 nmutpoB TYK 10
Mycop
4 | XoMyTbl https://leroymerlin.ru/product/h | mryk 50
KabenbHbie p omuty-kabelnye-2-5h200-mm-
2.5x200 ) cvet-belyy-100-sht-81927654/
10 | YoakoBouHas [Iupuna 48 mm gyHa 50 HITYK 1
KJICHKas JICHTa METPOB
11 | HoxxHu1ibt | | Jmuna 100 MM HITYK 2
12 | Kannensipckuii N HITYK 1
HOX \
. J
by | bBymara —— A4, 500 nucros V. 2
ra )
9. | Pyuknu [ITaprKoBBIE MM T'EIINEBHIE, . 2
MUHUMYM 4 11BeTa
0. Bymara s Ha ycmotpenue oprannsaropa | jmctoB | 20
baumuapra
J
1. Mapxkeps! mis ‘ Ha ycmotpenune opranusaropa | IITyK 4
baumuapra @
IIBETHLIE '
2. Qaiiner A4 HITYK 100
3. CxopocmmBaren | Aqf == HITYK 10
b s (haitoB w
A4
OBIIASI MHOPACTPYKTYPA KOHKYPCHOM IIJIOIIAIKH (npu
He00X0UMOCTH)
Jlononanumenvnoe obopyoosanue, cpedcmea uHOUBUOYATbHOU 3AU{UMbL
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n Heo0Xx00uMo20 xXapakmepucmuKku usmepe | ooumoe
obopyoosanusn o0bopyooeanus, HUA K0J1-60




UHOUBUOYAILH

caiim npouzeooumens,

ol 3augumaol nocmasujuka
1 | Orgerymurenb = Ha ycMmoTtpenue opranuszaropa | ITYK 2
YTJIEKUCITOTHBIN
2 | bak on 120 — 180 nmutpoB TYK 2
00pe3Kn
(Mycop)
18 | Bemasnka Munumym Ha 10 eguHUIL TYK 1
rapaepooHast OIS Bl
19 | Cron 1400x700 MM IITYK 4
20 | Cryn OducHsrit IITYK 5
21 | Cron 880x880x760 IITYK 2
MEepEeroBOPHBII
30 | Anreuka Ha ycmoTpenue opranuszaropa | mTYK 1
MEepBOM MOMOIIH
KOMHATA YYACTHUKOB (npu Heo0X01UMOCTH)
Ob6opynoBanue, MedeJib, PACX0JIHbIe MATEPHAJIbI (IIPH HEOOXO0AUMOCTH)
Ne | HaumeHnoBanue DoTo TexHuueckue En. Heo0x
n/n HE00X0AMMOr XapaKTepUCTUKHU usMepe | oaMMoe
0 o0opynoBaHmusi, HUSA KOJI-BO
000py/10BaHN | MHCTPYMEHTOB H CCHLIKA HA
1 MU caiiT npou3BOAUTEJIS,
HHCTPYMEHTA, NMOCTABIIUKA
WM MebeJTu,
WIH
PacxoaHbIX
MATepHaJIOB

JAOINOJIHUTEJIBHBIE TPEFOBAHUA K IVIOIMAAKE/KOMMEHTAPUN

KoauuecTBO TOUEK JICKTPONIUTAHUA U UX XAPAKTEPUCTUKH, KOJIUIECCTBO TOYECK
HHTEPHETA U TpCﬁOBaHI/IH K HEMY, KOJIHYECTBO TOYECK BOAbI U TpGﬁOBaHI/Iﬂ (FOpﬂ‘-laﬂ,

X0JI0AHAs)
Ne | HammeHoBaHue dorto Texuuueckue En. Heo0x
n/n HEeo0X0AUMOr XapaKTePUCTHUKH u3Mepe | oaumMoe
0 obopyaoBanus, HUS | KOJI-BO
000py/10BAaHN | MHCTPYMEHTOB H CChLIKA HA
s WIH caiiT mpou3BoAUTEJIs,
HHCTPYMEHTA, NMOCTaBIIUKA

WJIN Medesn




1 DNEeKTPUUECTBO 220 BousbT 6 po3eTok 1 KBT
Ha | moct mis
y4aCTHHKA
2 DIJIEKTPUYECTBO 220 BOJIBT 2 PO3ETKHU 2 KBT
JUIs1 DKCTIEPTOB
3 HNutepuer WIFI Munumym 20 Mo6uT/c
4 PesepBHbIit 1 IIK, 2 xommyTaTopa, 2 LITYK 1
KOMILJIEKT MapuIpyTU3aTropa u T. 1.
obopynoBaHus
y4acCTHUKA
Crakansl [TnactukoBbie 200mi ITYK 100
OJTHOpPA30BbIE
Kynep Kynep ns 6yrunupoBaHHOM TYK 1
BOJIBI
Bona byrunupoBannas Boga it HITYK 2
KynepoB 19 nutpoB
5 [Taty-xopn UTP 5Se, paznuuHoii [yuHbI (2, | IITYK 20
5, 10, 15 metpos)

4. MuHUMAaJIbHbIEe TPeOOBAHUA K OCHAILEHHI0O PabdOYMX MeCT ¢ Y4eTOM BcCeX
OCHOBHBIX HO30JIOT Uil

YYaCTHHKA C
HapylIeHHeM
3peHHus

HaumenoBanue | Ilnomansb, ITupuna npoxona CrnenuaJu3supoBaHHOe

HO30JI0THH M.KB. MexK1y padouyumMu o0opynoBaHHe, KOJTUYECTBO™
MecTaMu, M

Padouee mecto | 4 0,75 Panuoxkmnacc, ayIMOTEeXHUKA

YYACTHHKA C (akycTH4eckuil  yCHWIHTENb U

HapyLIeHHeM KOJIOHKH)

cayxa

PaGouee mecto | 4 0,75 TekcToBO€ onMcanne KOHKYPCHOTO

3aJlaHus JTOJKHO OBITH
MIPEIOCTABIIEHO B JOCTYITHOM JIS
MHBAJIUJIOB IO 3PEHUIO BUJIE: B
IJIOCKONIEYAaTHOM (C KPYIHBIM
pa3MepoM mpu@Ta, YIUTHIBAIOLITUM
COCTOSTHUE 3PUTEIHHOTO
aHaIM3aTOpPa YYaCTHHUKA C
OCTAaTOYHBIM 3PEHHUEM), IIPUPTOM
Bpaiinst i B 3JEKTPOHHOM BUJE B
dopmare Microsoft Word s
MPOUYTEHHUS C TOMOIIIBIO
CIIEHUAIIBHON KOMITBIOTEPHOM
TEXHUKH U POTPAMMHOTI0
obecnieuenus. Pabouee mecto
YYaCTHHUKA C HAPYLIEHUEM 3PEHUS
CJeIyeT OCHACTHTh MEPCOHATBLHBIM
KOMIIBIOTEPOM C OOJIBIIUM




MoHuTOopoM (19 - 24"), ¢
MPOrpaMMOil 3KpaHHOTO JIOCTyIa
JAWS, nporpamMmoii SKpaHHOTO
yBenuuenuss MAGIC) u auciuieem,
KCIIOJIb3YIOIIUM cucTeMy bpaitis
(penvedHO-TOUCUHOTO TIpUPTA).
Heo6xoaumMo mpenoctaBuTh IyIy,
JamMny-n1yny (HacTOJIbHYIO WU
HaIOJIbHYIO).

Pabouee mecTo
YYACTHHKA C
HapyuIeHHeM
OA

0,75

[TepcoHanbHBIN KOMIIBIOTED,
OCHACTUTh BEIHOCHBIMU
KOMITBIOTEPHBIMHM KHOIIKAMHU U
CIIELUAIILHOM KJIABUATYPOU;
MIEPCOHAIbHBIN KOMITBIOTED,
OCHACTHUTh HOKHOM WJIM T'OJIOBHOM
MBIIIBIO U BUPTYAIbHON SKpPaHHOMN
KJIaBUATypOM, IepCOHAIbHBIN
KOMIIbKOTEP, OCHACTUTH
KOMITHIOTEPHBIM JIKOUCTHUKOM WU
KOMITBIOTEPHBIM POJLIEPOM U
CIIELIMATIbHOM KIIABUATYPOU.
Tpanchopmupyemblie 31eMEHTHI
obopyoBaHus U MeOeb Ha
pabounx MecTax, crelnuaibHbie
MEXaHU3MBbI U YCTPONCTBA,
MO3BOJISIFOIINE U3MEHSAThH BBICOTY U
HAKJIOH paboyeil MOBEPXHOCTH,
10JIO’KEHUE CU/IEHbs pabovero
CTyJIa IO BBICOTE U HAKIIOHY,
obopynoBanue, obecreunBaromniee
BO3MO>KHOCTB IIObE37a K
paboueMy MecTy U pa3BopoTa
KpECIa-KOJSICKU

Pabouee mecTo
Y4acTHHKA C
COMATHYECKHMMH
3200J1eBaHUSIMH

0,75

HCT

Pabouee mecTo
YYACTHHKA C

MEHTAJILHLIMHI
HAPYLIEHUSIMH

0,75

HET




5. Cxema 3aCTPOIiKH COPEBHOBATEJIbHOM MJIOIIAAKHI

5.1 CTyaeHThI M CIeNHAJINCTHI

Cron
3KCnepTosB

KomHara
IKCNepToB

MNopcobka
200
YENOBHBIE DBO3HAYEHWA:
G Kommyrarop MoHuTop Q
MapwpyTUzaTop e
CHCTemMHBIR
Bnok
E —
Cryn
bnok pazeTok

W3008




6. TpedoBaHusi OXpaHbl TPYIa U TEXHUKH 0€30MACHOCTH.

HNHucTpyKkTaxka mo oxpaHe Tpyaa AJsl Y4aCTHUKOB.

1.06uwue mpebdosanusa oxpanvl mpyoa.

Jlnst yaactHUKOB 110 14 net

1.1. K camocrostensHo# padote ¢ [IK momyckaroTcst yuacTHUKH MTOCIIE MPOXOXKACHHUS UMH
MHCTPYKTaXka Ha paboueM mecte, 00yueHus: 0e30macHbIM METOIaM padOT U MMPOBEPKH 3HAHUH 110
OXpaHe TpyAa, MPOLIECAUINE MEIUIMHCKOE OCBHJIETEIbCTBOBAHME HA IMPEAMET YCTAHOBJICHUS
IPOTHBOINOKA3aHUN K PabOTE ¢ KOMITBIOTEPOM.

1.2. IIpu padore ¢ IIK pekomenmyeTcss opraHu3aius nepepbiBoB Ha 10 MUHYT uepes
Kaxapie 50 MUHYT paboThl. Bpems Ha mepepbIBbI yXe yYTEHO B OOIIEM BpPEMEHHU 3aJaHMs,
Y JOTIOJHUTENBHOE BpEMs YYaCTHUKAM HE MPEAOCTaBIIAETCS.

1.3. ITpu padote Ha [1IK MOryT BO3/IEHCTBOBATH OMACHBIC U BPEAHBIC TPOU3BOJICTBEHHBIC
(dakTophI:

— ¢u3nveckre:  TOBBILEHHBIH  YPOBEHb  JJCKTPOMATHUTHOTO  W3IYyYCHHUS;
NOBBILICHHBI YPOBEHb CTATUYECKOTO JJIEKTPUYECTBA; IIOBBILIEHHAS SPKOCTh CBETOBOIO
M300paKeHUsl; MOBBIIICHHBIH YpOBEHb MYJIbCAlMM CBETOBOT'O MOTOKA; MOBBIIICHHOE 3HAYCHUE
HaIPsKEHUS
B DJIEKTPUYECKOM LIEMH, 3aMbIKAHUE KOTOPOM MOXKET MPOU30WTH Yepe3 TeJI0 YeJIOBEKa;
MOBBIIICHHBIA WJIM MOHW)XEHHBIA YPOBEHb OCBEIICHHOCTH; IOBBILICHHBIN YPOBEHb NPSMOU
U OTPaKEHHOH OJIECTKOCTH;

- NCUXO(HU3NOIOTHYECKHE: HANPsHKEHUE 3pEHHsT M1 BHUMAHUS, MHTEIUICKTyalbHbIC
Y SMOLMOHAJIbHBIE HAIPY3KH; JUINTEIbHbIE CTATUUECKNE HArPY3KU; MOHOTOHHOCTh TPY/a.

1.4. 3anpemaercs Haxoguthes Bosiie [1K B BepxHel onex e, NpUHUMAaTh MUILY U KypUTb,
YIOTPEOIISATH BO BpeMs pa0OThI aJIKOTOJIbHBIC HAIUTKH, A TAK)KE OBITh B COCTOSTHUHN AJIKOTOJIBHOTO,
HapKOTUYECKOTO WM JIPYTOTO ONbSHEHHUS.

1.5. Y4acTHUK COpPEeBHOBAHHUS JIOJKEH 3HATh MECTOPACIIONIOKEHHUE MEPBUYHBIX CPEICTB
MOKAPOTYILLIEHUS U YMETh UMHU T0JIb30BaThCA.

1.6. O xKaX0M HECYACTHOM CITydae MOCTPAJABIIMKI WIIM OYEBUACI] HECHACTHOTO CIydas
HEMEIJICHHO JIOJKEH U3BECTUTDH OJIMKANIIEero SKCIepTa.

1.7. YyacTHHK COpEBHOBAHMS JOJKEH 3HATh MECTOHAXOXKICHUSI MEAUIMHCKON anTeyKH,
MpaBUJIBHO TIOJIb30BAaThCS MEIMKAaMEHTaMHU; 3HaTh MHCTPYKLUHIO 1O OKAa3aHHUIO IEpPBOM
MEAMIIMHCKOW TIOMOIIM TOCTPaJaBIIMM U YMETh OKa3aTh MEIUIMHCKYI0 momolns. [Ipu
HEOOXO/IMMOCTH BbI3BaTh CKOPYIO MEIMIMHCKYIO TOMOIIb WJIM JIOCTaBUTh B MEIUIIMHCKOE
yUpexKJIeHue.

1.8. ITpu padote c¢ IIK y4acTHUK COpeBHOBaHUS TOJKHBI COOO/IATH MpaBHIa JTUYHON
TUTHEHBI.

1.9. Pabota Ha KOHKYPCHOHM IUIOUIAJIKE pa3periaeTcs MCKIIOUUTEIbHO B MPUCYTCTBUU
JKCIepTa. 3anpenaercs IpUCyTCTBHE Ha KOHKYPCHOM IJIOIaAKe TOCTOPOHHUX JIULL.

1.10. ITo BceM BompocaM, CBsI3aHHBIM C PabOTON KOMIbIOTepa? cieayeT oOpaliarbes
K PYKOBOJMTEIIIO.

1.11.  3a HEBBINOJIHEHHWE  JAaHHOW  MHCTPYKLHMHM  BHHOBHBIE  IIPUBJIIEKAIOTCS
K OTBETCTBEHHOCTH COIJIACHO TMIpaBWJIaM BHYTPEHHETO pACIOpSA/IKa WJIW B3bICKAHUSM,
onpezaeneHHbIM Konexcom 3akoHOB 0 Tpyae Poccuniickoit @enepanui.

Jns yaactHukoB oT 14 go 17 ner.

1.1. K camocrosrensHoit padote ¢ [IK gomyckaroTcsi ydaacTHUKH IOCIIE POXOXKACHUS UMU
WHCTPYKTaka Ha paboueM mecTe, oOydeHHus 0€30MacHBIM METOJaM padoT M MPOBEPKH 3HAHUH
10 OXpaHe Tpy/a, NPOLIEAIINE MEIULIMHCKOE OCBUAETEILCTBOBAHUE HA IIPEIMET YCTAHOBICHUS
MIPOTUBONOKAa3aHUI K paboTe C KOMIIBIOTEPOM.

1.2. TIpu pabote ¢ IIK pexomenayercs opraHu3anus nepepbiBoB Ha 10 MUHYT udepes
kaxzasle 50 MuHyT paboThl. Bpems Ha mepepbIBbl yK€ YYTEHO B OOLIEM BpeMEHH 3a/laHus,
Y JIONIOJIHUTENIBHOE BpPEMsI yUaCTHUKAM HE MPEAOCTaBIISETCS.

1.3. IIpu pa6ote Ha 1K mMoryt Bo3/elicTBOBaTh OMACHBIE M BPEIHBIE MTPOU3BOACTBEHHBIE
(baxTopsI:



- ¢u3nueckue:  TMOBBIILIEHHBI  YPOBEHb  3JEKTPOMAarHUTHOTO  W3ITy4YEHUS;
MOBBIIICHHBIA YPOBEHb CTAaTUYECKOIO AJICKTPUYECTBA; TIOBBIIIEHHAs SPKOCTh CBETOBOTO
M300pa)keHUsl; MOBBIIIEHHBIH YpOBEHb MYJbCAllMM CBETOBOTO MOTOKA; MOBBIIMICHHOE 3HAUECHUE
HaIPsKEHUS
B DJIEKTPUYECKOM LIEMH, 3aMbIKAHHE KOTOPOMl MOMKET IMPOU30WTH Yepe3 TEeJIO YeJIOBEKa;
MOBBIIICHHBIM WJIM MOHW)XEHHBIA YPOBEHb OCBEILCHHOCTH; IIOBBILICHHBIN YPOBEHb NPSAMOU
U OTpa)keHHOI OnéckocTu;

— MCUX0(U3NOJIOTHYECKHE: HANIPSDKEHUE 3PCHUS W BHUMAHWS; WHTEIUICKTYallbHbIC
Y HMOIIMOHAJIbHBIE HATPY3KH; JJIUTEIbHbIE CTATUUECKHE HArPY3KH; MOHOTOHHOCTD TPY/Ia.

1.4. 3anpemaercs HaxoauThbes Bosiie [IK B BepxHel oex/ie, MPUHUMATh MUIILY U KYpUTh,
ymoTpeOasTh BO BpeMsl paOOThHI aIKOTOJILHBIC HAMUTKH, 4 TAK)KE OBITh B COCTOSTHUU AJIKOTOJIHOTO,
HapKOTUYECKOTO WM IPYTOTO ONbsSHEHHUS.

1.5. YuacTHUK COpEeBHOBaHUS JIOJDKEH 3HATh MECTOPACIIOJIOKEHUE MEPBUYHBIX CPE/ICTB
MOKAPOTYILIEHUS U YMETh UMH I10JIb30BaTHCA.

1.6. O xaX10M HECYACTHOM CJIydae MOCTPAJaBIIMI WIIM OYEBUACI] HECHACTHOIO CIydas
HEMEIJICHHO JIOJKEH U3BECTUTDH OJIMKAMIIEro SKCIepTa.

1.7. Y4acTHUK COPEBHOBAHUS JOJDKEH 3HATh MECTOHAXOXKICHUSI MEAUITMHCKON amnTeyuKH,
MPaBUJIBHO TI0JIb30BAaThCA MEIMKAMEHTaMHU; 3HaTh MHCTPYKLUHIO IO OKA3aHHUIO IEepPBOM
MEIUIIMHCKOM TOMOIIM TOCTPAJaBIIMM U YMETh OKa3aTh MEAUIIMHCKYI0 moMolls. [lpu
HEOOXOJUMOCTH BBI3BAaTh CKOPYIO MEAMIIMHCKYIO IMOMOIIb WU JOCTaBUTh B MEIUIMHCKOE
yapexICHUE.

1.8. Ilpu pabore ¢ IIK ydacTHUK COpeBHOBaHHS AOKHBI COOMIOATh MpaBUiia JTUYHOMN
TUTHCHBI.

1.9. PaboTa Ha KOHKYpPCHOI IUIOIIAKE pa3peliaeTcss UCKIIOYUTENbHO B MPHUCYTCTBUU
JKCIIepTa. 3anpeniaeTcsi MPUCYTCTBUE HA KOHKYPCHOM IJIOMIAIKE IIOCTOPOHHUX JIUII.

1.10. TTo Bcem Bompocam, CBS3aHHBIM C pabOTOIl KOMIIbIOTEpa, cieayeT oOpalarbes
K PYKOBOJIUTEITIO.

1.11. 3a  HEBbINOJHEHHWE JAHHOW  MHCTPYKUMH  BHUHOBHBIE  IIPUBJIEKAIOTCA
K OTBETCTBEHHOCTHM COIJIaCHO IIpaBUJIaM BHYTPEHHETO paclopsiika WA B3bICKAHUSM,
onpeneneHHbIM Koaekcom 3akoHOB 0 Tpyae Poccuiickoit @enepannn.

Jlia yyacTHUKOB cTapuie 18 ner

1.1. K camocrostensHoii padote ¢ [IK gomyckarorcs ydacTHUKH MTOCIIE MPOX0XKIEHUS UMU
MHCTPYKTaka Ha paboueM MecTe, oOyueHus 0e30macHbIM METoAaM paboT U MPOBEPKH 3HAHUHN
M0 OXpaHe TpyAa, MPOILIEAITNE METUIIMHCKOE OCBUIETEILCTBOBAHNE HA MPEAMET YCTAHOBICHUS
MIPOTUBOMOKA3aHUH K paboTe C KOMITBIOTEPOM.

1.2. Ilpu pabore c IIK pexomeHnnyercst opranusanus nepepbiBoB Ha 10 MuUHyT uepes
kaxzasle 50 MuHyT paboThl. Bpems Ha mepephIBbI yK€ YYTEHO B OOIIEeM BpeMEHH 3a/laHus,
Y JIOTIOJTHUTEIHHOE BpEeMs YYaCTHHUKAM HE TTPEIO0CTaBIISACTCS.

1.3. ITpu padote na I1IK MoryT BO3/IeliCTBOBATh OMACHBIE U BPEAHbBIE TPOU3BOJICTBEHHBIC
(dakTopsI:

- ¢u3nueckre:  TOBBIIMICHHBI  YPOBEHb  JJEKTPOMArHUTHOTO  W3IMy4YEHHUS;
MOBBIIICHHBIA yYPOBEHb CTAaTHYECKOTO JJICKTPUYECTBA; TIOBBIIIEHHAS SPKOCTh CBETOBOTO
M300paXeHUsI; TOBLIIICHHBI YPOBEHBb MYJIhCAIIMM CBETOBOTO IMOTOKA; MOBBINICHHOE 3HAYCHUE
HaIPsHKEHUS
B DJIEKTPUYECKOW 1IETH, 3aMbIKaHME€ KOTOPOM MOXXET MPOU30UTH uepe3 TeNo YeJIOBEKa;
MOBBIIICHHBIA WJIM TOHM)KEHHBIA YPOBEHb OCBEIICHHOCTH; IOBBIIICHHBI YPOBEHb MPSAMOU
U OTPa’KEHHOH OJIECTKOCTH;

— MCcuX0(U3NOJIOTHYECKHE: HANPSDKEHUE 3PEHUS M BHUMAHUS, UHTEIICKTyalbHbIC
¥ DMOIIMOHAJIbHBIE HATPY3KH; JVIUTEIbHBIE CTATHYECKUE HATPY3KH; MOHOTOHHOCTH TPy/Ia.

1.4. 3anpemaercs HaxoauThes Bosie [1K B BepxHeil ogexie, TpUHUMATh TUILY U KYPHTb,
ynoTpeOIsiTh BO BpeMsi pabOThI AJIKOTOJIbHBIC HATUTKH, & TAK)KE OBITh B COCTOSTHIH JIKOTOJIBHOTO,
HapKOTUYECKOTO MJIH IPYTOTO ONbSHEHHUS.



1.5. Y4yacTHUK COpEeBHOBaHUS JOJDKEH 3HATh MECTOPACIOJIOKEHHE MEPBUYHBIX CPEACTB
MO’KapOTYILIEHUS U YMETh UMH I10JIb30BaThCSL.

1.6. O KaXXI0M HECUYACTHOM CiIy4dae MOCTPAJaBIINK WM OYEBUJICI] HECYACTHOIO Cllydast
HEMEIJIEHHO JJOJDKEH U3BECTUTDH OJIMKAMIIIEro SKCIIEpTa.

1.7. YyaCTHUK COPEBHOBAHM JOJKEH 3HATh MECTOHAXOXKICHHUS MEIUIMHCKON anTeuKy,
IIPAaBWIBHO TI0Jb30BaThCSl MEAMKAMEHTAM{; 3HaTb MHCTPYKLMIO II0 OKa3aHWUIO IEpBOM
MEIMIUHCKON IOMOIIM [OCTPaJiaBUIMM M YMETh OKa3aThb MEIUIUHCKYI Mnomoulb. Ilpu
HEOOXOJUMOCTH BBI3BaTh CKOPYIO MEAMIMHCKYIO IOMOIIb WM JOCTaBUTh B MEIUIIMHCKOE
YUpEkKACHUE.

1.8. ITpu padore ¢ IIK y4acTHHK COpEBHOBaHUS JOJKHBI COOJIOMIATH MPaBWIIA JTUIHON
TUTUECHBI.

1.9. PaboTa Ha KOHKYPCHOH IUIOMIAJIKE pa3perraeTcs UCKIOUYUTEIBHO B MPUCYTCTBUU
9KcHepTa. 3anpenaercs IpUCcyTCTBUE Ha KOHKYPCHOM IIIOIIaKe TOCTOPOHHUX JIULL.

1.10. TIo Bcem Bompocam, CBS3aHHBIM C Pa0OTON KOMITBIOTEpa, CIeayeT oOpamarbes
K PYKOBOJMTEINIO.

1.11. 3a HEBBIIOJHEHUE TAHHOW HHCTPYKLIUH BUHOBHBIE IIPUBJIEKAIOTCSI

K OTBETCTBEHHOCTH COIJIaCHO IpaBHJIaM BHYTPEHHErO pPAcHoOps/iKa WIH B3bICKAHUSM,
onpeneneHHbIM Koaekcom 3akoHOB 0 Tpyzae Poccuiickoit @enepannu.

2.Tpebosanusa oxpanvt mpyoa nepeo HauaIOM 8bINOIHEHUA KOHKYPCHO20 3A0aHUA

2.1. Ilepen BKIIOYEHHMEM HCIIOJIb3YEMOro Ha paboyeM mecTte o0OpyAOBaHUS Yy4aCTHHUK
COpPEBHOBaHM 00s3aH:

2.1.1. OcmotpeTrh U IpUBECTU B MOPSAOK pabodee MecTo, yOpaTh Bce MOCTOPOHHHE
IPEIMEThI, KOTOPbIE MOTYT OTBJICKAaTh BHUMAHUE U 3aTPYIHATH paboTy.

2.1.2. IlpoBepuTh NpaBUIBHOCTh YCTAHOBKHM CTOJA, CTYJa, MOACTABKU IMOJ HOTH, yroi
HAaKJIOHAa 3KpaHa MOHMTOpA, MOJOXKEHHUs KJIABUATYphl B ILIENSAX HCKIIOYEHMs HEYAOOHBIX 1103
U JUINTEIbHBIX HampsokeHuil Tena. Ocobo oOpaTUTh BHUMaHHE Ha TO, YTO JUCIUIEH JIOJIKEH
HaxO0JIUThCS Ha paccTossHUU He MeHee 50 cM oT ri1a3 (ontumanbHo 60-70 cm).

2.1.3. IIpoBepuTh NpaBUIBHOCTD PACIIOIOKEHNS 000PYA0BaHUS.

2.1.4. KaGenu »1eKTpONUTAHUS, YIIMHUTENN, CETEBble (DMIBTPBI JOJKHBI HaXOJUThCS
C TBUIbHOW CTOPOHBI paboYero Mecra.

2.1.5. Y6enuThCs B OTCYTCTBUU 3aCBETOK, OTPAXEHUN M OJIMKOB HAa SKPaHEe MOHUTOPA.

2.1.6. Yoemutbcst B ToM, uro Ha ycrpoictBax [IK (cucremubiii 010K, MOHHTOD,
KJIaBHATypa) HE PacIoyaraloTCsi COCYJIbl ¢ MKHUIKOCTSIMH, CHITyYUMH MaTepuaiamu (dai, kode,
COK, BOJa | TIp.).

2.1.7. BKIIIOUUTB 2JEKTPONUTAHUE B MTOCIIEOBATEIBHOCTH, YCTAHOBIEHHON HHCTPYKLIIUEN
[0 3KCIUlyaTallud Ha o00OpyAoBaHUE; YOETUThCS B IPABWJIBHOM BBIMOJIHEHUM IPOLETYPHI
3arpy3Ku 000pyJ0BaHUs, IPaBUIbHBIX HACTPOUKAX.

2.2. [lpu BbISBICHUM HEMOJAJ0K COOOLIUTH 00 3TOM S3KCIEPTYy U A0 MX YCTpaHEHUs
K paboTe He IPUCTYNaTh.

3. Tpebosanun oxpanvt mpyoa 60 épems blNOJIHEHUA KOHKYPCHO20 3A0aHUS

3.1. B TeueHue Bcero BpeMeHM pabOThl CO CPEACTBAMU KOMIIBIOTEPHOM M OPITEXHHMKH
Y4aCTHUK COPEBHOBAHUS 0053aH:

COJIepKaTh B MOPSJIKE U YUCTOTE pabouee MecTo;

CIIETUTH 3a TEM, YTOObI BEHTUJISILIUOHHBIE OTBEPCTHS YCTPOMCTB HUUYEM HE OBLITH 3aKPBITHI;

BBINOJIHATH TPEOOBaHMS MHCTPYKIIMHU IO AKCIUTyaTallii 000py10BaHNUS;

co0roaaTh, YCTaHOBJIEHHbIE pacnucaHueM, TPYJOBBIM pacnopsaKomM
periIlaMeHTHPOBAaHHBIE TMEPEePBIBEI B  PabOTE, BBIMOIHATh PEKOMEHOBaHHBbIE (hU3NUYECKHE
yIpaXHEHHUS].

3.2. CTyaeHTy 3ampemniaeTcsi BO BpeMsi paboThI:

- OTKJIIOYATh U MOJKII0YATh HHTep(dericHble kabenu nepudepuitHbIX YCTPOUCTB;

- KJIACTh Ha YCTPONCTBA CPEICTB KOMIIBIOTEPHOM U OPTTEXHUKU OyMaru, marku U
IpOYHEe MOCTOPOHHUE IPEMETHI;



- MPUKAcaThCs K 3aHEH MaHe CUCTEMHOTO0 0J10Ka (Iporieccopa) Mpy BKIIOYEHHOM
MUTaHWH,

- OTKJIIOYATh AJIEKTPONUTAHUE BO BPEMS BHIMIOJIHEHHSI IPOTPaMMBbl, IPOIIecca;

- JIOMYCKaTh IMOMa/laHue BJIaru, rpss3u, CHITYYUX BEIIECTB HAa YCTPOWCTBA CPE/CTB
KOMIIBIOTEPHON U OPTTEXHUKH;

— MIPOU3BO/IUTH CAMOCTOATEIBHO BCKPHITHE M PEMOHT 000pY/I0BaHUS;

- MIPOU3BO/IUTH CaMOCTOSTEIBHO BCKPBITHE M 3alPaBKy KapTPHIDKEH HpPUHTEPOB
WIN KOTIHPOB;

- paboTaTh CO CHATHIMU KOXKYXaMU YCTPOMCTB KOMITBIOTEPHOM U OPITEXHUKU;

- pacnonaratecs npu paboTe Ha paccTosiHUM MeHee 50 CM OT KpaHa MOHHUTODA.

3.3. IIpu pabote ¢ TekcTaMu Ha Oymare, JIMCTHI HAJO pacrojiarath Kak MOXHO OJIMkKe
K 9KpaHy, 4T0ObI H30€KaTh YacThIX JBUKEHHI rOJOBOM U IJa3aMu IpU MEpeBoJe B3IIIsAIa.

3.4. Paboune cTONBI CleqyeT pa3Meniarh TakhuM 00pa3oM, YTOOBI BHJICOMUCILICHHBIC
TEPMHUHANIBI OBUIM OpPUEHTUPOBAaHbI OOKOBOW CTOPOHOM K CBETOBBIM IIpoeMaMm, YTOOBI
€CTECTBEHHBIN CBET MaJJaJl IPEUMYIIIECTBEHHO CIIEBA.

3.5. OcBeleHue He JOHKHO CO3/1aBaTh OJIMKOB HAa TOBEPXHOCTHU dKpaHa.

3.6. llpomomxwurensHOocTh paboTel Ha [IK 0e3 periaMeHTHpPOBAHHBIX MEPEPHIBOB
HE JIOJDKHA HpeBblllaTh 1-ro uyaca. Bo Bpems periaMeHTHpPOBAaHHOIO IE€pephiBa C LENbIO
CHI)KCHHSI HEPBHO-dMOLIMOHAIBHOTO HAMNpsDKEHUS, YTOMJICHHS 3PUTEIBHOrO  armapara,
HE00XO0IMMO BBITTOIHATH KOMIUIEKCHI (PH3MUECKUX YIPaKHEHHA.

4. Tpeoosanusa oxpansl mpyoa é agapuiiHbIX CUMYAUUAX

4.1. OG0 Bcex HEHCIPABHOCTAX B paboTe 00OpyIOBaHHMS M ABAPUHHBIX CUTYaIHIX
CO00IIaTh HEMOCPEACTBEHHO DKCIEPTY.

4.2. Tlpu oOHapyxeHHH OOpbIBa IMPOBOJOB IMUTAHHWS WJIA HAPYHICHUS IIEIOCTHOCTH
WX M30JIALMU, HEUCIPABHOCTH 3a3€MJICHUS U APYTUX MOBPEXKACHUN SIEKTPOOOOpYyIOBaHUS,
MOSIBJICHHSI 3aIlaxa rapH, IOCTOPOHHUX 3BYKOB B pab0OTe 00OpYIOBaHHS U TECTOBBIX CHUTHAJIOB,
HEMEIJICHHO MPEKPATUTh PadOTy U OTKIIOYUTH MUTAHUE.

4.3. Ilpu mOpaXeHWW TIOJNB30BATEINSl DJCKTPUYECKUM TOKOM HPUHSATH MEpPHI MO €ro
OCBOOOXKJICHHUIO OT JEHCTBUS TOKA MyTeM OTKJIIOUEHMS HJIEKTPOIUTAHUSA U JI0 IPUOBITHS Bpaya
0Ka3aTh NOTEPIEBIIEMY NEPBYIO0 MEAUIIMHCKYIO TOMOIIIb.

4.4. B cnydae BO3ropaHusi 00Opy/lOBaHHS OTKJIIOUUTH NMHUTAHUE, COOOIIUTH IKCHEPTY,
MO3BOHUTH B MOXKAPHYIO OXPaHy, IOCJIE Yer0 MPUCTYMUTh K TYIICHHUIO MOKapa MMEIOITIMHCS
CpeACTBaMHu.

5.Tpebosanue oxpanvl mpyoa no okonuanuu paoGom

5.1. Ilo okoH4YaHUM pabOTHI YyUYaCTHUK COPEBHOBAaHUS 00s3aH COOMIONATH CIIETYIOLIYIO
MOCJIEI0BATEIBHOCTh OTKIIIOUEHUSI 000pYI0BaHUS:

- MPOU3BECTH 3aBepIleHHE BceX BhinonHseMblx Ha 1K 3anay;

— OTKJIIOYUTh IUTAaHME B TIOCJIEJOBATEIILHOCTH, YCTAaHOBJICHHOM HMHCTPYKIUEH
0 SKCIUTyaTalluy JJaHHOTO 000py10BaHUS.

- B mo00oMm citydae ciieoBaTh yKa3aHUSAM 3KCIIEPTOB

5.2. Y6partsb co cTona paboune MaTepualibl U IPUBECTH B MOPSI0K paboyee MecTo.

5.3. 0060 Bcex 3aMEUEHHBIX HEMOJAIKaX COOOIIUTH IKCIIEPTY.

HMHcTpyKuus no oxpaHe Tpyaa Ajs 3KCIepTOB

1.0owue mpebvosanusn oxpanvlt mpyoa

1.1. K pabGore B KauectBe »okcnepra Kommerenmuu «CereBoeé M CHCTEMHOE
aMUHHCTPUPOBAHUE)»  JOMYCKAIOTCA OKCIEPThl, MPOILIEAIINE CleurnaibHoe o0ydeHue
Y HE UMEIOILME IPOTUBONOKA3aHUM 110 COCTOSIHUIO 370POBbSL.

1.2. DxkcmepT ¢ 0COOBIMH MOJHOMOYHSIMH, Ha KOTOPOTO BO3JIOKEHA O0O0s3aHHOCTH
3a MPOBEJCHUE MHCTPYKTaXa MO OXpaHe TPYyHa, JOJDKEH UMETh JCHCTBYIOIIUE YIOCTOBEPEHUE
«O mpoBepke 3HaHUI TpeOOBaHUN OXPaHbI TPYAAY.

1.3. B mpouecce KOHTPOJIS BBINOJHEHUS KOHKYPCHBIX 33JaHUN M HAXOXKIACHUS
Ha KOHKYPCHOM TUIONIaAKe DKCIEPT 0053aH Y€TKO COOII01aTh:

- MHCTPYKIIUHU TI0 OXpaHe TPyAa U TEXHUKE 0€301acHOCTH;



- MpaBHUja TOXAPHOW OE30MacHOCTH, 3HATh MECTa PACIOJOXKCHHS ITePBUYHBIX
CPEJICTB TOKAPOTYIIECHUS U IIAHOB 3BAKYyaIlUH.

- pacriucanne W TpaduK TMPOBEICHHUS KOHKYPCHOTO 3a/IaHus, YCTaHOBIICHHBIC
PEKUMBI TPYJIAa U OT/IXA.

1.4. Tlpu pabGoTe HaA TEPCOHAIBLHOM KOMIIBIOTEPE M KOMUPOBaIHLHO-MHOKHTEIHHOU
TEXHUKE Ha DKCIepTa MOTYT BO3JCHCTBOBATH CJCIYIOIIUE BpeaHble W (WJIM) OIAacHBIC
MIPOU3BOJICTBEHHBIC (DAaKTOPHI:

— DIIEKTPHYECKHUH TOK;

— CTaTHYECKOE 3JICKTPUYECTBO, OOpasyrolieecsi B pe3yiabTaTe TPEHUS JBHKYIICHCS
Oymaru
C paboyuMu MEXaHU3MaMH, a TAKKE MIPU HEKAYeCTBEHHOM 3a3€MJICHHH allllapaToB;

— 1IyM, 00yCJIOBIICHHBIN KOHCTPYKIIMEH OPTTEXHUKH;

— XUMHUYECKHE BEIECTBA, BBIACISIONINECS IPU Pab0OTe OPTrTEXHUKH;

— 3pHUTEeIbHOE MepeHanpsokenue npu padore ¢ [1K.

1.5. TlpumeHnsiemble BO BpeMs BBHINIOJHEHHS KOHKYPCHOTO 3allaHds CpPEICTBa
WH/IMBUYalIbHOW 3allUTHI:

- Oepymm.

1.6. 3Haku 0€30MaCHOCTH, WCIIOJIb3yeMble Ha pabo4yMx MeCcTaX y4YacTHUKOB,
JUTsE 0003HAYEHHSI TPUCYTCTBYIOIIUX OIMACHOCTEH:

- F 04 Oruerymurenb

1.7. IIpu HecyacTHOM cilyyae MOCTPAAABIINI MM OYEBHJIEL] HECUACTHOTO ciydas 00si3aH
HEMEJJIEHHO COOOLTUTH O CrydnBIIeMcs [ TaBHOMY DKCTIEpTy.

B nomemienun OKcnepToB HaXOAWUTCS alTeyka NEpBOM MOMOIIM, YKOMIUIEKTOBaHHAs
U3JSNTUSIMI MEIMIIMHCKOTO HAa3HAYCHHS, €€ HEOOXOIUMO HCIIONb30BaTh JJISi OKa3aHUs IEePBOM
MOMOIIM, CAMOIIOMOIIIM B CIIy4yasiX MOJyYeHUs TPABMBI.

B ciyyae BO3HMKHOBEHHSI HECUACTHOTO cliydas WU Ooyie3HH OKcmepra, 00 3ToM
HEMEJUIEHHO yBeomisieTcs [ maBHbIN 3KcrepT.

1.8. DKcnepTsl, HOMYCTHBIINE HEBHIIOIHEHUE WM HApyIICHHE WHCTPYKIMH IO OXpaHe
TpyZa, MPHUBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUHU C PernmaMeHTOM «AOMIMMIIHKCY,
a Mpy HE0OXOJUMOCTH COTJIACHO JIEHCTBYIOIIEMY 3aKOHO/1aTEIbCTBY.

2.Tpebosanusa oxpanvt mpyoa nepeo Havyanom padomot.

[epen HawamoM pabOTHI DKCIIEPTHI JOIHKHBI BBITIOIHUTH CIIEIYIOIIEE:

2.1. B nens C-1, Dkenept ¢ 0coObIMU OTHOMOYHUSIMH, OTBETCTBEHHBIH 3a OXpaHy Tpy/a,
00s13aH TPOBECTH TOAPOOHBIH HMHCTPYKTax 1O «lIporpaMMe HMHCTpyKTa)ka MO OXpaHe Tpyla
U TeXHHKE 0€30IacHOCTUY», 03HAKOMMUThH HKCIEPTOB U YYACTHHUKOB C MHCTPYKLHMEH MO TEXHUKE
0€30MacHOCTH, ¢ IUIaHaMU 3BaKyalluM MPU BOSHUKHOBEHMHU I0Kapa, ¢ MECTAMU PACIIOIOKEHHS
CaHUTAapHO-OBITOBBIX  IMOMENIEHUH, MEAMLIMHCKUMHM  KaOWHeTaMH, MUTbEBOH  BOJBI,
POKOHTPOJIMPOBATH MOATOTOBKY pab0YMX MECT YYaCTHHKOB B COOTBETCTBUHM C TEXHUYECKUM
ONKCaHHEM KOMIIETEHIIHUH.

[TpoBepuTh cnenMaIbHYIO OJEXKIY, OOYBb M JIp. CPEICTBAa WHAWBUIYAIBHOW 3aIlUTHI.
Opners HEOOXOAMMBIE CPEACTBA 3ALUTHI JUIS BHITOJHEHHS MOATOTOBKU U KOHTPOJIS MOATOTOBKU
y4acTHUKaMU pabouux MecT, MHCTPYMEHTa U 000py/10BaHUs.

2.2. ExenHeBHO, mepes HayalloM BBIIOJHEHHs KOHKYPCHOTO 3aJaHMs y4acTHUKAMHU
KOHKypca, DKCIEepPT C OCOOBIMU ITOJIHOMOYHSMHU TPOBOJUT HMHCTPYKTaX IO OXpaHE Tpyla,
DKcnepThl KOHTPOJIIMPYIOT MPOIECC MOArOTOBKM pabouero Mecra y4yaCTHUKAMH, M MPUHUMAIOT
y4acTue B MOJArOTOBKE paboyuX MECT yYaCTHHKOB B Bo3pacTe Mojoxe 18 ner.

2.3. ExxenHeBHO, mepes HayaloM PabOT Ha KOHKYPCHOM IUIONIAJKE M B TOMEIEHUH
HKCIEPTOB HEOOXOUMO:

- OCMOTpeTh paboune MecTa SKCIEPTOB U YUACTHUKOB;

-IIPUBECTHU B TOPATOK paboyee MeCcTo IKCIEPTa;

-IPOBEPUTH MPABUIBHOCTD MOJKIIOUYEHUS 000PYAOBAHUS B AJIEKTPOCETD;

- 0JIeTh HEOOXOJMMBIE CPEJICTBA WHANBHYaTbHOM 3aIUTHI;




- OCMOTPETh HHCTPYMEHT U 000pyJOBaHUE YYaCTHUKOB B BO3pacTe 10 18 jeT, yuacTHUKH
ctapiie 18 neT ocMaTpuBalOT CaMOCTOSTEIbHO HHCTPYMEHT U 000py/I0BaHUE.

2.5. IloaroroBuTh HEOOXOAUMBIE 1J1s1 paOOTHI MaTEPHAIIbI, IPUCIIOCOOIEHHUS, U PA3JI0KUTh
UX Ha CBOM MeCTa, yOpaTh ¢ paboyero cTojia BCce JUIIHEE.

2.6. DkcnepTy 3ampelaercs NpUcTynarh K padore npu oOHapyKEHUH HEUCIPaBHOCTH
obopynoBanusi. O 3aMEUEHHBIX HEJOCTAaTKaX W HEHCHPABHOCTAX HEMEIJICHHO COOOUIUTH
TexHuueckomy DKCIEPTY U 10 yCTPaHEHUs HETONIa0K K paboTe He MPUCTYNaTh.

3. Tpebosanus oxpanvl mpyoa 60 épems padomaol.

3.1. M300paxeHne Ha 3KpaHAaX BHUJEOMOHUTOPOB JIOJDKHO OBITh CTAaOMIIBHBIM, SICHBIM
U TIpeNeIbHO YETKHM, HE MMETh MEpUaHHi CUMBOJOB M (DOHA, Ha HKpaHaxX HE JOHKHO OBITh
OJIMKOB M OTPa’KEHUM CBETHJILHUKOB, OKOH M OKPY>KaOLINX IPEAMETOB.

3.2. CymmapHOE BpeMsi HEMOCPEACTBEHHOW pPabOTHI C MEPCOHAIBHBIM KOMITBIOTEPOM
U JIpYTroil OprTeXHUKON B TEUEHHE KOHKYPCHOT'O JTHS IOJIKHO OBITh He Oojiee 6 yacos.

[TpomomKUTETLHOCTh HETIPEPBIBHOM pabOTHI C MEPCOHANBHBIM KOMIIBIOTEPOM U IPYTOil
OpPITEXHUKOH 0e3 periaMeHTHPOBAHHOIO IEepepbiBa HE JOJKHA IPEBbINIATh 2-X yacoB. YUepes
KaX/IbIii 9ac paboOThI CIEQyeT JIeNaTh perJaMeHTHPOBAHHBIN MepPEePhIB MPOAOIDKUTEILHOCTHIO 1
5 MuH.

3.3. Bo n3bexanune mopaxeHust TOKOM 3aIpPeIIaeTCs:

- MpPHUKAcaThCs K 3aJHEH MaHeIu MEepCOHAIBHOTO KOMIBIOTEpAa M JIPYroil OprrexXHUKH,
MOHMTOPA [IPU BKIOYEHHOM MUTAHUU;

- JIONyCKaTh IONAJaHUsl BJAard Ha IOBEPXHOCTh MOHHUTOpPA, pabouyio IMOBEPXHOCTb
KJIaBUATYpPBl, AUCKOBOJIOB, IPUHTEPOB U IPYTUX YCTPOUCTB;

- IPOU3BO/IUTH CAMOCTOSITEIILHO BCKPBITHE U PEMOHT 000PY10BaHMS;

- IepeKiIrYaTh pa3beMbl HHTep(ENCHbIX Kadenell nepudepuiiHbIX YCTPOHCTB
IpY BKJIFOYEHHOM ITUTaHUM;

- 3arpOMOXK/IaTh BEPXHHUE ITAHEIH YCTPOHCTB OyMaraMu ¥ MOCTOPOHHUMHU TPEIMETaMU;

- JIONyCcKaTh IOMNaJlaHhe BJard Ha IIOBEPXHOCTh CHUCTEMHOro OJioka (mporeccopa),
MOHHUTOpPA, pad0YyI0 MOBEPXHOCTh KIaBHATYPHI, IMCKOBOJOB, IPUHTEPOB U JIP. YCTPOKCTB;

3.4. Ilpu BBHINOJIHEHUH MOJYJEH KOHKYPCHOTO 3aJaHMs YYacCTHUKAMH, OKCIEpTy
HE0O0X0IUMO OBbITh BHUMATEIbHBIM, HE OTBJIEKAThCSl [MOCTOPOHHUMH pa3roBOpamMHu U JejIaMHu
6e3 He0OXOMMOCTH, HE OTBIIEKATh IPYTUX DKCIEPTOB U YUaCTHHKOB.

3.5. Dkcnepty Bo BpeMsi pabOThI C OPTTEXHUKOM:

- oOpamaTh BHUMaHHE Ha CHMBOJIbI, BBICBEUMBAIOILIMECS Ha MaHeTd OOOpYIOBaHUS,
HE UTHOPUPOBATH UX;

- HE CHUMAaTh KPBIIIKH U NAHENH, )KECTKO 3aKPEIJICHHbIE Ha YCTPONCTBE. B HEKOTOPBIX
KOMIIOHEHTaX YCTPOMCTB MCIONb3YETCS BBICOKOE HANpsKEHUE WM JIa3epHOE H3JIyueHHeE,
YTO MOYKET MPUBECTU K NOPAXKEHUIO DJIEKTPUUECKUM TOKOM WJIM BBI3BATh CIIETIOTY;

- HE IPOU3BOUTH BKIKOUEHHE/BBIKIIOUEHHE aIllapaToB MOKPBIMU PyKaMu;

- HE CTaBUTh HA YCTPOMCTBO EMKOCTH C BOAOH, HE KJIACTh METAJUIMUECKHE IIPEIMETHI;

- HE DJKCIUTyaTUpOBaTh amnmapaT, €Clid OH Ieperpescs, cTajl IbIMUTHCS, TOSBUIICS
IIOCTOPOHHUH 3amax WM 3BYK;

- HE HKCIUTyaTUpOBaTh ammapar, €CJIl ero YpOHWIHN UM KOPITYC ObLIT IOBPEXK/IEH;

- BBIHUMAaTh 3aCTPABILNE JIUCTHI MOXKHO TOJIBKO IOCJIE OTKIOYEHHS YCTPOMCTBA U3 CETH;

-3apelaeTcs nepemMeaTh annapaThl BKIIOUEHHBIMH B CETh;

- Bce paloThl MO 3aMeHe KapTpUIKeil, OymMarn MOXKHO IMPOU3BOAUTH TOJBKO MOCTE
OTKJIFOUEHUS amnmapara OT CeTH;

- 3aIpPEIIAeTCs] ONUPAThCs Ha CTEKJIO OPUTMHAIOAEPIKATeNs, KJIACTh Ha HEro Kakue-Inbo
BElIN IOMUMO OpPUTHHAJIA;

- 3armpenaercs paboTaTh Ha anmapare ¢ TPECHYBILUM CTEKIIOM;

- 00s13aTEeNIbHO MBITh PYKH TEIJIOW BOJOHM ¢ MBUIOM IMOCIE KaXI0H YUCTKU KapTpUIKEH,
y3JI0B U T.1.;

- TMPOCHINAHHBIA TOHEP, HOCUTENIb HEMEIJIEHHO cOoOpaTh MBLJIECOCOM WIIM BIAXKHOMN
BETOILIBIO.



3.6. BxiroueHne M BBIKIIOYECHHE TMEPCOHAIBHOTO KOMIBIOTEPA U OPITEXHUKHU JOJKHO
MIPOBOAMTHCS B COOTBETCTBUU C TPEOOBAHUSMH WHCTPYKIIUHU TI0 IKCILTyaTaIUH.

3.7. 3anpeniaercs:

- YCTaHaBJIUBATh HEHU3BECTHHIE CUCTEMBbI I1APOJUPOBAHUS U CAMOCTOSITEILHO IPOBOJIUTH
nepeopmMaTupoBaHue TUCKa;

- IMETh TIpH ceOe JIF00BIe CPENICTBA CBS3H,

- TMOJb30BaThCsl JIIOOOM JIOKyMEHTalued KpoMe MPEeayCMOTPEHHOW KOHKYPCHBIM
3a/laHuEM.

3.8. Ilpu HeucmpaBHOCTH 00OpYHOBaHUSI — MPEKPATUTh PabOTy U COOOUIUTH 00 ATOM
TexHnueCcKOMy 3KCIEPTY, a B €r0 OTCYTCTBHE 3aMECTUTEINIO IJIaBHOTO DKCIEPTA.

3.9. IIpu HaXOXKJEHUHN HAa KOHKYPCHOM IUIOMIAJIKE DKCIEPTY:

- 0ICTh HEOOXOIMMBIEC CPEJICTBA UHANBUIYAILHON 3aIIHUTHI;

- IEepeaBUTaThCs MO KOHKYPCHOW IUIOIIAAKE HE CIiella, He Jesas Pe3KUX IBUKCHHI,
CMOTpsI T10]] HOTH;

4. Tpeboeanusa oxpanvl mpyoa 6 a8apuilHbIX CUMYAUUAX .

4.1. llpm oOHapyXeHUH HEHCIPABHOCTH B pPabdOTE »AIIEKTPHUYECKUX YCTPOWUCTB,
HAXOSIIUXCS MO/ HApsbKeHUEM (MTOBBIICHHOM MX HarpeBe, MOSsIBICHUS UCKPEHMs], 3a1iaxa rapu,
3abIMJIEHUS U T.J.), DKCIEPTY CJIEIYyeT HEMEUICHHO OTKJIIOUUTh MCTOYHHUK AJIEKTPONMUTAHUS
U TPUHATH MEpPhl K YCTPAHEHHMIO HEUCIPABHOCTEH, a Takke COOOIIUTH O CIIy4HUBIIEMCS
Texnnueckomy OkcrepTy. BbilonHeHHE KOHKYPCHOTO 3aJaHuUsl MPOJAOJDKATh TOJIBKO IOCTE
yCTpaHEHUs] BO3HUKIIECH HEUCIIPABHOCTH.

4.2. B ciydae BOSHHUKHOBEHHS 3PUTEIBHOTO JUCKOM(POpPTa U APYrHX HEOIarompHsITHBIX
CyOBEKTUBHBIX OILIYIIEHUH, CIelyeT OTPAaHUYUTE BpeMs pabOThI ¢ IEPCOHAIBHBIM KOMITBIOTEPOM
U JpYrol OPIrTEXHUKOW, MPOBECTH KOPPEKIHUIO TUTEIHHOCTH TIEPEPHIBOB MJisi OTAbIXA
WIM TPOBECTH CMEHY [EeATENIbHOCTH Ha JPYryl0, HE CBSA3aHHYI0 C HCIOJIb30BaHUEM
MEPCOHAILHOTO KOMIIBIOTEPA U IPYTON OPTTEXHUKHU.

4.3. Tlpu mopakeHUW SIEKTPUYECKUM TOKOM HEMEJUIEHHO OTKJIIOYHTH 3IIEKTPOCETh,
OKa3aTh NEPBYIO IOMOIIL (CaMONOMOIIb) MOCTpaJaBIIeMy, cOOoOUUTh [1aBHOMY OKcrepry,
Ipu HEOOXOIMMOCTU OOPATUTHCS K Bpayvy.

4.4. Tlpy BO3HUKHOBEHUHM TIOKapa HEOOXOAMMO HEMEIJIEHHO OIOBECTUTH [J1aBHOTO
skcriepta. [Ipu mocnenyromeM pa3BUTHU COOBITHI ClelyeT PYKOBOJACTBOBATHCS YKa3aHUSIMHU
['maBHOrO »SKcmepTa WM JOJKHOCTHOTO JIMIA, 3aMeHstomero ero. Ilpunmoxuts ycunus
JUTS1 UICKITFOUEHHUSI COCTOSTHUS CTpaxa v MaHuKH.

[Ipu oOHapykeHMM oyara BO3TOpaHHs Ha KOHKYPCHOM IUIOIIAJKe HEOOXOAMMO JHOOBIM
BO3MOXXHBIM CIIOCOOOM TIOCTaparbCs 3aracuTh IMiams B '"3apojbliie” ¢  00s3aTeNbHBIM
COOJII0ICHHEM Mep JTUYHOU 0€301acCHOCTH.

[Tpu Bo3ropaHuu 01Xk IbI MOMBITATHCS COPOCUTH ee. Eciu 9To cienath He yaaeTcs, ynacThb
Ha TIOJI W, TIePEKaThIBasCh, COUTH IUIaMs; HEOOXOAMMO HAKPHITH TOPAIIYIO OJEKIY KYCKOM
TUIOTHOM TKaHH, OOMHUTHCS BOJOM, 3ampeniaercs 0exaTh — Oer TONbKO YCUITUT UHTEHCUBHOCTh
TOpEeHMUSL.

B 3aropeBmiemcsi moMenieHHMM He CIEAyeT MOXKHUAATHCA, MOKa MPUOTUZUTCS TUTaMs.
OcHoBHast OITacHOCTD MOXKapa AJIs YesoBeKa — AbIM. [Ipy HacTynaeHuN NpU3HAKOB YAYIIbS JIEUb
Ha TOJI ¥ KaK MOXKHO OBICTpEe MOJI3TH B CTOPOHY IBAKYaIIHOHHOTO BBIXO/IA.

4.6. ITpu oOHApy ) KEHNHU B3PHIBOOTIACHOTO HJIU TTOI03PUTEITHLHOTO TIPEIMETa HE TTOAXOIUTh
ONM3KO0 K HeMy, MNpPeAyNpeauTh O BO3MOXKHOM OMACHOCTH HAXOASIIUXCS TMOOIU30CTH
OTBETCTBEHHBIX JIHII.

[Tpu npoucmiecTBUU B3pbIBa HEOOXOIUMO CIIOKOWHO YTOUHUTH 0OCTAaHOBKY U ICHCTBOBAThH
M0 YKa3aHWIO JOKHOCTHBIX JIML, IPU HEOOXOJIMMOCTH 3BaKyalluH, 3BaKyHMpOBaTh Y4aCTHUKOB
U IPYTUX DKCIIEPTOB, U KOHKYPCHOH TIIOMIAIKH, B3Th T€ C COO0I JOKYMEHTHI U PEAMETHI IEPBOM
HEO0OXOUMOCTH, MPHU TMEPEABHKEHUN COOII0aTh OCTOPOKHOCTh, HE TPOTaTh MOBPEXKICHHbBIE
KOHCTPYKIMHU, OTOJIUBIIMECS 3JIEKTPUUYECKHUE MPOBOJA. B paspylieHHOM WM MOBPEKIEHHOM
MTOMEIICHUH HE CIIEYET MOIb30BaThCSI OTKPHITHIM OTHEM (CITMYKAMU, 3)KUTATKAMU U T.11.).



5.Tpebosanue oxpanvl mpyoa no OKOHYAHUU 8bINOTHEHUA KOHKYPCHO20 3A0AHUA .

[Tocne okoHYaHMS KOHKYPCHOTO JTHSI DKCIEepT 00s3aH:

5.1. OTKITIOYUTB AJIEKTPUUYECKHUE MPUOOPHI, 000pPYIOBaHUE, HHCTPYMEHT U YCTPOWCTBA
OT UCTOYHUKA MMUTAHMUSL.

5.2. TlpuBect B mOpsAAOK pabodee MecTOo DKCHepTa U IPOBEPHUTH paboune MecTa
YYaCTHUKOB.

5.3. Coobmuth TeXHHYECKOMY OKCIEPTYy O BBISIBIEHHBIX BO BpPEMS BBIOJTHEHUS
KOHKYPCHBIX 3aJIaHU{ HETOJaJKaX W HEUCIPABHOCTSIX OO0OpYyIOBaHUS, W JIPYrux (axropax,
BIIUSIONINX Ha 0€30MacHOCTh TPYyAa.



