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BBenenue

1. Ha3BaHnue u onucaHue KOMIICTCHIINHU

1.1 Ha3Banue npo(ecCHOHAJILHOIO HABBIKA!
CereBoe 1 CHCTEMHOE aJMUHUCTPUPOBAHHE.
1.2 Onucanue KOMIEeTEeHIINH.

Komnerenmus «CereBoe M cHCTeMHOE amgMUHUCTpupoBaHue» BxoauT B «TOII-50 wambomee
BOCTPEOOBAHHBIX M IEPCHEKTUBHBIX Hpodeccuil’ B COOTBETCTBUM JYYIIUMH 3apyOeKHbIMU
CTaHJapTaMU U IIepelOBBIMHU TEXHOJIOTUAMU. Y TBEPXKICHO MTPUKa30M MUHHUCTEPCTBOM 00pa30BaHus U
Haykun Poccuiickoit ¢enepaumu ot 09 nexabps 2016 roma NI1548 B Buzme DenepaibHOro
o0pa3oBaTeNpHOrO CTaHgapTa cpenHero mnpodeccuonanbHoro obpazoBanus 09.02.06 «CereBoe u
CHUCTEMHOE aIMUHUCTPUPOBAHHEY.

Mmest pemarouiylo poib B IIOBCEAHEBHOM (DYHKIIMOHMPOBAHUM, JIOJDKHOCTb CHUCTEMHBIN
aJIMUHHUCTPATOp MMEET CIPOC B OPraHM3alUsAX Ppas3IM4YHBIX MacIuTabOB KOMMEPYECKOIO U
TOCYapCTBEHHOTO ceKTopa. JIt06as HeUCIIPaBHOCTb OPITEXHUKH, KaOeIbHOM CHCTEMBI MJIH 3JIEMEHTOB
JOKaJbHOM CETHM MOJKET BbI3BaTb OYEHb JOPOTOCTOSIIMH JUIsl OpraHU3aluM IpPOCTOH B
(GYHKIIMOHUPOBAHUM, IIO3TOMY CETEBON aJMHUHHCTPATOp HECET OTBETCTBEHHOCTb 3a IIOMOLIIb
H0JIb30BATENIAM B 00ECIIEUEeHNH UX MOTPEOHOCTEN B HEMPEPBHIBHON pabOTe KOMIBIOTEPHBIX CUCTEM U
ciryx0. CeTeBOM aAMUHUCTPATOP TAKKE MOKET MPEATIOKHUTH COBETHI U PEKOMEHIALMH 110 YIIyUIICHUIO
(YHKIMOHUPOBAHUS CUCTEM U CIIy>KO, TEM CaMbIM IPOJIBUHYTh OPraHU3ALUIO BIEPE.

CereBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE TPEOYEeT MIMPOKHX CIIEKTpP MMO3HAHUI U HABBIKOB B
o0acTi HHPOPMAITMOHHBIX TEXHOIOTHI. B CBsI3H ¢ OBICTPBIM pa3BUTHEM 3TOH 001aCcTH, TPEOOBAHUS K
CHCTEMHBIM U CETEBBIM aJMUHUCTPATOPaM ITOCTOSHHO BO3PACTalOT.

CuHCTeMHBIN U CETEBOM aJIMUHUCTPATOP AOIKEH YMETh:

* pa3pabaThIBaTh U Pa3BEPTHIBATh KOMIUIEKCHYIO HH(POPMALIMOHHYIO HHPPACTPYKTYpPY

NpPEANPUATHH, BKIIIOYAIOLLYI0 pabouue CTaHLIUU, CEPBEPBI U CETEBOE 000PY10BAHNUE;

*  pa3BEpPTHIBATh OCHOBHBIE CEPBHCHI, BKIII0OYasl CIIyKOBbI KaTaJIOrOB, pE3€PBHOIO KOIIMPOBAHUS,

MOYTOBBIE U JPYTUE CEPBUCHI.

*  HCHOJb30BATh IIUPOKHUI HAOOP ONEPALUOHHBIX CUCTEM M CEPBEPHOIO MPOrPAMMHOIO
obecrieueHus;
*  3(Q(EeKTUBHO OPraHN30BbIBATH 3AILUILEHHBIC COEIUHEHUS CeTeH NMpeIpUATHI, 10CTYIl B

cetb MIHTEpHET U UHBIE CETH;

* YCTaHaBIMBATh M HACTPAUBATh yCTPOIICTBAa OECIIPOBOJHOM CETH, KOMMYTATOPHI,

MapUIpyTU3aTOPHI M CPEICTBA 3AIIUTHI HHPOPMAIIH;

*  OPraHM30BBIBATH 3AIIUTY MH(OPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

* YCTaHaBIMBATh M HACTPAUBATh CETEBbIE CEPBUCHI Ha Oa3e npoTokonoB IPv4 u IPvo6;

*  YCTaHaBIMBATh, HACTPAUBATh U MOJIEPKUBATH BUPTYaIbHbIE CPEIIbI;

*  OCYIIECTBIIATh IIOUCK M YCTPAHEHHE HEUCIIPABHOCTEN B pab0Te NH(POPMALIMOHHBIX CUCTEM U

CETEH.

2. O06sacTh NIpUMEHEHUS

Kaxxnprit Oxcnept 1 Y4aCcTHUK 00513aH 03HAKOMUTHCS C TAaHHBIM TEXHUYECKUM OTTUCAHUEM.



2.1 ConpoBoauTeIbHAS JOKYMEHTALIMS

B cBs13u ¢ Tem, uTo TO comepKUT NCKITIOUYNTENEHO CBEJICHHSI, CBSI3aHHBIE C COOTBETCTBYIOIIECH IPEIMETHOM
o01acteto, TO MOMHKHO MPUMEHSTCS C YYETOM CIISAYIONUX JOKYMEHTOB:

= [IpaBuia mpoBeAeHHUS KOHKYypCa.

=  OHnaifH-pecypcHl , yKa3aHHbBIE B TaHHOM JOKYMEHTE

= TpeOoBanus 1Mo oxpaHe TpyJa U TEXHUKE OE301MaCHOCTH CTOPOHBI, TIPOBOIATICH
COpPEBHOBAHUS

2.2 Tpeb6oBaHus K KBATH(PUKALIMHU

Ha copeBHOBaHMAX VY4YaCTHUKHM JOEMOHCTPHUPYIOT, a OKCIEPThl OLEHHWBAIOT KOMIIETEHIHU B
BEIIIIEYKa3aHHOW TMpeaMeTHON obOmactu. KoHKypcHOE 3amaHhe COCTOUT HCKIFOYHTEIHHO U3 MPaKTUIECKOU

pabotbl. Onrcanne HeOOXOAMMBIX HABBIKOB M YMEHUH MPUBEACHO B KOHKYPCHOM 3a/1aHUH.

2.3 TeopeTnueckue 3HAHUS

e Teopernueckue 3HaHUS TPEOYIOTCS, HO HE OLIEHUBAIOTCS B paMKaX BBINIOJIHEHUS 3aaHMsL.
e 3HaHMe OOLIMX MPaBUJ U TPeOOBAaHUI KOHKYpca TpeOyeTcs, HO He MPOBEPIETCs B paMKaX KOHKYPCHOTO

3aJaHHs.

1.6 IlpakTuyeckasi padora

BpeMSI BBIITOJTHCHUS 3aJaHUA 4 gacos.

2. KonkypcHoe 3ag1anue

2.1 ®opmar u crpykrypa KoHKypcHOro 3aianusi

[IporpaMma copeBHOBaHMI MPEATNONAraeT BBITOJHEHHE KOMIUIEKCHOIO 3aJaHusl B TEUEHHE YEThIPEX YacoB.
KoHkypcHOe 3a1aHne pa3aesieHO Ha HECKOJIBKO YacTeil. B TeueHre KOHKypca y4aCTHUKH BBIIIOJIHSIOT 33JaHUE B
TeueHue 4 4yacoB ¢ epeprIBOM Ha 00e].

d)opMaT COPCBHOBaHUSA SABIACTCA MHAUWBUAYAJIbHBIM. KEDK)II;IfI Y4aCTHUK OOJIKCH OIITUMAJIbHO pacCHpE€aciiuTh

CBOC BpCM4 IO BBIMIOJIHCHUIO KOHKYPCHOI'O 3aJaHUs.

2.2 TpeGoBaHus K nporpaMmMe COpeBHOBaHM i

Bce HaBBIKK YYaCTHUKOB MPOBEPAIOTCA B XOAC BBIMMOJHCHUA TMPAKTHYCCKUX 3a):[aHI/II7L B paMKax 33,[[3HI/II71

HCIIOJIB3YIOTCA:

YHuBepcasbHbIE IaTGOPMEI O] YIPaBICHUEM ONepalioHHON cucteMbl Microsoft Windows paznuynbix

BEpCHii;



CraproBble KOH(pUTYpaIIui 000PYIOBaHHUS MOTYT OTIMYATHCSA OT IPUHATON MPOU3BOJUTEIEM 1O
YMOJIYAHMIO JUIsl JAHHOTO TUIIAa 000PYI0BaHMS U ONEPALMOHHBIX CUCTEM.

2.3. CocTaB 3agaHus

VY4acTHHKaM MOTYT OBITh TPEIOKCHBI:
3amanus 00IIETro comepKanus, TPeOyIoIHe 00eceunTh (PYHKIIMOHUPOBAHKE TOTO WM HHOTO CepBHCa
0e3 ykazaHus CIIOCOOOB pean3aliu

CrnenmanbHble 3a1aHus, TpeOyromue ooecnednTs (HyHKINOHUPOBAHKUE TOTO WM HHOTO CEPBHCA C

HCIOJIb30BAHNEM YKa3aHHOI'O crocoba peamm3anuun

3amaHus Ha COCTaBIIEHUE JOKYMEHTAIIMY TI0 CO3TaHHOM CUCTEME

3amaHus, MPEAIoJIararliye MOUCK U YCTPaHEHUE HEUCIIPABHOCTEH B pabOTe CUCTEM KauyeCTBE MCXOIHBIX
JAHHBIX MOTYT OBITH MPEIOKEHBI:

TexkcToBbIC ONMCAaHUS 3aJaHu
Jloruveckue cxeMbl OpraHU3aIiK CBA3H
Tabmumer mapaMeTpoB u HACTPOEK
[[TaG10HBI AOKYMEHTOB /IS 3aTIOJTHEHHS

Onucanus HEUCTIPABHOCTEHN, KOTOPBIE CIEIyeT yCTPAaHUTh

CraproBbie KOHpHUTYpaluy 000pyOBaHHSI MOTYT OTJIMYATHCS OT PUHSATOM MPOU3BOJUTENEM TI0 YMOTUYAHHIO

JJIA JAHHOI'O TUIIa O60py,Z[OBaHI/I$I " OIICpallMOHHBIX CUCTCM.

2.4. Pa3padoTka nmporpaMmMbl KOHKypca

Kro pa3pabarsiBaeT KOHKYpPCHBIE 3aaHUs/MOYIIN
[IporpamMmMa copeBHOBaHUM U MOYJH pa3padaThIBalOTCs CIETYIOUIMMU JINLAMU:

[Iporpamma copeBHOBaHU pa3padaThIBalOTCS JKCIEPTOM, Ha3HAUEHHOH [ 1aBHBIM DKCIEPTOM.
[Iporpamma COpPEBHOBAHUHI pa3pabaThiBalOTCS  MHAMBHAYANbHBIMH  OKCHEpTaMu

I'maBHBI 5KCcHIEepT

['maBHBIM 3KCIIEPTOM Ha3HA4YaeTCA DKCIEPT, MPEAMOUYTHTEIHHO — C OIBITOM ITPOBEJEHHSI KOHKYPCOB.
['maBHBIHI SKCIIEPT OTBEYAET 32 COOTBETCTBHE 3a/IaHMs T eXHMYECKOMY OIMCAHHIO, BKIIFOYas TIPOBEPKY
BBITIOJTHUMOCTH 33/IaHUI U KPUTEPUU BBICTABJICHUS OLIEHOK.

CoBMECTHBIMH YCWJIMSIMH  BBILICYKa3aHHbIE JIMIA MOATrOTABIMBAIOT CIMCOK OO0OpyIOBaHUS U

MIPOTPAMMHOTO OOECTICUCHUISI.

BKCHepTBI noa pPyKOBOACTBOM I'maBHOTO 3KCH€pTa HAaYMHAOT TMOATOTOBKY o6mero IIaHa
COpeBHOBaHI/Iﬁ H BO3MOXHOI'O CIIMCKa 3aI[aHPII7[, KOTOpPBIC MOKHO BKIIOYUTH B MOpOrpamMmy
COpCBHOBaHHﬁ. 3a}laHI/IH M3 3TOr0 CIIMCKa 3aTCEM ,I[O6aBJ'I$I}OTC$I/ YAAIAIOTCA U3 OKOHYATCIIBHOI'O ITPOCKTA

[IpencrarneHnabple 3aaHUs JOHKHBI COTIPOBOXKIATHCS TTOAXOASIIUMH KPUTEPUSIMHU OIICHUBAHIS



2.5 Kpurepun oneHMBaHUA

Kputepun orneHuBaHUs pa3padaThIBAIOTCS aBTOPOM 3aaHuid. OKOHYATEbHBIC KPUTEPHU
MPUHUMAIOTCS DKCIIEPTaMU HETIOCPEICTBEHHO TIepe] COPSBHOBAHUSIMH

Kputepuun OICHKHM JOJDKHBI HOCHTH (DYHKIIMOHAIBHBIH XapaKTep M HE 3aBUCETh OT KOHKPETHBIX
napamMeTpoB HACTPOIKH (000PYAOBaHMS MU CEPBHCA) €CIIM 3TO HE OTOBOPEHO B KOHKYPCHOM 3a/IaHHH.
Kputepuun oleHKH JOKHBI COOTBETCTBOBATH HOPMaM, MPUHATHIM B OTPACiM, KaK MO TEXHHYCCKOU
yacTH (TpaMOTHOE U MOJTHOE PEIICHUE MOCTABICHHBIX 3a]1a4), TaK U 110 YaCTH MPEIICTABICHUS PEIICHUN

(opranmzanus paboyero Mecrta, TOKyMEHTHPOBAHIE PEIICHUH, OTBETHI Ha BOIPOCHI KCIIEPTOB U T.II.)

Kpurepuu onienku rpynmupytotcs mo 6mokam. Kaxaprit 010k mpeacTaBiseT coO0i OTAeNbHO
HACTPaWBaEMYI0 CHCTEMY, CEPBUC WK (DYHKIIMIO, OJHY SIUHHITY 000PYIOBaHUS.

3. UHupopmanus 15 YYACTHUKOB KOHKYpCa

Bcroo uHpoOpMammio s 3aperuCTPUPOBAHHBIX YYAaCTHHKOB KOHKypca MOXKHO NOJIYy4UTb Ha CaiTe

(http://www.worldskills.ru).

Taxkast ”HpOpMAaIs BKITIOYAET B CeOS:
IIpaBuna xoHkypca

TexHU4YecKre OMCaHHs

KoHkypcHBIe 3a1aHust

Jpyryio uHGOpMaIIHIO, OTHOCSIIYIOCS K KOHKYPCY «AOMINMITUKCY






3.1 Kpurepum oneHKH

Ne Ornrcanue Kputepus banaer

1 [Tpon3BeaeHO NOAKIIOUEHHS CETEBOr0 000pyAOBaHUS cOrinacHO CXeMbl 2
1

2 KomMmyTatopy 3a1aHO KOPPEKTHOE UMS 1

3 Ha kommyTaTOpe 3amana KOppeKTHas JaTa U BpeMst 1

4 Ha xoMmyTaTOpe ycTaHOBJIEH Mapojib HAa IPUBHIETUPOBAHHBIN PEKUM 1

5 Ha kommyTaTope ycTaHoBIIeH napoiib Ha 3 (TpH) Ha TEpMUHAIbHbBIC 2
JIMHUAU

6 Ha komMyTaTope ycTaHOBIIEH MTapoJib Ha KOHCOJIBHOE MOIKIIOUYEHHE 1

7 [Taponu B (aiine koHPHUTyparTuy KOMMYTaTOpa HE 0TOOPAKAIOTCS B 2
OTKPBHITOM TEKCTOBOM BUJIE

8 [Taposip Ha IPUBUIIETMPOBAHHBIN PEKUM KOMMYTATOPa 3alIM(ppPOBaH 1
X3uI-(hyHKIHeH

9 Ob6ecneueHo 6e30macHOe yJalleHHOE MOAKII0YEHHE K KOMMYTaTopy 110 2
nportokony SSH Bepcun 2

10 | ITapametpsl SSH Bepcuu 2 COOTBETCTBYIOT 3aJJaHHIO 2

11 | VnanenHoe noaxmodeHne K KOMMYTaTopy BO3MOKHO TOIBKO T10 2
npoTokosy SSH

12 | Bruttouen port security na untepdeiice fa0/11 kommyraTopa 3

13 | MMapamerps port security na unrepdeiice fa0/11kommyraTopa 2
COOTBETCTBYIOT 33/IaHUIO

14 | Ha kommyTtaTope co3mansl ToJbko HeoOxoanmbie VLAN 2

15 | Co3nannble VLAN KOppeKTHO MIMEHOBAHBI 2

16 | Bce Hencnonb3yemble HHTEP(EHCH KOMMYTAaTOPa OTKIIOYEHBI 3

17 | Bce neucnonbsyemsie uaTEpdeEiicsl kKommyTaTopa nepeseiensl B VLAN 2
99

18 | Hacrpoens! HeoO6xomuMble HHTEpdEIiCH KOMMYTAaTOPa TPETHETO YPOBHS 3
ISl OCYIIECTBIICHHS MapIIpyTH3AIHN

19 | HacTpoen uuto3 nocieHeii HaiexkIbl Ha KOMMYTaTOPE TPETHETO 2
YpOBHS Ha HHTEp(deic MapuIpyTU3aTopa

20 | MapmpyTusaropy 3a1aHO KOPPEKTHOE UM 2

21 | Ha mapmpyTtu3arope 3a1aHa KOppeKTHas jaTa U BpeMs 1

22 | Ha mapuipyTusatope yCTaHOBIEH Mapolib Ha MPUBUIETHPOBAHHBIH 2
PEKIM

23 | Ha mapmipyTu3aTope yCTaHOBJICH MapoJib Ha 3 (TpH) HA TEPMUHAIIBHbIE 3

JIMHHUN




24

Ha MapmpyTu3aTop€ YCTAaHOBJICH IIapPOJIb HA KOHCOJIbHOC MMOAKIIOYCHUEC

25 | Ha mapmpytuzaTope ycTaHOBJIEH ITapoJib Ha MOPT auX

26 | ITapouu B (haiisie KOHPHUrYpaIUK MapIIPYTU3ATOpPa HE OTOOPAKAIOTCS B
OTKPBITOM TEKCTOBOM BUJIC

27 | Taposb Ha IPUBMIETUPOBAHHBI PEKUM MapIIPYTH3aTOpa 3amuppoBaH
X2MI-PyHKIHEH

28 | Murepdeiicsl MappyTH3aTOpa HACTPOSHBI COTIIACHO 33/1aHUIO

29 | ObGecnedeHo 6e30MacHOE yIATEHHOE TOAKIIOYEHUE K MAPIIPYTH3aTOPY
o potokoiry SSH Bepcuu 2

30 | ITapamerpsl SSH Bepcuu 2 COOTBETCTBYIOT 3aaHUIO

31 | VnaneHHOE MOAKIIOYEHHE K MApIIPYTH3aTOPy BO3ZMOXKHO TOJIBKO 10
npoTokosry SSH

32 | Cnucok (cnmcku) KoHTposst goctymna (ACL) oGecrieunBaroT yaajieHHOE
MOJIKJTFOUYEHUE K MapIIPYTU3aTOPY TOJIBKO C KOMIIBIOTEpA yYaCTHUKA

33 | IlpoTtokon muaamudeckoi mappyruzamuu OSPF 3anymien

34 | MapuipyTusatop y4acTHHKA repeaeT HHPpOPMAIIHIO O BCEX CETAX
yuacTHHKa, kpome cetu MNG

35 | MapuipyTi3aTop y4acTHHKa MOy HHGOPMAIIUIO O MapIipyTe K
unrepdeiicy 100.64.N.1 (rue N - HoMep ydacTHHUKA)

36 | Unrepdeiicel mapmpyrusaropa yyactauka B OSPF maccuBHBI, 3a
ucKIroYeHreM nuTepdetica B cetu ISP

37 | Ha mapiupytu3arope nponucad craTuaeckuii MapmpyT K IP aapecy cetu
MNG xommyTaTopa

38 | Hacrpoensi mapamerpsl BIOS xommbrotepa asist pabotsi ¢ ITO
BUpTYyalu3anuen

39 | Vcranosieno I10 Bupryanusarmu Virtual BOX wiun VMware
Workstation

40 | Hactpen IP-aapec Ha [1K yuacTtHuka

41 | Cnyx6a DHCP umeer myn u3 7 (cemun) aapecos, HaunHast ¢ 16ro mo
cdeTy nocTymHoro aapeca u3 cetu LAN

42 | B napamerpax DHCP nepenaercs koppektrsiii mumo3 u DNS cepsep

43 | B ciyxx6e DNS nactpoens! cepBepbl nepechiiku: 8.8.8.8 u 8.8.4.4

44 | TonwszoBarenr USER_N umeer npaBa aqgMHUHUCTpATOpa JOMEHA

45 | B crpykrype AD co3nano nonpasnenenue PC

46 | Coszpana rpynmnosas nonutuka PC GP

49 | B Buptyainbnyto cpeay ycranoBiena OC Windows10

50 | OC Windows10 umeet umst WIN10 N (rae N - Homep ydacTHHKA)




51 | OC Windows10 BeeneHa B 1OMEH 1

52 | JloGaBiieH cepBep B CIIUCKU PEMIO3UTOPUEB JIIsSI CKAYUBAHUSI 1

cBobogHO-pactpocTpansemoro 10 http://mirror.abylimpix.ru/debian/

Bcero 100

Bannpl HaUKUCHAIOTCS KOJIIETHENH DKCIEPTOB COTIaCHO KPUTEPHUSAM OLICHKH.

Pemenne mo HayucieHUIO OasIOB MPUHUMAETCS OOJBIIMHCTBOM TOJOCOB DKCHEpTOB. | aBHBIN
DKCIIEPT HE Yy4YacTBYeT B HauuciaeHuH OamwioB. B ciyudae, paBeHCTBa To0JOCOB OKCIEPTOB,
pemarouuii ronoc umeet I TaBHbIN IKCIEPT.

[Ipy YyacTUYHOM BBHIMOJIHEHUU 3a/ayM, KOJUIETUS DKCIEPTOB B IpaBe HAYMCIUTh YacTh OalIoOB,
BIUIOTH JI0 AECATHIX J0JIeH Oasuia.

[Tpu paBHOM KOJHUYeCTBE OAIIOB yYaCTHHUK, 3aKOHYMBIIEMY PabOTy paHbIlle, B UTOTOBOM IIPOTOKOJIE
MOJTHUMAETCS BBILIE YYaCTHUKA C PAaBHBIM KOJMYECTBOM 0ajlsIOB, HO IOTPATUBIIUM HA BBIIIOJHEHHE
3a1aHus OOJIbIIe BPEMEHH.

Bce cniopHble BONpOCH! pelarTesl Koulerue JkenepToB BMecTe ¢ [ 1aBHbIM dKcniepToM. [ maBHbIN
AKCIIEPT UMEET MPaBO BETO.

JIroOble penieHus, KacaeéMble BOMPOCOB MPOBEACHUS YEMITUOHATA M OLICHKH 3aJaHus 0(POPMIIIOTCS
MPOTOKOJIOM 32 MOJIHUCHIO KOJJIETMH DKCIIEPTOB.

3.2TpeboBanus

VYdacTHUKH 1 DKCHEpTHI 00s3aHbI cOOII0IaTh PeriiaMeHT opraHu3ayy 1 MpoBeACHUS YeMITHOHATA
«AOMIIHUMITHKCY,;

YdacTHHKaM 3ampemniaeTcsi IPUHOCUTH ¢ COOOW Kakue-TuO0 HOCUTENN HH(OPMAINH, a TAKXKE UMETh
JOCTYT K ceTr IHTepHET BO BpeMsl BHITTOJTHEHUS paOOThI WIIH MEPEpPhIBAX;

CooOmuTh FKCIepTaM 0 HeOOXOIMMOCTH YCTAHOBHUTH JIOTIOJIHUTENbHOE BcioMoraTenbHoe 110,
00opynoBaHNE MHHUMYM 32 3 CyTOK J0 Hadaja COPEeBHOBAHUS;

DKCTEepTHI ONPEACTSAIOT paccaaKy A0 Havajaa KOHKypca IyTeM KepeObeBKH;

Y4acTHUKH AOIKHBI HEMEIIIEHHO IPOMH(POPMHUPOBATH DKCIEPTOB B CiIy4ae oOHAPYKEHUS AePEKTOB
B 000pyIOBaHUH,

VY4acTHHUKH JOJDKHBI CIIEIOBATh YKa3aHUAM DKCIEPTOB B Cllydae OOHApY:KEHHs 1e(PEKTOB B
000pyI0BaHUY;

Y4acTHUKH JOMKHBI YBCAOMUTD 9KCHCpTOB, KOoraa 3aBCplIaT BBIIIOJIHCHUC 3aJaHWs.

3.3 3aganue

1. B pamkax BBINOJHEHUS TOCTaBJIECHHOM 3aJlaud MOKa3aTh BBICOKUM YPOBEHb
MacTtepcTBa B KoMIieTeHIMU «CeTeBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUEY 32
MaKCUMAaIIbHO KOPOTKOE BPEMS.

1.1 O3nakoMuTECS cO cxemoi noakiroueHus Cxema 1;
1.2He 00s3aTeNbHO BBIMOJHATL MYHKTHI 3aJaHUs 10 OYEPEaM, a TaKXKe 3ajaHue
IIEJTMKOM, CKopee Bcero Bam He XxBaTuT Ha 3TO BpemeHu. Mcxonst m3 storo
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MoJyMalTe, Kak ONTHUMH3UPOBATh CBOIO PalOTy, MPUCTYMHUTE K PEIICHUIO
3a/1auu;

1.3 [Ipou3BecTH MOAKIIOUEHHUSI CETEBOTO 000pyA0BaHUs coraacHo Cxemsbl 1;

1.4 JIns HacTpOHKHM YCTPOWCTB UCIIONB3YHTE CIICAyIONIUE mapamMeTphl ceteit (rae N -

HOMED YYaCTHHKA):

1.5 Cetn nokansHOM cetn LAN: 192.168.N.64/28;

1.6 Cetp nogxirouenus: mapuipyrusatopa NET: 172.18.N.192/29;

1.7Certb ynpasnenust MNG: 172.16.N.0/25;

1.8Certb k koMmyTaTOpy sKcniepToB [SP: 10.0.N.248/30;

2. Iokazate mponecc yctanoBku Windows uepe3 BIOS ¢ nucka mnm cheMHOTO
HOCHTEJIS.
2.1 Bp16op ONTHYECKOTO MPUBO/IA.

2.2 Bpibop BuHYECTEpA
2.3 HacTtpoiiku mapaMeTpoB 1aThl 1 BPEMEHU
2.4 Hactpoiiku npoiieccopa

2.5 Hactpoiiku KoH(pUrypamuu Ajs COBMECTHOIO (DYHKIMOHUPOBAHUS Pa3IUYHBIX
AJIEMEHTOB Ha MaTEPUHCKOM Iu1aTe.
2.6  Hacrpoiika mognepxku USB-nopToB u USB-ycTpoiicTB asst BBOAA.

2.7  Hacrpoiiku 6e301macHOCTH.

3. [logkmroueHue cereBoro odopyaoBanus (oT mapupyrtusaropa k I1K).
3.1 [IpaBuibHO 00kaTh IPU HEOOXOAUMOCTHU Kabesb MHTepHeT-TIpoBaiiaepa.
3.2 CoenMHUTh MApUIPYTU3ATOP C IJIEKTPOCETHIO.
3.3 Coenunuth kabenb HHTepHET-IpoBaiiiepa W  MapHIPyTH3aTOp  4epe3
UHTEPHET-TIOPT.

4. Hacrtpoiika koMmyratopa. Ha3HaueHMe HMEHU KOMMYTATOpa, YCTaHOBKa
napoJisi Ha BXOJ1 B IPUBUJIETUPOBAHHBIN PEeKUM «enable secret», ycTaHOBKa MapoJisi Ha
TEpPMUHAJIbHBIE MOAKIIOUEHUSI K KOMMYTaTOpy, YCTAaHOBUTD 1p-ajipec Ha uHTepderice
Vlanl5.1.

4.1 3anaiire umst: SWITCH_N (rae N - Homep y4acTHUKA);

4.2 3apaiiTe naty U BpeMsi:

4.3 YcTaHOBUTH NApOJIU: HA MPUBWIETUPOBAHHBINA pexxuM: abx _adm

Ha 3 (TpH) Ha TEPMUHAJIbHBIE TUHUU: abX vty Ha  KOHCOJIbBHOE€  MOJKJIIOYEHHUE:
abx_con

4.4 Tlaponu B daiine koHdurypaunun HE 10mKHBI 0TOOpakaTbCs B OTKPHITOM
TEKCTOBOM BHJIE, TAPOJIb HA MPUBUIIETUPOBAHHBIN PEKUM JTOJKEH OBITH 3alIM(ppOBaH
X21I- (PYHKIIUEH;

4.5 ObecnieunTh 6€30MACHOE YJAICHHOE OIKIIOYEHHE K KOMMYTaTOpPy MO MPOTOKOILY
SSH Bepcuu 2, ncnons3ys cleayomue napameTpsl:

4.5.1 moKampHBIN MOJIH30BATENB: C1 SCO

4.5.2 mapospb monw3oBarenst: SanFranCisco

4.5.3 ums noMeHa: olymp.com

4.5.4 nnuaa kiaroya: 1024 out



4.6 Y naneHHOe NOIKIIOYEHHE JOJKHO OBITH BO3MOKHO TOJIBKO 1O MpoTokory SSH;
4.7 BxomtoumnTe port security Ha uaTepdetice fa0/11 co cnemyromumu nmapamerpamu:

4.8 Makcumanbao KonmaectBo MAC aapecoB Ha opTy - 90;

4.9 MAC anpeca 10KHBI OCTaBaThCSA B HACTPOMKAX MOCIE NEpe3arpy3Ku;

croco0 0TpabOTKU HapyIIeHUsI O€30MACHOCTH - OJIOKUPOBKA 0€3 yBEIOMJICHNS,

4.10 Hnsa wmactpoviku VLAN nHa mnoprax kommyratopa (Cxema 1) ucrnoib3yiite
CJIeIyIOLIUE TapaMeTphI:

4.11 Cersp nokansaoii cetu LAN - VLAN 11;

4.12 Cetp noaxmrouenus mapiipytuzatopa NET - VLAN 10;

4.13 Certb ynpasnenuss MNG- VLAN 77,

4.14 I1pu coznanun VLAN 3anaiiTe UM UMEHA, UCIIOIb3YsI CIEAYIOIINE TapaMeTPhI:
4.14.1 VLAN11 - LAN;

4.14.2 VLAN10 - NETWORK;

4.14.3 VLAN77 - MANAGEMENT,

4.14.4 VLAN99 - DEPO;

4.15 Bce Heucnonb3yemble nHTEp(erchl oTkiounTte u nepeseaute B VLAN 99;

4.16 HactpoiiTe HeoOXoauMble HHTEp(ECchl KOMMyTaTOopa TPETbErO YPOBHS s
OCYIIECTBICHUS MAPLIPyTU3aLUU. [[7151 3TUX 1I€JIel NCTOJIB3YHTE MEPBBIE TOCTYIHbIC [P
aapeca cereit LAN, NET, MNG (Cxema 1).

4.17 HactpoliTe HUIO3 MOCIEAHEN HalEKIpl HA KOMMYTATOPE TPETHETO YPOBHS Ha
uHTEpQEic MapupyTU3aTopa.

5. Hactpoiika mapmpytuzatopa. Hactpoiiku Wi-Fi koHduryparwmii, BeIOpaTh THII
HOJKJIFOUEHUS], yCTAHOBUTH HACTPOUKHM 0€30I1aCHOCTH, YCTAHOBKA MApOJIsi, IPUCBOECHUE
UMEHU OECTIPOBOHOMN CETH.

5.1 3apaitte umsa: ROUTER N (rae N - HoMep y4acTHHKA);

5.2 3apaitTe naty u Bpems

5.3 YcranoBuTe naposu:

5.3.1 Ha npUBMIIETUPOBAHHBIN pexuM: abx adm

5.3.2 Ha 3 (TpHu) TepMUHAJbHBIE JIUHUU: abX_ vty

5.3.3 Ha KOHCOJIBHOE MOJKII0ueHue: abx con

5.3.4 Ha noakIOYeHHEe aux: abx _aux

5.4 Tlapomu B aitne xoudurypauuu HE nomkHbl 0TOOpa)kaThCsi B OTKPHITOM
TEKCTOBOM BHJIE, MapOJib Ha MPUBUICTUPOBAHHBIA PEKUM JOHKEH OBITh 3aln@poBaH
X211~ (PYHKIIUEH;

5.5 HactpotiiTe natepdeiicel MapiipyTuzaropa cormacHo Cxemsl 1;

5.6 Ob6ecneubTe Oe€30mMacHOE yHaJeHHOE TMOAKIIOYEHHE K MAapIIpyTU3aTopy IO
npoTtokoy SSH Bepcuu 2, uCnonb3ys Cleayrolue napaMmeTpsl:

5.6.1 J0OKaNBHBIN MONTB30BATENB: Cl SCO

5.6.2 mapons nonw3oBartes: SanFranCisco

5.6.3 uma gomena: olymp.com

5.6.4 nnuna xiroua: 1024 our

5.7 Y naneHHoe NOAKIOYEHHUE TOHKHO OBITh BO3MOXXHO TOJIBKO IO TTpoToKoy SSH;
5.8 HUcnonb3ys cnucku koHtpoiss noctyna (ACL) oGecneubTe, 4TOOBI yAaJIEHHOE
MOJIKJIFOUEHUE K MapUIpyTH3aTOPy OBbLJIO BOZMOXHO TOJIBKO C KOMITbIOTEpA YYaCTHHKA;



5.9 Hactpouts npoTokos iuHamuueckoit Mapipyrtuzauud OSPF ¢ mapameTpoM 30HBI -
N (rme N - HOomMep yuyacTHHKA). MapuipyTu3aTop y4yaCTHHKA JTOJDKEH OOMEHHMBATHCS
MapuipyTaMu ¢ MaplIpyTU3aTOpOM 3KCIEPTOB

6. Hacrtpoiika OecnpoBOJHOM CBSI3W, JaTh HMs CETH, 3aJaTh MapaMeTphI
0e3omacHOCTH ceTd, pexkuM Oe3oracHoctd WPA2 | tun mmdposanust AES,
tun kiaroua PSK (o ke, Personal Key).
7. Hactpoiika nmapametpoB BIOS niis paGoThl ¢ mporpaMMHBIM oOecriedeHUEM
7.1 Ycranosuts 110 Buptyanuzamuu Virtual BOX;
7.2 Hactpoiite IP-agpec Ha IIK yyactHuka
7.3 3amath 6a30BbIe HACTPOWKHU: 1aTa, BpeMs
7.4 3agaTh IPUOPUTET KECTKUX AUCKOB U IUCKOBOJOB
7.5 3apaTh TUN NOJKIIIOUYEHHS >KECTKOrO JIMCKAa, HACTPOMKA MPOM3BOAUTEIBHOCTUH U
0€301acHOCTH, YCTaHOBKA MapOJIs.

3aganue 11 COPEBHOBAHUSI MOXKET OBITh M3MEeHEHO 10 30%.



N - HOMEP YHACTHUKA

CXEM

KOMMYTATO

P 3™ YPOBHA YYACTHUKA MNEPBbIN MAPLLPYTU3ATOP

ALLPEC CETV LAN NEPBbIV AZPEC CETU YYACTHUKA

NET MEPBbI ALPEC CETU MNG . .
NOCNELHUIA NOCNEAHUA

AIPECCETU NET  AAPEC CETW ISP

OSPF area N
FAO/1  FAO0/1 FAQ/O FAO/N
CETb MNG: CETb NET: J 10C0Errwb2|22: 0
172.16.N.0/ 172.18.N.192/29 0.N.248/
25
FAO/11 1
LoopbackN
BTOPOW ALPEC CETU MNG
BUPTYA/IbHAA CPEJA
WIN2012R2_N
CETb LAN:
192.168.N.64/27
KOMMbIOTE
P -
YUACTHUKA NATbIA ALPEC CETU LAN
AD, DHCP, DNS
WIN7_N
DHCP CLIENT
RESERVE

MNOCNEAHWUA AOPEC

MYNA DHCP LAN .!

NOCNEAHUIA ALPEC
CETU LAN

MAPLUPYTU3ATOP
SKCMNEPTOB

OSPF area O
100.64.N.1/3
2

KOMMYTATOP
3KCMEPTOB

OANHHALUATLIN
AZIPEC CETU LAN
alias: ABEHAZLIATBIV
AJZIPEC CETU LAN

DEBIAN-N




HaBbiku HCOﬁXO[[I/IMLIe I y4acTusl

O

Crircox HeoOXOIUMBIX HABBIKOB BKITIOYAET B ce0s CITIOCOOHOCTH
PazpabartbBaTh 1 BHEAPSITH CTaHIAPTHBIC HHGOPMAIMOHHBIC CEPBHUCH Ha 0a3e pa3IuIHBIX IIaTHOPM
PaspabaTbIBaTh JOKyMEHTANNIO HA HHPOpMaoHHbIe ciucTeMbl B cooTBeTcTBUM ¢ ['OCT 34.201-89
«BHJIBI, KOMIUIEKTHOCTD U 0003HAYCHUSI JOKYMEHTOB MIPH CO3/[aHUU aBTOMATH3HUPOBAHHBIX CUCTEM» H
P1 50-34.698-90 «ABTOMAaTH3MPOBAHHBIC CHCTEMBI. TpeOOBaHUS K COJCPKAHUIO TOKYMEHTOB)
[Ipe3eHTOBATH ¥ 3aIUINATH pa3paOOTaHHBIC PEIICHUS
HacrtpauBath nmapaMeTpbl CUCTEM B COOTBETCTBHHU C 33J[aHHBIM ILITAHOM PadoT
[Tpou3BOIUTH TIOUCK M yCTPaHEHUE HEUCIIPABHOCTEH B MHOOPMAIIMOHHBIX CUCTEMaX

[IpenmonaraeTcs, 4TO YYaCTHUKHU BIAACIOT CIACIYIOIMIMMH 3HAHUSIMH M ONBITOM B YaCTH PabOTHI C CETEBBIM
ob6opynoanuem noj ynpasinerauem OC Cisco [0S, mnatgopmamu Ha 6a3e Microsoft Windows u Linux:

1. YcraHoBKa, 3arpyska, pe3epBHOE KonupoBaHue U BoccTaHoBiaeHUue OC U ee KOMIOHEHTOB
1.1. Pabota c Hactpotikamu anmnaparnoii cpeasl (BIOS/ROMMON/runepBu3ops)

1.2. YcranoBka, HacTpoiika u oOHOBIeHne OC

1.3. Hactpoiika mapameTtpoB 3arpy3ku OC

1.4. Pabota ¢ cucreMHBIMU aitnamu

1.5. HacTpolika mapameTpoB pe3epBHOTO KOMUPOBAaHUS

1.6. Boccranosnenne OC 1 KOMIIOHEHTOB

2. Pabora c aiinoBeIMU cUCTEMaMH, IUCKAMH, XPaHWIIMIIAMH, pa3liesiaMu U Qaitnamu
2.1. HuskoypoBHEBEIE Mponeaypbl paboThl ¢ Qaiinamu (pa3meTka, dainoBsie cucremsl, RAID u mip.)
2.2. Pabora c daitmamu Ha ypoBHe OC ((aiinbl, manku, aTpuOyTHI)

3. CuctemMHbIE HACTPOUKH
3.1. TunoBble HACTPOUKH
3.2. Hactpoiika nepudepuitHoro o60py1oBaHus
3.3. Hactpoiika ciy»0 ymaJeHHOTO YIIpaBIeHUS

4. CucreMHas 0€301aCHOCTh
4.1. Hactpotika 00IIeCHCTEMHBIX METOJIOB 3aIIUTHI
4.2. Hactpotika ayTeHTU(UKAIIMN 1 aBTOPU3AIUH 110JIb30BaTEICH

5. CeTeBble HACTPOMKHU

5.1. Hactpoiika mapameTpoB KaHaJIbHOT'O YPOBHS
5.2. Hactpoiika agpecanuy U MaplipyTH3auu
5.3. Hacrpoiika ceteBbix cepsucoB (DHCP, DNS)

6. CereBast 6€30MaCHOCTD
6.1. HacTpoiika cpeacTB 3aliThl KaHATEHOTO YPOBHS

6.2. HacTpoiika cpescTB 3aliThl CETEBOTO YPOBHS
6.3. Hactpoiika cpeacTB kpunrorpahuyeckoi 3aIiuThl JaHHBIX

6.4. HacTpoiika cpeacTB 3alIUTHl NIPUKIAJHOTO YPOBHS

7. MOHUTOPUHT, OITUMHU3ALHS, TIONCK U yCTpaHEHHE HEMCIIPAaBHOCTEN

7.1. Ucnonp30BaHMe TUTIOBBIX METOJIOB U MHCTPYMEHTOB MOHHUTOPHHTA

7.2. crionp30BaHME TUIIOBBIX METOJOB M HHCTPYMEHTOB ONTUMH3ALNN

7.3. Ucnonp30BaHNe TUTIOBBIX METOJIOB U MHCTPYMEHTOB YCTPAHEHHSI HEUCIIPABHOCTEH



8. Pabora ¢ npuknagasvm 110

8.1. YcraHoBKka 1 HacTpoiika web-cepBuca

8.2. YcTraHOBKa M HACTPOMKA CEpBHCA DJICKTPOHHOMN TOUTHI
8.3. YcranoBka u HacTpoiika cepsuca [P-tenedonnn

8.4. YcraHOBKa M HACTPOMKA TPOYHX MPHUKIAIHBIX IPOTrpamMM

IIpumepbl NPAKTHYECKUX 3aJaHUH

Crucok MPAKTUYCCKUX 3aJJaHUM MOXKET BKJIIOYATh B cebs CICOAYIOIINEC 3aJaHUsA:

YcraHoBKa, OANEPKKA U HACTPOMKA BUPTYaJIbHOU Cpelbl
PaszseprriBanue u HacTpoiika VoIP s ManbIX U CpeHUX NPEAIPULTHI
Onpenesenue 1 UCIpaBieHUE HENMOIaJ0K 000pYJOBaHHS U MPOTPAMMHOT0 00ecTIeYeHus

I B Ay

KommiexcHoe o0ciy>KuBaHHE KOMITBIOTEPHON TEXHUKH, B YACTHOCTU
— IlnannpoBaHue U NPOBEACHUE PE3EPBHOIO KOMMMPOBAHHUS
— VYcraHoBKa U HacTpoiika antuBupycHoro I10

— PazpaboTka u mpoBeneHne MEPOTIPUATHIA TT0 TTPOBepKe dPPEKTUBHOCTH U HAAEIKHOCTH
CHCTEM, [IEJIOCTHOCTH JaHHBIX

VYcranoBka u HacTpoiika OC cornacHo TpeOOBaHUSAM 3aKa3UHKa
VYcranoBka npukinagsoro 110 wa I[IK
Hacrpoiika yaanennoii pabotsl ¢ npukinagaem [10

0 Iy

Pa3BepThiBaHne 1 HACTPOIKa OHOPAHTOBBIX (TUPUHIOBBIX) U KIHEHT-CEPBEPHBIX CETEH:
— VYcTaHOBKa M HACTPOIKA CETEBBIX aAaNTEPOB
— CoeanHeHNE YCTPOICTB JOKAIBLHOW CETH KaOemsiMu
— VYcTaHOBKa ¥ HACTPOMKA CETEBOM ONEPAlMOHHON CUCTEMBI

— YCTaHOBKa M HACTPOIKA HEOOXOUMBIX CETEBBIX MPOTOKOJIOB M KIIMEHTCKOW YacTH CETEBOU
OIEepallMOHHON CUCTEMBI

— VYcTaHOBKA U HACTPOWKA MPOUYMX CETEBBIX YCTPOICTB M CETEBBIX CIYXKO — AIIEKTPOHHOM
MOYTHI, CPEACTB NIPOTUBOJACHCTBUS CllaMy M aHTHBUPYCOB

[ AJIMUHUCTPUPOBaHUE JOKAIBHBIX U TJI00aJbHBIX CETEH, BKIIOUasi HEOOXOAUMYIO HACTPOHKY
00opyToBaHus, M0JIb30BATEILCKUX YUETHBIX 3anuceit, [10, obecnieueHue 3anuThl HHOOPMAIIMOHHOH
UHPPACTPYKTYPBI TPEATIPHSTHSI

YcTpaHeHue HEMolaA0K B CETH © MOHUTOPUHT ITPOU3BOAUTEIBHOCTH CETH

Pa3pa0otka u nomaep)kka JOKyMEHTALUHN CETH COTJIACHO TPEOOBAaHUIM 3aKa3uHKaM

Pabora ¢ nuarnoctuyeckum 110

Hacrpoiika aunamuueckoil MapiipyTU3aluu

0 I B N O A O

Pa3paboTka u pa3BepThIBAHUE CETH

Hactpolika B3auMoieicTBHSI MEXKLy yCTpoicTBaMu o yrpasieaneM Windows, u Cisco

[ Hactpoiika KoOMMyTaTOpOB, MapLIPyTH3aTOPOB, MEKCETEBBIX IKPAHOB M YCTPOHCTB OECITPOBOJHOM
CETH.

[ Baenpenue mMep 1o 3amure ceT, BKI0Yas ayTeHTU(PHUKALNIO U YUeT.

[ WnTerpamnust cepBepoB H CIIyK0 B ceTn



4. TpeOoBaHMs OXPAHBI TPYAA U TEXHUKH 0€30IIACHOCTH

Texnuxa bezonacnocmu Obwue mpebosarnus 6e30nacHocmu

Hacrosiimass MHCTPYKIHS paclpoOCTpaHsACTCS Ha JOMYIIEHHBIX Ha IUIONIAAKy COPCBHOBAHMMN JIHII,
IKCIUTyaTUPYIOIIUX CPEACTBA BHIYUCIIUTEILHOW TEXHUKH M CETeBOEe 000pynoBanne. MHCTPYKIIUS CONEPIKUT
oOmme ykazaHus 10 Oe30macHOMY NPUMEHEHHIO 3JIEKTPOOOOpPYAOBaHUS IUIOMIAIKE COPESBHOBAHMMA.
TpeboBaHus HACTOSIIEH HHCTPYKIIMU SBJISIOTCS 0053aTEIbHBIMU, OTCTYIUICHUS OT Hee He JomyckaroTes. K
CaMOCTOSTEILHOM SKCIUTyaTalliH AJIEKTPOAIapaTypsl A0MYCKAETCs TOIBKO JIHIA He MOJIoxe 18 neT.

Tpebosanus 6ezonacnocmu nepeo Ha4aiom pabomol

[lepen HauyasoM pabOTHI clexyeT YOEOUThCS B HCIPABHOCTH AJIEKTPONPOBOIKH, BBIKIIOYATEICH,
IITETICENFHBIX PO3ETOK, IPH MOMOIIM KOTOPBIX 000PYIOBaHHE BKIIOYAETCS B CETh, HATMYNH 3a3€MJICHUS
KOMIIbIOTEPA, €ro paboTOCIIOCOOHOCTH.

Tpebosanus 6ezonacnocmu 80 8pems pabomol

Jlnisi CHUKEHHUS. WU TIPeIOTBPAILeHHs] BIUSHUS ONACHBIX U BPEIHBIX (PaKTOPOB HEOOXOIMMO COOJII0ATh
CanurtapHble INpaBUIa W HOPMbI, I'MTHEHHYECKHE TpeOOBaHMA K BHICO-AUCIUICHHBIM TepMUHAIaM,
MEPCOHATBHBIM AJIEKTPOHHO-BBIYHUCIIUTEIBHBIM MAIIHHAM M OpTaHU3aluy paboThI.

Bo wu3bexxanue NOBPEXKACHUS H30JALMH MPOBOJOB M BO3HHUKHOBEHHS KOPOTKHX 3aMbIKaHHW HE
paspemiaercs: BemaTh 4TO-THOO Ha MPOBOJA, 3aKpallMBaTh W OENHUTH IIHYPHI M MPOBOA, 3aKJIa/bIBATh
MIPOBOJIA U IIHYPHI 32 Ta30BbIE U BOJIOIPOBOIHBIE TPYOBI, 32 0aTaper OTONMUTEIFHON CUCTEMBI, BBLIEPTUBATD
HITETICENTbHYIO BUJIKY M3 PO3ETKH 32 IHYP, YCUIHE J0JDKHO OBITh IPUIIOKEHO K KOPITYCY BUJIKH.

JInst MCKITIOYSHHSI TTOPAXKEHHS AIIEKTPHUECKUM TOKOM 3allpelaeTcsi: 4acTo BKIIOYATh U BBIKIIOYATh
KOMIbIOTep 0e3 He0OXOAMMOCTH, NMPHKACcAThCS K JKPaHy M K TBUIBHOM CTOpOHE OJIOKOB KOMIBIOTEpA,
paboTaTh Ha CPEACTBAX BBIUMCIUTENHHON TEXHUKU U CETEBOM O0OPYIOBAHUU MOKPBIMH PYKaMH, a TAKKE
uMeTh Ha pabouyeM Tapy € BOJOM WIIM JAPYroil >KHIKOCTBIO, paboTaTh Ha CPEACTBAX BBIYMCIMTEIBHOM
TEXHUKU U nepudepuitHoM 000pyJOBaHUM, MUMEIOUIMX HApYyIICHHs LEIOCTHOCTH KOpIIyca, HapyIIEeHHS
M30JISUH TPOBOJIOB, HEHCIPABHYIO MHAMKALMIO BKIIIOYEHHS IMUTAHUS, C MPU3HAKAMH 3JIEKTPUUECKOTO
HaINpsDKEHUS Ha KOpITyce, KJIacTh Ha CPEACTBA BIYMCIUTEIBHON TEXHUKH U neprdepuitHoM 000py10BaHUI
MOCTOPOHHUE MPEIMETHI.

3amnpemaercst O HANPSHKEHUEM OYMIIATH OT MMBUTK U 3arpsi3HEHUsI AIEKTPOOOOPYI0BaHHE.

3ampemiaercss TPOBEPATh PabOTOCIIOCOOHOCTH ANIEKTPOOOOPYAOBAHHS B HENPUCIOCOOICHHBIX IS
JKCIUTyaTallud IOMELIEHUAX C TOKONPOBOAALIMMU I0JIAMH, CBIPbIX, HE IO3BOJIIOIIMX 3a3€MJIMTh
JOCTYIIHbIE METAJJIMUECKHE YaCTH.

HenonmyctuMo mnox HampspkeHHEM  MPOBOAUTH PEMOHT  CPEJICTB  BBIYUCIUTEIBHOW TEXHUKH U
nepudepuitHoro 060py10BaHHUs.

PeMOHT »anekTpoanmaparypsl MPOWU3BOAWUTCS TOJBKO CHEIUAINCTAMU TEXHUKAMH C COOIIOEHHEM
HEOOXOIUMBIX TEXHUUECKUX TPEOOBAHHA.

Bo wn3bexxanme mopakeHHs SIEKTPUYECKMM TOKOM, TPH IOJIb30BAHHUHU 3JIEKTPONPHOOpaMH HENb3s
KacaThCsl OTHOBPEMEHHO KaKHX-JIMOO TPYOOIIPOBOIOB, OaTapell OTOIUICHHUS, METATHIECKIX KOHCTPYKITHH,
COEZIMHEHHBIX C 3eMJICH.

[Ipu mosIb30BaHUN 3IIEKTPOIHEPTUEH B CHIPHIX MOMELIEHHUSIX COOMI0AATh 0COOYIO0 OCTOPOKHOCTb.



Tpebosanus b6ezonachocmu o OKOHYAHUU padbombl

[Mociie okoHYaHUs pabOTHI HEOOXOAUMO 00ECTOUYHUTH BCE CPEJICTBA BBIYHCIUTEIHLHON TEXHHKH U CETEBOEC
obopynoBanue. B ciydae HEOOXOAMMOCTH OCTaBHTH BKJIFOUCHHBIMHU TOJIBKO OOOpYIOBaHHE, YKa3aHHOE
IKCTIEPTAMH.

Tpebosanus b6ezonacnocmi 6 ABaAPUIHLIX CUMYAYUAX
IIpu oOHapyXeHHU HEUCHPABHOCTH HEMEIUIEHHO OO0ECTOUUTb 3IIEKTPOOOOPYAOBaHHE, ONOBECTHUTH
sKkcnepToB. IIpogomkenne paboTbl BO3MOXKHO TOJIBKO MOCJIE YCTPAHEHUS! HEUCIIPABHOCTH.
[Tpu oOHapykeHHH 00OPBABIIETOCS MPOBOAA HEOOXOAMMO HEMEUIEHHO COOOIUTH 00 3TOM IKCIIEPTaM,
IPUHATH MEPBI [0 UCKIIFOUEHUIO KOHTAKTa ¢ HUM Jitoei. [IpukocHOBeHHE K ITPOBOAY ONACHO VISl )KU3HH.
Bo Bcex ciydasix nopakeHHs 4eloBeKa MIEKTPUUECKUM TOKOM HEMEJICHHO BBI3BIBAIOT Bpaya.
Jlo npuObITHS Bpaua HYKHO, HE Tepss BpPEMEHH, NPUCTYNHUTh K OKAa3aHUIO IE€pBOIl MOMOIIH
IOCTpaJaBLIEMY.
Heo6xonumo HeMeJIeHHO Ha4yaTh MPOU3BOANUTH UCKYCCTBEHHOE JIbIXaHUe, HanOosee 3(GEeKTUBHBIM U3
KOTOPBIX SIBIISICTCS METOJ «POT B POT» WU «POT B HOCY», @ TAK)Ke HAPYKHBII Maccax cepala.
HckyccTBEHHOE JBIXaHUE MOPAXKEHHOMY 3JIEKTPUYECKUM TOKOM IPOU3BOIHUTCS BIUIOTH IO HPHOBITHS
Bpaua.
Ha pabouem mecte 3anpeniaercss MMETh OTHEOIIaCHbIE BELIECTBA.
B nomenenusx 3anpermiaercsi:
a) pa3KUraTb OroHb;
0) BKJIIOYATh 3IEKTPOOOOPYJOBAHHE, €CIIU B IOMEIICHUH [TaXHET Ta30M;
B) KypHUTb;
I') CYIIUTh YTO-INO0 HA OTOIMUTENIBHBIX MPHOOpPaX;
1) 3aKpbIBaTh BEHTHISILIMOHHBIE OTBEPCTHSI B 3JIEKTpOaniaparype.
HcTouyHMKaM# BOCIUIAMEHEHHUS SIBIISIOTCA:
a) UCKpa MpH pa3psae CTaTHYECKOTO IEKTPHUECTBA;
0) UCKpPBI OT JEKTPOOOOPYIOBAHUS;
B) MICKpBI OT yJapa u TPEeHUs;
I') OTKPBITOE IJIaMs.
IIpy BO3HHMKHOBEHHH IOKAapOOIACHON CHUTyalluM WM TOXapa MEepCOHAN JO0JDKEH HeMEIEHHO
NPUHATH HEOOXOAMMBIE MEpBI JUIS €ro JIMKBUAALUH, OJHOBPEMEHHO OIOBECTUTH O IOXKape

aIMHHHUCTPALHIO.



NHdpacTpyKTYPHBIA JUCT

HA 1-TO YYACTHHUKA (KOHKYPCHAS IMTJIOIIAAKA)
O0opyaoBaHue, HHCTPYMEHThI U Medelb
Ne HaumeHnoBaHue En. KoJi-Bo
H3MepeHust
1 LT 1
Intel Core i3 wnu 6sicTpee, 16GB RAM u 6onee, SO0GB HDD u 6onee,
COM (RS-232),0C WINDOWS 8.1, Monurop 22 mroiima u Goree,
MBIIITh, KJIABHATypa, kKabens KoHconsHbIH CISCO
2 | mapmpyruzatop Cisco ceprn 28xx win 29xx mT 1
3 | xommyTtartop Cisco 29xx mT 1
4 PoyTep ¢ BO3MOKHOCTBIO paOOTHI B PEKUME TOUKHU JOCTYIIA T 1
6 Knemm mist 06xumkn UTP kabens T 1
7| OC Windows 7 x32 en\rus T 1
8 | putty 0.67 T 1
9 | VirtualBox 5.1.4 for windows It 1
10 | Cron LT 1
11 | Cryn T 1
Pacxoanbie maTepuaiasl Ha HA 1-TO YUACTHHUKA
Ne HauMeHnoBanue En. Koua-Bo
H3MepeHusl
1| Jucrer A4 T S
2 | Konnekropst RJ45 T 20
3 | 8P8C RJ-45 KaGems UTP Cat. Se 24AWG 4P M 40
4 Kapanjam T 5
"Tyadokce" WHCTPpyMeHT, KOTOPBIii T0KEH PUBE3TH ¢ CO00H yYaCTHHK
Ne HauMeHnoBaHue En. Koua-Bo
H3MepeHust
1
HA 1-TO OKCIHHEPTA (KOHKYPCHAS IIVIOIIAIKA)
O0opynoBanne, HHCTPYMEHTHI H Me0elb
Ne HaumenoBanue En. Koua-Bo
u3MepeHust
ITK nnu HOyTOYK KCTIEPTOB, BHICTYHAIONINHA B KAUECTBE CepBepa
koMmmyTatop Cisco 29xx
1




